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Contacting RUCKUS Customer Services and Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on their RUCKUS
products, and to customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the RUCKUS Support Portal using https://
support.ruckuswireless.com, or go to https://www.ruckusnetworks.com and select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access the self-service
resources, use the following criteria:

e  Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Submit a Case section.

e  Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be available. Go to
the Submit a Case section.

e  Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains functional. Click the CONTACT tab at the
top of the page and explore the Self-Service Online Help options.

e  Priority 4 (P4)—Low. Requests for information, product documentation, or product enhancements. Click the CONTACT tab at the top of
the page and explore the Self-Service Online Help options.

Open a Case

When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get help:
e Continental United States: 1-855-782-5871
e Canada: 1-855-782-5871

e  Europe, Middle East, Africa, Central and South America, and Asia Pacific, toll-free numbers are available at https://
support.ruckuswireless.com/contact-us and Live Chat is also available.

e  Worldwide toll number for our support organization. Phone charges will apply: +1-650-265-0903

We suggest that you keep a physical note of the appropriate support number in case you have an entire network outage.

RUCKUS Unleashed 200.16 User Guide
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Contact Information, Resources, and Conventions
Document Feedback

Self-Service Resources
The RUCKUS Support Portal at https://support.ruckuswireless.com offers a number of tools to help you to research and resolve problems with your
RUCKUS products, including:

o  Technical Documentation—https://support.ruckuswireless.com/documents

e  Community Forums—https://community.ruckuswireless.com

e  Knowledge Base Articles—https://support.ruckuswireless.com/answers

e  Software Downloads and Release Notes—https://support.ruckuswireless.com/#products_grid

®  Security Bulletins—https://support.ruckuswireless.com/security

Using these resources will help you to resolve some issues, and will provide the Technical Assistance Center (TAC) with additional data from your
troubleshooting analysis if you still require assistance through a support case or Return Merchandise Authorization (RMA). If you still require help,
open and manage your case at https://support.ruckuswireless.com/case_management.

Document Feedback

RUCKUS is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to RUCKUS at #Ruckus-Docs@commscope.com.
When contacting us, include the following information:
e Document title and release number
e  Document part number (on the cover page)
e  Page number (if appropriate)
For example:
e  RUCKUS SmartZone Upgrade Guide, Release 5.0
e  Part number: 800-71850-001 Rev A
e Page7

RUCKUS Product Documentation Resources

Visit the RUCKUS website to locate related documentation for your product and additional RUCKUS resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate the documentation by
product or perform a text search. Access to Release Notes requires an active support contract and a RUCKUS Support Portal user account. Other
technical documentation content is available without logging in to the RUCKUS Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckusnetworks.com.

Online Training Resources

To access a variety of online RUCKUS training modules, including free introductory courses to wireless networking essentials, site surveys, and
products, visit the RUCKUS Training Portal at https://commscopeuniversity.myabsorb.com/. The registration is a two-step process described in this
video. Create a CommScope account and then register for, and request access for, CommScope University.

RUCKUS Unleashed 200.16 User Guide
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Contact Information, Resources, and Conventions
Command Syntax Conventions

Document Conventions

The following table lists the text conventions that are used throughout this guide.

TABLE 1 Text Conventions

monospace Identifies command syntax examples device (config)# interface ethernet 1/1/6

bold User interface (Ul) components such On the Start menu, click All Programs.
as screen or page names, keyboard
keys, software buttons, and field
names

italics Publication titles Refer to the RUCKUS Small Cell Release Notes for more information.

Notes, Cautions, and Safety Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential hazards.

NOTE
A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

ATTENTION
An ATTENTION statement indicates some information that you must read before continuing with the current action or task.

CAUTION
A A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware, firmware,
software, or data.

DANGER
A A DANGER statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you. Safety labels are
also attached directly to products to warn of these conditions or situations.

Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.
italic text Identifies a variable.

[1 Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|yl z} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select one of the options.
x|y A vertical bar separates mutually exclusive elements.
<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input, enter the entire command at
the prompt without the backslash.
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Overview

RUCKUS Unleashed is custom designed to help small business owners grow their businesses, deliver an excellent customer experience and manage
costs while supporting enterprise-class Wi-Fi and highly customizable control of mobile devices with minimal IT staff.

RUCKUS Unleashed provides a controllerless option for small to medium-sized Wi-Fi deployments where up to 128 access points can be deployed in
a self-healing, redundant wireless network with no controller required, while still providing many of the enterprise-class features that traditionally
required a RUCKUS WLAN controller (for example, ZoneDirector or SmartZone controller). Beginning with Unleashed 200.13, Dedicated Master is
introduced as a replacement for ZoneDirector 1200, which provides controller functionalities such as Smart Redundancy, tunnel WLAN, cross-
network segment networking, and so on.

RUCKUS Unleashed access points (APs) have built-in controller capabilities including user access controls, guest networking features, advanced Wi-Fi
security and traffic management. As businesses grow to multiple sites or larger scale deployments, RUCKUS offers an easy migration path to cloud-
based or controller-based Wi-Fi, using the same RUCKUS access points.

RUCKUS Unleashed provides small to medium-sized business environments with superior performance, lower costs, and simplified management.
Separate controller support contracts and access point licenses are not needed, significantly reducing upfront and recurring costs, and the simplified
web interface also makes deploying RUCKUS Unleashed easy.

The RUCKUS Unleashed platform offers many of the features that previously required a controller, and without having to sacrifice many features
that previously required a controller, such as Zero-IT, Dynamic PSK (DPSK), Smart Mesh, ChannelFly, Application Recognition and Control (ARC),
Bonjour Gateway, Bonjour Fencing, and one-step firmware upgrades of the entire network from a single interface.

Network Overview

A RUCKUS Unleashed network consists of a RUCKUS Unleashed "Master AP" and a number of RUCKUS Unleashed member APs (up to 128 total).

NOTE
Beginning with release 200.8, the maximum capacity limit has been increased from 50 APs and 1,024 clients to 128 APs and 2,048 clients
per RUCKUS Unleashed network in bridge mode (gateway mode supports up to 25 APs and 512 clients).

In addition to serving Wi-Fi clients like a standard AP, the Master AP also performs the same functions as a controller; all control functions are
performed through the Master AP and pushed to the other APs on the network.

A RUCKUS Unleashed member AP joins a Master AP in the same subnet automatically. RUCKUS Unleashed member APs do not attempt to join a
ZoneDirector or SmartZone controller on the network. If the Master AP is offline, one of the member APs assumes the role of RUCKUS Unleashed
Master and takes over control of the RUCKUS Unleashed network.

The following figure illustrates the basic components of a RUCKUS Unleashed network.
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Introducing RUCKUS Unleashed
Network Overview

FIGURE 1 Basic Unleashed Network Topology
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Unleashed Dedicated Master Network Overview

A RUCKUS Unleashed Dedicated Master network consists of two Dedicated Master APs, R750 and R850, and a number of Unleashed member APs
(up to 150 total).

When Unleashed is switched to Dedicated Master mode, a maximum capacity limit of 4,000 clients is supported. The maximum DPSK number and
Guest key is increased from 2,048 through 4,000. The maximum station cache number that is used for recording a client's fingerprinting data is

enhanced from 4,096 through 8,000.

The following figure illustrates the basic components of an Unleashed Dedicated Master network.

RUCKUS Unleashed 200.16 User Guide

14 Part Number: 800-73635-001 Rev A
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Feature Parity with ZoneDirector

FIGURE 2 Basic Unleashed Dedicated Master Network Topology
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To configure a Dedicated Master AP, refer to Dedicated Master Configuration on page 67.

Feature Parity with ZoneDirector

The RUCKUS Unleashed platform provides many of the same features that are currently available using a ZoneDirector wireless LAN controller:

Smart Mesh

One-step firmware upgrades of the entire network from a single interface
Layer 2 roaming

Layer 3 discovery support

Zero-IT support for automatic client Wi-Fi configuration

Dynamic Pre-Shared Keys (DPSK)

Guest WLANs

WHLAN types:

- Captive Portal (Web Auth)

- Hotspot (WISPr)

- Guest Access (Guest Pass)

- Social Media (Facebook, LinkedIn, Microsoft, Google)

802.1X EAP authentication using an external AAA server (RADIUS)
Bonjour Gateway
WLAN encryption and authentication options:

- Open + None

RUCKUS Unleashed 200.16 User Guide
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- Open + None + MAC Auth

- Open + None + Web Auth

- Open+ WPA2 + AES + PSK

- Open + WPA2 + AES + DPSK

- 802.1X+ WPA2 + AES + AAA

- 802.1X + WPA3 + SAE + AAA

- Open+WPA3 + SAE

- Open + WPA2/WPA3-Mixed + SAE + AES
-  Open+ OWE

Radio Frequency (RF) management features:

- BeamFlex

- ChannelFly

- Background Scanning

- Automatic Channel Selection based on ChannelFly or Background Scanning
- SpeedFlex

- Rogue AP detection

Client management features:

- Access Control Lists

- Application Recognition and Control (ARC)

- HTTP/HTTPs Redirect

- Upto 1,024 local users supported (on the internal database)
- Upto 1,024 client devices supported (depending on encryption and authentication method)
- Self-Service Guest Pass

- Client Load Balancing

- Band Steering

- Client Isolation

- Client Fingerprinting

- Device Access Policies

DHCP server (configured manually from Network Master AP)
SNMP Management

Syslog Delivery to External Syslog Server

Management IP Interface

Multi-Language support

WLAN Prioritization

Dynamic VLANs

Enable or Disable WLANs on a per-radio basis

AP Groups

Tunnel configuration support for Dedicated Master

Smart Redundancy ability

AP VLAN support

RUCKUS Unleashed 200.16 User Guide
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Limitations and Deviations from ZoneDirector

While many ZoneDirector features are included, RUCKUS Unleashed does not provide the entire ZoneDirector feature set.

The following features are either not supported, supported but with limitations, or are currently unsupported but planned for a future release:
e |IPvé6is not supported.
o No interface to communicate with SmartCell Insight analytics engine or SPoT location services.
e No Northbound Interface to pass client authentication responsibility to an external entity.

[ No WLAN groups.

RUCKUS Unleashed-Only Features

The following features are unique to the RUCKUS Unleashed platform and do not correspond to any existing ZoneDirector or other RUCKUS
controller features:
o  The RUCKUS Unleashed platform does not require an external controller - all controller functions are performed through a single "Master
AP" web interface. The Master AP serves the same functions as a ZoneDirector controller would perform on the network; that is, all
control functions are performed through the controller and pushed to the other APs on the network.

e A Member AP automatically takes over all AP control functions if the Master AP is offline.

o  Preferred Master: Administrators can configure an AP to serve as the "preferred" Master AP. If the preferred Master is offline, another
member AP will become the Master. When the preferred Master comes back online, it will resume the RUCKUS Unleashed Master role.

o Dedicated Master: You can enable Dedicated Master mode only when the Master AP is an R750 AP or R850 AP. Specify one Dedicated
Master AP as the primary and the other Dedicated Master AP as the secondary to act as the active and standby Dedicated Masters.

o  The user interface provides simplified and more intuitive controls for some controller functions, and hides or removes some of the less-
used options for easier navigation and configuration.

e  Gateway Mode: The Master AP can be configured as a gateway router, performing all NAT and DHCP functions as well as serving as the
RUCKUS Unleashed network controller and serving wireless clients.

NOTE
When gateway mode is enabled, RUCKUS Unleashed supports a maximum 25 APs and 512 concurrent clients due to the
additional resource demands placed on the Master AP when in gateway mode.

e  ICX Switch Management: RUCKUS Unleashed provides a user interface for monitoring and managing RUCKUS ICX switches and ICX switch
stacks.

RUCKUS Unleashed 200.16 User Guide
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Supported Access Points

The following RUCKUS access points are supported by RUCKUS Unleashed:

H350

The H350 is a Wi-Fi 6 (802.11ax) Wi-Fi access point with integrated switch in a wall-plate form factor.

This section describes the physical features of the RUCKUS Unleashed H350 802.11ax Access Point.

FIGURE 3 H350 Access Point

Rear Panel

The H350 AP features five LEDs on its rear panel. (LEDs are concealed when mounted.)

TABLE 2 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.

Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.

Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.

Solid Green Unleashed Master AP.

RUCKUS Unleashed 200.16 User Guide
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TABLE 2 Front Panel LEDs (continued)

AIR Off No upstream mesh connection (Root AP).

Solid Green Upstream mesh connection established (Mesh AP).

Solid Red Upstream mesh connection issue.

2.4G off Radio is down.

Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.

Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.

Solid Amber Radio is up, no clients are connected to the 5 GHz radio.

Solid Green Radio is up, at least one client is connected to the 5 GHz radio.

Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

H550

The H550 is an 802.11ax Wave 2 dual-band concurrent Wi-Fi Wall Switch with integrated 5-port gigabit Ethernet, in a form factor designed for
mounting to electrical outlet boxes.

This section describes the physical features of the RUCKUS Unleashed H550 802.11ax Access Point.

FIGURE 4 H550 Access Point
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Rear Panel

The H550 AP features five LEDs on its rear panel. (LEDs are concealed when mounted.)

TABLE 3 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

R350

The Unleashed R350 is a dual-band concurrent 2x2:2 802.11ax Wave 2 Access Point that delivers high-performance wireless networking at a

competitive price point in a compact form factor.

This section describes the physical features of the RUCKUS Unleashed R350 802.11ax Access Point.

20
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FIGURE 5 R350 Access Point

Front Panel

The R350 AP features five LEDs on its front panel.

TABLE 4 Front Panel LEDs

Introducing RUCKUS Unleashed
Supported Access Points

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

RUCKUS Unleashed 200.16 User Guide
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R350e

The Unleashed R350e is a dual-band concurrent 2x2:2 802.11ax Wave 2 Access Point that delivers high-performance wireless networking at a

competitive price point in a compact form factor.

This section describes the physical features of the RUCKUS Unleashed R350e 802.11ax Access Point.

FIGURE 6 R350e Access Point

Front Panel

The R350e AP features five LEDs on its front panel.

TABLE 5 Front Panel LEDs

PWR Off

No power connected.

Solid Red

Boot up in process.

Flashing Green

System started, no routable IP address detected.

Solid Green

Routable IP address received.

CTL Off

Unleashed Member AP.

Flashing Green (slow, every 2 seconds)

Network problem. Cannot contact Unleashed Master.

Flashing Green (fast, 2x per second)

Receiving configuration or image upgrade.

Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
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TABLE 5 Front Panel LEDs (continued)

Introducing RUCKUS Unleashed
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2.4G Off Radio is down.

Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.

Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.

Solid Amber Radio is up, no clients are connected to the 5 GHz radio.

Solid Green Radio is up, at least one client is connected to the 5 GHz radio.

Flashing Green

Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

R550

The RUCKUS R550 is a mid-range indoor 2x2:2 Wi-Fi 6 (802.11ax) dual-band access point with integrated 2-port Ethernet interface. The R550 is

targeted for medium-density, small to mid-size indoor enterprise WLAN applications in the enterprise, education, hospitality, carrier, healthcare and

retail industries.

This section describes the physical features of the RUCKUS Unleashed R550 AP.

FIGURE 7 Unleashed R550 Access Point

Front Panel

The R550 AP features five LEDs on its front panel.

TABLE 6 Front Panel LEDs

PWR

Off

No power connected.

Solid Red

Boot up in process.

Flashing Green

System started, no routable IP address detected.

Solid Green

Routable IP address received.
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TABLE 6 Front Panel LEDs (continued)

CTL off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.

Solid Green Unleashed Master AP.
AR Off No upstream mesh connection (Root AP).

Solid Green Upstream mesh connection established (Mesh AP).

Solid Red Upstream mesh connection issue.

2.4G Off Radio is down.

Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.

Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G off Radio is down.

Solid Amber Radio is up, no clients are connected to the 5 GHz radio.

Solid Green Radio is up, at least one client is connected to the 5 GHz radio.

Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

R650

The RUCKUS R650 is a mid-range "Wi-Fi 6" (802.11ax) dual-band indoor 4x4: 4 AP with BeamFlex+, one 2.5 Gbps PoE+ port, and one 1 Gbps
Ethernet port.

This section describes the physical features of the RUCKUS Unleashed R650 AP.

FIGURE 8 Unleashed R650 Access Point

Front Panel
The R650 AP features five LEDs on its front panel.
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PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

R750

The Unleashed R750 is a dual-band concurrent "Wi-Fi 6" (802.11ax) AP that supports 8 spatial streams (4x4:4 in 5GHz, 4x4:4 in 2.4GHz).

The Unleashed R750 provides advanced 11ax features such as OFDMA, MU-MIMO, 11ax power save, and WPA3. It includes a USB port and a 2.5

GbE port that supports 802.3af, 802.3at and 802.3bt (40W) PoE, and one 1 GbE port (non-PoE).

Dedicated Master mode is supported if an R750 AP is the Master AP in the Unleashed network.

This section describes the physical features of the RUCKUS Unleashed R750 AP.

FIGURE 9 Unleashed R750 Access Point
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Supported Access Points

Front Panel

The R750 AP features five LEDs on its front panel.

TABLE 8 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

R850

The Unleashed R850 is a dual-band Wi-Fi 6 Indoor access point with 12 radio chains, operating in 8x8:8 mode on the 5GHz band and in 4x4:4 mode

on the 2.4GHz band, supporting peak PHY rates of 4.8Gbps (5GHz) and 1.148Gbps (2.4GHz).

The R850 has one 5 Gbps PoE Ethernet port and one 1 Gbps port and a USB port for additional connectivity. The R850 will operate with PoH, uPOE

and 802.3at power.

NOTE

Dedicated Master mode is supported if an R850 AP is the Master AP in the Unleashed network.

This section describes the physical features of the RUCKUS Unleashed R850 AP.
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FIGURE 10 Unleashed R850 Access Point

Front Panel
The R850 AP features five LEDs on its front panel.

TABLE 9 Front Panel LEDs

Introducing RUCKUS Unleashed
Supported Access Points

PWR Off

No power connected.

Solid Red

Boot up in process.

Flashing Green

System started, no routable IP address detected.

Solid Green

Routable IP address received.

CTL Off

Unleashed Member AP.

Flashing Green (slow, every 2 seconds)

Network problem. Cannot contact Unleashed Master.

Flashing Green (fast, 2x per second)

Receiving configuration or image upgrade.

Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).

Solid Green Upstream mesh connection established (Mesh AP).

Solid Red Upstream mesh connection issue.

2.4G Off Radio is down.

Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.

Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.

Solid Amber Radio is up, no clients are connected to the 5 GHz radio.

Solid Green Radio is up, at least one client is connected to the 5 GHz radio.

Flashing Green

Radio is up, at least one downstream Mesh AP is connected to

the 5G radio.

T350 Family

The Unleashed T350 family provides 802.11ax "Wave 2" features, including MU-MIMO, in an outdoor access point.

This section describes the physical features of the RUCKUS Unleashed T310 family of dual-band 802.11ax Wave 2 Outdoor Access Points.

The T350 is available in four antenna variants:

e  T350c: Standard omni antenna

e  T350d: Standard omni antenna, extended temperature range

RUCKUS Unleashed 200.16 User Guide
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FIGURE 11 T350d Outdoor Access Point

Front Panel

The T350 features five LEDs on its front panel.

TABLE 10 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

RUCKUS Unleashed 200.16 User Guide
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Introducing RUCKUS Unleashed
Supported Access Points

T350SE

The RUCKUS T350se is a Wi-Fi 6 (802.11ax) Wi-Fi access point supporting dual-band concurrent 2x2:2 802.11ax (5GHz) and 2x2:2 802.11ax (2.4GHz)
for outdoor applications.

The T350se has an internal 120-degree sectorized antenna, an integrated single 1-Gbps Ethernet port, a DC port, an USB port, and 2 N-type ports to
connect to an external antenna.

This section describes the physical features of the RUCKUS Unleashed T350SE AP.

FIGURE 12 Unleashed T350SE Access Point

RUCKUS

2. 12v DC 4. usB

Front Panel
The T350SE AP features five LEDs on its front panel.

TABLE 11 Front Panel LEDs

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.

Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.

Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.

Solid Green Unleashed Master AP.
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TABLE 11 Front Panel LEDs (continued)

AIR Off No upstream mesh connection (Root AP).

Solid Green Upstream mesh connection established (Mesh AP).

Solid Red Upstream mesh connection issue.

2.4G off Radio is down.

Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.

Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.

Solid Amber Radio is up, no clients are connected to the 5 GHz radio.

Solid Green Radio is up, at least one client is connected to the 5 GHz radio.

Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

T750

The RUCKUS T750 is a high-end dual-band outdoor Wi-Fi 6 AP that supports 8 spatial streams (4x4:4 in 5GHz, 4x4:4 in 2.4GHz).

The T750 provides advanced 802.11ax features including OFDMA and MU-MIMO, and supports up to 1,024 client connections with increased
capacity, improved coverage and performance in ultra-high density environments.

The T750 includes a 2.5 GbE Ethernet PoE+ port for high speed Ethernet backhaul, along with an SFP fiber port for fiber backhaul. Additionally, it
includes built-in GPS, USB port, gigabit PoE out port, and IP-67 rated weather proofing.

This section describes the physical features of the RUCKUS Unleashed T750 AP.

FIGURE 13 Unleashed T750 Access Point

Front Panel

The T750 AP features five LEDs on its front panel.
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TABLE 12 Front Panel LEDs

Introducing RUCKUS Unleashed
Supported Access Points

PWR Off No power connected.
Solid Red Boot up in process.
Flashing Green System started, no routable IP address detected.
Solid Green Routable IP address received.
CTL Off Unleashed Member AP.
Flashing Green (slow, every 2 seconds) | Network problem. Cannot contact Unleashed Master.
Flashing Green (fast, 2x per second) Receiving configuration or image upgrade.
Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.

T750SE

The RUCKUS T750SE is a high-end dual-band outdoor Wi-Fi 6 AP with external antenna connectors that supports 8 spatial streams (4x4:4 in 5GHz,

4x4:4 in 2.4GHz).

The T750SE provides advanced 802.11ax features including OFDMA and MU-MIMO, and supports up to 1,024 client connections with increased

capacity, improved coverage and performance in ultra-high density environments.

The T750SE includes a 2.5 GbE Ethernet PoE+ port for high speed Ethernet backhaul, along with an SFP fiber port for fiber backhaul. Additionally, it
includes built-in GPS, USB port, gigabit PoE out port, and IP-67 rated weather proofing.

This section describes the physical features of the RUCKUS Unleashed T750SE AP.
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FIGURE 14 Unleashed T750SE Access Point

1. SFP port

2. PoE IN

Front Panel
The T750SE AP features five LEDs on its front panel.

TABLE 13 Front Panel LEDs

PWR Off

3. PoE OUT

4. AC port

No power connected.

Solid Red

Boot up in process.

Flashing Green

System started, no routable IP address detected.

Solid Green

Routable IP address received.

CTL Off

Unleashed Member AP.

Flashing Green (slow, every 2 seconds)

Network problem. Cannot contact Unleashed Master.

Flashing Green (fast, 2x per second)

Receiving configuration or image upgrade.

Solid Green Unleashed Master AP.
AIR Off No upstream mesh connection (Root AP).
Solid Green Upstream mesh connection established (Mesh AP).
Solid Red Upstream mesh connection issue.
2.4G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 2.4 GHz radio.
Solid Green Radio is up, at least one client is connected to the 2.4 GHz radio.
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Introducing RUCKUS Unleashed
Supported Access Points

TABLE 13 Front Panel LEDs (continued)

5G Off Radio is down.
Solid Amber Radio is up, no clients are connected to the 5 GHz radio.
Solid Green Radio is up, at least one client is connected to the 5 GHz radio.
Flashing Green Radio is up, at least one downstream Mesh AP is connected to the 5G radio.
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Setting Up an Unleashed Wi-Fi Network
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Overview of the Setup Process

The following steps are required for setup and configuration of a RUCKUS Unleashed wireless network.
1. Step 1: Unpack and Install the Unleashed Master AP on page 36
2. Step 2: Configure Your Unleashed Network on page 36
3. Step 3: Customize Your Wireless LANs on page 57
4. Step 4: Deploy Additional Unleashed Member Access Points on page 60

5. Begin Using Your RUCKUS Unleashed Network!

FIGURE 15 RUCKUS Unleashed Setup Overview

Unleashed Setup Process

Install the Perform the Complete the Setup Install additional
Unleashed Master Initialization Wizard Unleashed APs
AP

W

For a video presentation of this setup process, see the RUCKUS Training video Installing the Unleashed Master AP.

NOTE
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Setting Up an Unleashed Wi-Fi Network
Step 1: Unpack and Install the Unleashed Master AP

Step 1: Unpack and Install the Unleashed Master AP

1. Choose which Unleashed AP will become the Unleashed Master AP (the AP that performs all of the control functions of your Unleashed
network). Any Unleashed AP can be the Master.

NOTE

Do NOT connect multiple APs to power and the network all at once. In the initial setup stage, you should choose one AP as the
Master AP and connect it to the network and power, and then complete the initial setup steps on this Master AP before
connecting any other APs. Once setup is complete, you can continue connecting other APs to power and the network.

2. Perform the hardware installation according to the instructions in the Unleashed Access Point Quick Setup Guide that is included in the
box with each Unleashed AP.
3. Once powered on and connected to the local network, the Unleashed AP boots up and begins broadcasting a temporary unencrypted

WLAN named "ConfigureMe-[xxxxxx]".

NOTE
DNS-spoof is enabled on the AP to intercept DNS queries and respond with the Master AP's IP address. Clients associated to

this temporary WLAN do not have Internet access.

Step 2: Configure Your Unleashed Network

Unleashed can be deployed using either a Mobile App (available for iOS and Android), or using your PC's web browser.
Beginning with release 200.7, Unleashed initial setup can also be performed using the command line interface (CLI).

Refer to the relevant section depending on which method you prefer to use:

Step 2a: Setup Using the Mobile App

To perform setup using the Mobile App, download the iOS or Android app from your app store.

As soon as the AP is powered on and connected to the local network, it boots up and begins broadcasting a temporary unencrypted WLAN named

"Configure.Me-[xxxxxx]" from both radios.

1. Using your client's Wi-Fi connection settings, select and associate to the "Configure.Me-[xxxxxx]" WLAN.
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Setting Up an Unleashed Wi-Fi Network
Step 2: Configure Your Unleashed Network

2. Launch the app, and follow the on-screen instructions to configure your RUCKUS Unleashed networks.

For a quick installation, click Typical Install > Start > Quick Install.

FIGURE 16 RUCKUS Unleashed Mobile App for iOS and Android

RUCKUS Unleashed 200.16 User Guide
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Unleashed Home
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Typical Install (i )

Most commonly deployed
configuration.
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Gateway Install

Unleashed AP acts as gateway for
both wired & wireless devices.
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Manage Network

Helps to manage your
Unleashed network.

Version: 6.90.1

Unleashed
Installation Type

Quick Install

Advanced Install

Cancel
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Setting Up an Unleashed Wi-Fi Network
Step 2: Configure Your Unleashed Network

To configure RUCKUS Unleashed, in the Wireless LAN page, enter WLAN name, password, and the country where the AP is located, and

click Next. In the Administration page, enter admin username and password, and click Finish.

38

COMMSCOPE
RUCKUS"

Configure Unleashed

Wireless LAN

D -

WLAN Name
Ruckus-Wireless 1

WLAN Password

Country where AP is located
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COMMSCOPE:
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Configure Unleashed

Administration

Y-
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Admin Password
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Setting Up an Unleashed Wi-Fi Network

Step 2: Configure Your Unleashed Network

FIGURE 17 Configuring RUCKUS Unleashed from the Mobile App for iOS and Android

COMMSCOPE'
RUCKUS’

Guest WLAN

No Clients

Unleashed-WPA2

Online Total 3 Clients

COMMSCOPE
RUCKUS®

Configuration

23 Mesh

4 Upgrade

Troubleshoot
®© Speedflex

® Ping

Radio Controls

2 All APs Radio

App Recognition & Control
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Setting Up an Unleashed Wi-Fi Network
Step 2: Configure Your Unleashed Network

Step 2b: Setup Using a Web Browser
To perform setup using a web browser, connect to the RUCKUS Unleashed setup network using any Wi-Fi capable client device.

1.  Using your the Wi-Fi configuration settings on your client device (such as a laptop or mobile device), select and associate to the
Configure.Me-[xxxxxx] WLAN, and launch a web browser.

NOTE
Only R750 AP or R850 AP support Dedicated Master mode.
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42

2.

In your browser's URL bar, enter the following address and press Enter: https://10.154.231.125:9090/.

FIGURE 18 Connecting to "Configure.Me-[xxxxxx]" WLAN and Launching a Web Browser

Currently connected to: 3

A« ldentifying... (Configure.Me-1BF040)
ligg Mo Internet access

Wireless Metwork Connection ~

m

Configure.Me-1BF040  Connected ]

Disconnect

Ruckus-Wireless-1 .‘.“1
Backup WiFi L
Ruckus-Unleashed ::1“
emily M
sam-am Ll
dlink AT

Open Network and Sharing Center

Depending on your browser, you may be presented with one of the following security warnings:
o  This connection is not trusted (Firefox)
e  Your connection is not private (Chrome)

e Thereis a problem with this website's security certificate (Internet Explorer)

This is normal, as the RUCKUS Unleashed AP does not have an SSL certificate that is recognized by your browser.
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Setting Up an Unleashed Wi-Fi Network
Step 2: Configure Your Unleashed Network

FIGURE 19 Security Warning (Chrome)

Your connection is not private
Attackers might be trying to steal your information from 192.168.40.14 (for example,

passwords, messages, or credit cards).

[ automatically report details of possible security incidents to Google. Privacy policy

Advanced Back to safety

3. Inresponse to the security warning, complete one of the following processes:

o  Click I Understand the Risks > Add Exception... > Confirm Security Exception (Firefox)

e Click Advanced > Proceed to [IP address] (unsafe) (Chrome)

e  Click Continue to this website (not recommended) (Internet Explorer)

You will be redirected to the Setup Wizard, which guides you through the process of setting up the Master AP.
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Setting Up an Unleashed Wi-Fi Network
Step 2: Configure Your Unleashed Network

4.  Work through the Setup Wizard and check your configuration choices on the final page, before clicking Finish to complete the setup.

a)

b)

On the first page of the wizard, select your language from the menu.
Under Quick Install, fill in the following options:

e  Under Wireless LAN, enter the name (ESSID) and password.

e  Under Administrator, enter the admin username and password.

e Under Country Code, select a country.

FIGURE 20 Installation Page

Unleashed Installation

Quick Install
Wireless LAN
Name (ESSID): ‘ Ruckus-Wireless 1 ‘ Passphrase: ‘
Administrator
Admin Username: | agmin | Password: |
Country Code: | United States ]

Custom Install

English

Local Upgrade

NOTE

Click Custom Install for other installation options. For more information, refer to Advanced Install on page 44 and UMM
Install on page 49. For information on Local Upgrade options, refer to Installation with Local Upgrade on page 51.

Advanced Install

Advanced Install is the typical way to install if you do not want to use UMM.

1.  On the first page of the Installation window, select Custom Install > Advanced Install.

a4
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Setting Up an Unleashed Wi-Fi Network
Step 2: Configure Your Unleashed Network

2. Onthe System page, complete the following steps:

a) Enter a name for the Unleashed system. This system name can be used to identify the Unleashed device on your local area network.

b) Select your country code from the menu.

NOTE
The Country Code option is not displayed if the AP is shipped from the factory with a fixed country code.

c) If you want to enable Mesh networking for your Unleashed network, select the Mesh check box. Refer to Mesh Networking on page
325 for more information.

NOTE

If the Unleashed AP does not support Mesh (for example, the R310), it can be configured as the Unleashed Master AP, but
it will not be able to participate in the Mesh network.

NOTE
If the Master AP is in Gateway mode and the WAN port is connected through PPPoE, Mesh can be enabled, but the Master

AP must be a Root AP to become a member of a Mesh tree; all of the other connected member APs can be part of a Mesh
tree.

d) Select the Dedicated Master check box if you want to enable Dedicated Master for the Unleashed network.

NOTE
Dedicated Master is supported only for the R750 AP and R850 AP.

e) Click Next to continue.

FIGURE 21 Setup Wizard: System Page

Version: 200.13.6.1.150

Name: | Ruckus-Unleashed-Decca
Country Code: | Linfed States ¥
Mesh:
Mesh Name (ESSID): | Mesh-411972001755-736
Mesh Passphrase: | nHkmsLIx9ok3D_L3TPwe| Generate

Dedicated Master: [Q
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Step 2: Configure Your Unleashed Network

3. Onthe IP Setting page, select whether the AP will serve as a gateway using one Ethernet port as a WAN port (connected to a cable or DSL
modem, PPPoE connection, and so on), and the other as a LAN port.
NOTE

If your modem or router already provides gateway functionality, do not enable Gateway mode on the Unleashed Master AP. For
more information, refer to Gateway Mode on page 302.

a) Select whether to assign a manual IP address or allow the system to obtain an IP address automatically using DHCP. The default is
DHCP (Dynamic).
NOTE

If you plan to manually assign and maintain IP addresses for your wireless network, select Manual (Static) and enter the IP
address of your Unleashed Master AP. Ensure that the IP address is outside the range assigned for Wi-Fi clients. Otherwise,
leave the default of DHCP (Dynamic) and let Unleashed do all the work for you.

b) If you select Manual, enter an IP address, netmask, gateway address, and DNS server addresses in the fields provided.

NOTE

Optionally, if a manual IP address is configured, you can enable the built-in DHCP Server to provide IP addresses to clients
on the Unleashed subnet. For more information, refer to DHCP Server on page 308.

FIGURE 22 Setup Wizard: IP Setting Page

WAN IP Address v

2 Manual @ DHCP

IP Address | 192 172 10 225
Netmask | 2552552550
Gateway |19217210.1
Primary DNS Server | 137.117.01
Secondary DMS Server |8844

Access VLAN | 1

c) Enter the access VLAN ID for Dedicated Master and click Next.

NOTE
The default value of the access VLAN ID is 1.

d) If Gateway mode is enabled, select whether to assign a manual IP address or allow the system to obtain an IP address automatically
using DHCP or PPPoE for the WAN port, and configure the local subnet settings for the LAN port. Under Standby WAN Port, select
whether to assign a manual IP address or allow the system to obtain an IP address automatically using DHCP. The default is DHCP
(Dynamic). For more information on Gateway mode, refer to Gateway Mode on page 302.

NOTE
A standby WAN port is applicable only for the H350 AP and H550 AP.
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FIGURE 23 Enabling Gateway Mode

Setting Up an Unleashed Wi-Fi Network
Step 2: Configure Your Unleashed Network

Gateway Mode

WAN Port

WAN Port | PORT 3 v

O Manual ® DHCP O PPPcE

* IP Address | 172.172.10.186
Primary DNS Server
Secondary DNS Server

Standby WAN Port @

WAN Port | PORT 4 v

O Manual (@ DHCP

IP Address | 102234106
Netmask | 2552552540

Gateway \10_223.5.254

Primary DNS Server | 10.10.10.190

Secondary DNS Server | 10.10.10.10

v LAN & WLAN Client IP Addresses

Starting IP @l

Ending IP M|

Number of IPs lD‘

Lease Time

Primary DNS Server I:I
Secondary DNS Server |:|

> LAN & WLAN IP Address

Router IP | 10.106.0.1 |
Netmask | 25525500 |

e) Click Next to continue.

4. On the Wireless LAN page, complete the following steps:

a) Inthe Name (ESSID) field, enter a name for your first wireless LAN.

b) For Password Protect (WPA2/WPA3-Mixed), select Yes or No.

NOTE

Only the WPA3 ecryption is used on 6 GHz radio for the Wi-Fi 7 APs.

c) If WPA2 encryption is selected, enter a password. The password must contain from 8 through 63 alphanumeric characters.

d) Click Next to continue.
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Step 2: Configure Your Unleashed Network

5. Onthe Administrator page, complete the following steps:
a) Enter your admin username and password.
b) Re-enter the password in the Confirm Password field.

c) (Optional) Click the Password Recovery check box to allow you to reset your password in the event that your username or password
is forgotten.

d) Enter a security email address, security question, and security answer.
e) Click Next to continue.

6. Onthe Review page, check that all the settings you have made are correct. If any settings must be changed, click Back to return to the
previous wizard page.

7. If you are satisfied with your choices, click Finish to complete the setup.
After clicking the Finish button, the Unleashed Master AP reboots and a Configuring system settings & rebooting page is displayed. Wait

for the progress screen to complete before proceeding.

NOTE
Do not disconnect power or network cables during this process, and do not click Back or Refresh in your web browser.

FIGURE 24 Configuring System Settings & Rebooting Page

Configuring system settings & rebooting. It may take few minutes.

8. After setup is complete, the Congratulations! page is displayed. Ensure that you are connected to the WLAN that you configured, and click
Finish. You will be redirected to the login page.
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9. Onthe login page, enter your username and password, and click Unleash.

After a successful login, the Unleashed Dashboard displays an overview of your RUCKUS Unleashed network.

FIGURE 25 Unleashed Dashboard

F. 3
JF RUCKUS -
LEASHED System Name: Dedicated-Unleashed Up Time: 29d 5h 43m admin

]

W)

Traffic: 0.00 MB

Clients

]

Help
Log Out

10. Continue to on page 57.

If an Unleashed Multi-Site Manager (UMM) server is available, you can allow automatic Unleashed deployment configuration by running a
configuration template from the UMM server to the Unleashed Master AP during setup.
To enable UMM easy deployment:

On the second page of the installation wizard, select UMM Install.

1
2. Enter the UMM Domain/IP address.

3. Enter the Config Template Name of the deployment configuration template configured on UMM for the Unleashed network.
4

Click Next. The Unleashed AP attempts to connect to the UMM server to retrieve the configuration template.
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5.  If successful, the configuration template is pushed to the AP and the Unleashed deployment is configured according to the template.

FIGURE 26 UMM Install

Unleashed Installation

() Advanced Install This is the most typical way to install if one do not want to use UMN

(@) UMM Install Use image from

UMM Domain/IP: | 10.10.13.17

" Config Template Name: |UMM Template 1

System Name- | Ruckus-Unleashed
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FIGURE 27 Contacting UMM for Easy Deployment

Contacting UMM (10.200.3.4) for easy deployment. It may take a few minutes.

Installation with Local Upgrade

The Local Upgrade option during the installation settings allows the admin to upgrade the RUCKUS Unleashed firmware to a newer release build

prior to deployment.

To perform a local upgrade before completing the RUCKUS Unleashed setup:

1.  On the first page of the setup wizard, select Local Upgrade. The Local Upgrade page appears.

2. Click Choose File and select the locally stored RUCKUS Unleashed image file.

3. Click Upgrade.

RUCKUS Unleashed 200.16 User Guide
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4.

When complete, click Reboot to reboot the AP and restart the installation process using the new firmware.

FIGURE 28 Local Upgrade - Installation Page

Unleashed Installation

Quick Install

English

Wireless LAN
Name (ESSID): ‘ Ruckus-Wireless 1 ‘ Passphrase: |
Administrator
Admin Username: ‘admm ‘ Password: |
Country Code: ‘ United States v‘
Custom Install
Local Upgrade
FIGURE 29 Choose Local Image File to Upgrade
Local Upgrade
System Info
IP Address 192.168.0.1
Subnet Mask: 255.255.255.0
Gateway: 192.168.0.1
DNS servers:
AP Model R320
AP Serial Number: 481809000088
Current Software Version: 200.8.10.3.118

Select image file

Local File Name:

Choose File

o file choosen

WARNING:Upgrading the firmware could take a few minutes and your network will not be available during
this time Please do NOT remove power from your AP until the upgrade finishes

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A



Setting Up an Unleashed Wi-Fi Network
Step 2: Configure Your Unleashed Network

Step 2c: Setup Using the Command Line Interface

The CLI setup wizard allows you to quickly configure your Unleashed Master AP with basic settings using a short series of CLI commands.
To perform Unleashed setup using CLI commands, use the following procedure:
1.  When the Unleashed AP is in factory default state, associate to the "Configure.Me-xxxxxx" WLAN and connect to the Unleashed CLI using
SSH (default IP address: 10.154.231.125), and log in using the default user name and password:
o Please login: super

e  Password: sp-admin

NOTE

For information on using the Unleashed CLI, see the Unleashed Command Line Interface Reference Guide, available from
support.ruckuswireless.com.

The Unleashed CLI Wizard Configuration Tool starts automatically.

RUCKUS Unleashed 200.16 User Guide

Part Number: 800-73635-001 Rev A 53



Setting Up an Unleashed Wi-Fi Network
Step 2: Configure Your Unleashed Network

2. Follow the instructions in the setup wizard to configure your Unleashed Master AP. The following are two examples.

Configure Unleashed AP to Bridge Mode

Please login: super
Password: ***kxkx%

Welcome to Ruckus Wireless Unleashed CLI Setup Wizard

Would you like to start the Setup Wizard?

Enter the way of installation. 1.

Enter Administrative User Name
admin
Enter Administrator Password

* %k k%

Re-enter Administrator Password
dkkokk

Enter System Name
Unleashed
Enter Country Code

(or 'help'

Enable Mesh [yes/NO]? no
Enable Gateway Mode [yes/NO]? no
Enable Dedicated Master
Enter WAN IP type

1: DHCP Mode;
2: Manual Mode;

[1]:

1

Enter Access VLAN [1]: 1

Enable WLANs [YES/nol? yes
Enter Wireless LAN
Unleashed-SSID

Is it an Open WLAN [yes/NO]? no
Enter the WPA2 Passphrase

Re-enter the WPA2 Passphrase
ko ok ko ok

(ESSID,

(32 characters max)

(32 characters max)

to show the list)

1-32 characters)

(8-63 characters):
(8-63 characters):

[yes/nol: yes
easy-deployment installation 2.

[admin] :

(4-32 characters):

(4-32 characters):

[Ruckus-Unleashed]:

[US]: US

[yes/NO]? no

[Ruckus-Wireless 1]:

%k Kk kkkkk

Please review the following settings:

System Name= Unleashed
Administrator Name= admin

Country Code= us

Mesh Supported= Disable
Gateway Mode Supported= Disable
Dedicated Master Supported= Disable

IPv4 Mode= DHCP

Access VLAN= 1

WLAN ESSID= Unleashed-SSID

Wireless Authentication=

Done with the Setup Wizard

Save the configuration ...

It will take a few minutes to complete,

WPA2_ PSK

[yes/nol? yes

do not power off the AP!

Welcome to Ruckus Unleashed Network Command Line Interface

54

local wizard

[1/2] 2

This AP will reboot automatically.
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ruckus>

Configure Unleashed AP in Dedicated Mode

Please login: super
Password: ***%kx%%

Welcome to Ruckus Wireless Unleashed CLI Command Line Interface

Would you like to start the Setup Wizard? [yes/nol: yes
Enter the way of installation:

1. easy-deployment installation. (Warning: The configuration costs about 15 seconds to store in
system, and in flash empase the device may be damaged if power-off. So please avoid rebooting device
after 60 seconds if network is reachable)

2. local wizard

please enter 1 or 2:
2

Enter Administrative User Name (32 characters max) [admin]:
admin

Enter Administrator Password (4-32 characters):

Kk ok ok ok

Re-enter Administrator Password (4-32 characters):
*okkk ok

Enter System Name (32 characters max) [Ruckus-Unleashed]:
Unleashed

Enter Country Code (or 'help' to show the list) [US]: US
Enable Mesh [yes/NO]? yes

Enable Gateway Mode [yes/NO]?

Enable Dedicated Master [yes/NO]? yes

Enter WAN IP type [1]:
1: DHCP Mode;
2: Manual Mode;

1

Enter Access VLAN [1]: 1

Enable WLANs [YES/no]?

Enter Wireless LAN (ESSID, 1-32 characters) [Ruckus-Wireless 1]:
Dedicated-SSID

Is it an Open WLAN [yes/NO]?

Enter the WPA2 Passphrase (8-63 characters):

K Kk ok k ok ok

Re-enter the WPA2 Passphrase (8-63 characters):
Kk k ok ok ok

Please review the following settings:

System Name= Unleashed
Administrator Name= admin
Country Code= us
Mesh Supported= Enable
Gateway Mode Supported= Disable
Dedicated Master Supported= Enable

IPv4 Mode= DHCP

Access VLAN= 1
WLAN ESSID= Dedicated-SSID
Wireless Authentication= WPA2 PSK
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Done with the Setup Wizard [yes/no]? yes

Save the configuration

It will take a few minutes to complete,

Welcome to Ruckus Unleashed Network Command Line Interface

ruckus>

Please login: super
Password: **kkkkkk

Configure Unleashed AP to Gateway Mode

do not power off the AP!

Welcome to Ruckus Wireless Unleashed CLI Setup Wizard

Would you like to start the Setup Wizard? [yes/no]:

Enter the way of installation. 1. easy-deployment installation 2.

Enter Administrative User Name (32 characters max)

admin
Enter Administrator Password
*kkkk

Re-enter Administrator Password (4-32 characters):

* %k k%

Enter System Name (32 characters max)

Unleashed-Gateway

Enter Country Code (or 'help
Enable Mesh [yes/NO]? no
Enable Gateway Mode [yes/NO]

Enter AP R510 WAN Port:
1: portl, ethO, UP:
2: port2, ethl, DOWN:
1

Enter WAN IP type [1]:
1: DHCP Mode;
2: Manual Mode;
3: PPPOE Mode;

1

Enter LAN & WLAN IP Address
192.168.1.1

Enter LAN & WLAN IP Netmask
255.255.255.0

(4-32 characters):

yes

[admin] :

[Ruckus-Unleashed]:

' to show the 1list) [US]: US

? yes

[10.106.0.17]:

[255.255.0.0]:

Enter Client Starting IP Address [10.106.0.2]:

192.168.1.2

Enter Client Ending IP Address [10.106.7.209]:

192.168.1.200

Enter Lease Time [2]:
1: 6 hours;

12 hours;

1 day;

2 days;

1 week;

2 weeks;

This AP will reboot automatically.

local wizard

[1/2] 2
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Enable WLANs [YES/no]? yes

Enter Wireless LAN (ESSID, 1-32 characters) [Ruckus-Wireless 1]:
Unleashed-SSID

Is it an Open WLAN [yes/NO]? no

Enter the WPA2 Passphrase (8-63 characters):

* %k k kkkkk

Re-enter the WPA2 Passphrase (8-63 characters):
4 gk kK kK

Please review the following settings:

System Name= Unleashed-Gateway
Administrator Name= admin

Country Code= us

Mesh Supported= Disable

Gateway Mode Supported= Enable

WAN Port= portl ethO UP
IPv4 Mode= DHCP

LAN Port IPv4 Address Info= 192.168.1.1/255.255.255.0
Client Starting IPv4= 192.168.1.2
Client Ending IPvé4= 192.168.1.200
Lease Time= 6 hours

WLAN ESSID= Unleashed-SSID
Wireless Authentication= WPA2_ PSK

Done with the Setup Wizard [yes/no]? yes

Save the configuration

It will take a few minutes to complete, do not power off the AP! This AP will reboot automatically.

Welcome to Ruckus Unleashed Network Command Line Interface
ruckus>

Step 3: Customize Your Wireless LANs

Once the Unleashed Master AP has been initialized, you can fine-tune the settings of your first WLAN (that you created during the setup wizard),
and create any additional WLANs needed prior to attaching additional Unleashed member APs.

Then, when you deploy additional member APs in whatever order you prefer, they will automatically retrieve all WLAN configuration settings (and
any other settings you have configured) from the Unleashed Master AP.
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To customize an existing wireless LAN:

58

1.

From the Dashboard, click anywhere in the Wi-Fi Networks section to expand the display of your deployed WLANSs.

FIGURE 30 Click the Wi-Fi networks section to expand

= Wi-FiNetworks Toul a1 o w
Traffic: 0.01 MB
mm Data duration:| 1hour | DisplayMode: | Card
[ wame al
Summary
Summary - 41 Wi-Fi Networks
41 Wi-Fi Networks enabled, 0 Wi-Fi Networks disabled.
o o ‘
Cients Trafe J Clients Total 2 Show Clients Info p
il Client Status  for last 1 hour
1Dedicated
1 0o 0 l ‘ . Excellent Moderate (@l Poor
Clients Traffic
5
.
1DD-Guest-Open 3-
2 D D D : I I I I I I I I I
lients Tiafic " . l l
Select the WLAN box from the list on the left, and click the Edit button to edit the WLAN's settings.
FIGURE 31 Select WLAN and click Edit to configure the WLAN settings
2= Wi-FiNetworks ol 41 o w
Traffic: 0.01 MB
baoduraton: | Thour | Dplyhodes | Card v
[wame al
Summary
Summary - 41 Wi-Fi Networks
41 Wi-Fi Networks enabled, 0 Wi-Fi Networks disabled.
0 0 ‘
Clene Trame IL Clients Total 2 Show Clients Info p
il Client Status for last 1 hour
1Dedicated
1 0o 0 l ‘ . Excellent Moderate (@il Poor
Clients Traffic
5
.
1DD-Guest-Open 3=
2 D D I) - I I I I I I I I I
lients Tiafic " . l l
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3. Configure the following WLAN settings:

Name: Enter a recognizable name for this WLAN.

Usage Type: Select Standard for most typical wireless network usage scenarios. Select Guest Access to create a Guest WLAN, or
select Hotspot to create a Hotspot WLAN.

Authentication: Select Open, for open authentication, or authenticate users against an internal local database or an external
authentication server using 802.1X or MAC address.

Authentication Server: Select an AAA server (or Local Database) to authenticate users when 8021.X or MAC authentication method
is selected.

Encryption Method: Select WPA2 for standard wireless security. Select None for no encryption.
Password: Enter a WPA2 password for use when connecting to this WLAN if WPA2 is selected.

NOTE
For information on additional WLAN configuration options, see WLAN Configuration on page 87.

4. Click OK to save your changes.

5. Repeat for any additional WLANs you would like to create. All WLANs will be deployed to each new member AP as soon as it joins the
Unleashed network.

FIGURE 32 Editing an existing WLAN

Edit WLAN 4

Name: | IIH350
Usage Type: @ Standard Fo
Authentication Method: @ Open (O 802 1X EAP (O MAC Address
Encryption Method: ® WPA2 O WPA3 O WPA2/WPA3-Mixed O OWE O None

Password: | seeseees Show password Show QR Code

_] Allow Legacy Devices connect to this WLAN by previous password.

Accounting Server: | Disabled vi + | s

Send Interim-Update every \ 10 ‘ minutes

Show Advanced Options p “ Cancel

Congratulations! Your Unleashed network is now configured and ready for use. You may now proceed to Step 4: Deploy Additional Unleashed
Member Access Points on page 60.
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Step 4: Deploy Additional Unleashed Member Access
Points

Deploying additional Unleashed member APs is simply a matter of connecting them via Ethernet to the same Layer 2 network and providing power.
They will discover the Unleashed Master and join automatically. No additional steps are necessary.

The second and any additional APs that join an Unleashed network will automatically assume the role of Unleashed "member AP." Thereafter, if the
Master AP goes offline, one of the member APs will become the new Master and assume control of the Unleashed network.

NOTE

When a member AP joins the Master for the first time, if it is running a different firmware version than the Master, it will automatically
download and upgrade (or downgrade) itself to the correct firmware version to match that of the Master, reboot, and then rejoin the
Unleashed network once the matching firmware is running.
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Unleashed Administration Interface Overview

The Unleashed Admin Interface provides tools for use in managing all aspects of your Unleashed deployment.

It contains configuration pages for managing Internet connection status, Unleashed Access Points, ICX switches, wireless LANs, user accounts,

system settings and administrator preferences.

Navigating the Dashboard

The RUCKUS Unleashed dashboard is the primary interface used for monitoring and configuring all aspects of your network. The RUCKUS Unleashed

dashboard is divided into three main sections as described in the following table.

FIGURE 33 Unleashed Dashboard
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1 g Access Points m >
S Dedicated Master >
= BES N - o
== wilches b o
Q Admin & Services >
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TABLE 14 Dashboard Sections

1 System Name and Uptime Displays the system name that you configured and the uptime since the last reboot.

2 Admin Info Displays currently logged-in Admin name and a link to this Online Help.

3 Dashboard Components Provide general overview of each component. Click any of the components to expand for more detailed
information and configuration options. Refer to Using the Dashboard Components on page 62.

4 Signup popup Click Sign Up Now! to log in to the remote portal. Refer to Remote Portal Overview on page 429 for more
information.

Using the Dashboard Components

Each of the Dashboard components can be expanded by clicking the component name to display more detailed information and links to

configuration options for that component.

Internet

The Internet component provides details on the Master AP's upstream connection to the Internet, including IP address, DNS servers, Gateway

address, and the Ethernet port being used as the WAN port.

FIGURE 34 Internet Component

@

.,))

O

Internet
Ethernet
Port 1 +
Port2 ®
WiFi Networks . J

Traffic: 8.70 MB

Clients -

Clients

IP
192.168.0.2

Gateway «
192.168.0.1

DNS +

66.90.130.101
216.82.201.11

Total 1

Total 5

Internet 2

Connected

‘Working 1 Disabled 0

Connected 5 Disconnected 0

>

The Internet connection status indicator is not displayed if the "internet-check" feature has been disabled using a CLI command.

Dedicated Master

The Dedicated Master component displays status and information about Dedicated Master and Smart Redundancy.
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NOTE

The Enable Dedicated Master option can be enabled only when the Master AP is an R750 AP or R850 AP.
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Using the Dashboard Components
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WiFi Networks

The WiFi Networks component displays an overview of the wireless LANs that you have deployed. It displays the total number of wireless LANs, the
number that are currently in the Working state, and those that are in the Disabled state.

Each of the three categories can be selected to view a detailed list of the WLANSs in the Total, Working, or Disabled category.

FIGURE 36 WiFi Networks Component
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Clients

The Clients component provides an overview of the number of Total, Connected, and Blocked clients.

The Clients sub-component provides additional options to search for a client by MAC address, to show details on a client, to temporarily delete a

client, or to permanently block a client.

FIGURE 37 Clients Component

c8:3a6b:db1a:3e

88:71.e5:a8:7a:d3

48:a4:72:91:13:bb

0:03:8C:h:73:38

04:b1:67:47:c4:20

192.168.0.6

192.168.0.14

192.168.0.10

192.168.0.4

192.168.0.8

N/A
N/A
L]
]

N/A

[ | -

Roku

LP-JFILES

Roomba-3143C90C41834720

Xiaomi Mi A1

D Clients Total 5 Connected 5 Disconnected 0 v
Clients
5 clients connected, 0 clients disconnected
Wired Clients 0 wired clients connected >
Wireless Clients 5 wireless clienis connected v

Unleashed

Unleashed

Unleashed

RuckusAP
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Access Points

The Access Points component provides an overview of the APs in your network, and is divided into three subsections: Total, Working and

Disconnected. Click any of the three subsection buttons to expand the Access Points component and display a list of APs in that category.

The Access Points component displays a list of all of the APs being managed by your Master AP. The list includes all APs, including the Master AP

itself, currently connected member APs, as well as any APs that have previously joined but are currently disconnected.

Each AP (whether working or disconnected) is represented by one of the large boxes on the left side of the screen. Click one of the AP boxes to

display details about that specific AP.
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FIGURE 38 Access Points Component
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Switches
The Switches component provides an at-a-glance overview of the status of any RUCKUS ICX switches managed by the RUCKUS Unleashed Master
AP.

FIGURE 39 Switches Component
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Admin & Services

The Admin & Services component provides options for configuring system settings and services, such as system IP address, Dynamic PSK, Bonjour
Gateway, Application Recognition, Guest Access, Hotspot service, Radio Control settings and Wireless Intrusion Prevention Services (WIPS).

FIGURE 40 Admin & Services Component
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Dedicated Master Overview

As a replacement for the ZoneDirector 1200, Dedicated Master is introduced in Unleashed 200.13.

NOTE
Only the R750 AP and the R850 AP can be elected as a Dedicated Master.
As compared to Unleashed bridge mode, the following features are supported in Dedicated Master mode:
o  Cross-network segment networking
e  Dedicated Master VLAN and AP VLAN
e  Smart Redundancy
e  Maximum capacity limit to 4,000 clients (compared to Unleashed bridge mode)
e  Tunnel WLAN

e  ZoneDirector AP migration to Unleashed network

Converting an Unleashed Master AP to Dedicated Master

Complete the following steps to convert an Unleashed Master AP to Dedicated Master:
o  Checking Whether the Current Active Master AP is an R750 or R850

e  Converting an Active Master AP to Dedicated Master

Checking Whether the Current Active Master AP is an R750 or R850

The Enable Dedicated Master option can be enabled only when the current Master AP is an R750 AP or an R850 AP. Otherwise, the system displays
the following warning message:

Current Master AP does not support the Dedicated Master mode, please go to 'System Info -> Preferred Master' to select the specified AP model as
Preferred Master.

For more information, refer to Designating a Preferred Master AP on page 294.

If the current Master AP is not an R750 AP or an R850 AP, the Enabled Dedicated Master option appears dimmed.
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FIGURE 41 Warning Message
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Converting an Active Master AP to Dedicated Master
1. From the Unleashed dashboard, select Dedicated Master and click the Enable Dedicated Master check box.
FIGURE 42 Enabling Dedicated Master Mode
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The system displays the following warning message:

Enabling Dedicated Master will reboot the AP. Once enabled, it cannot be disabled unless restoring Unleashed to factory settings. Do you
want to continue?
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FIGURE 43 Warning Message: Enabling Dedicated Master

?

Enabling Dedicated Master will reboot the AP. Once
enabled, it cannol be disabled unbess restonng the
Unleashed to faclory settings. Do you wan! 1o continug?

- e

2. Click Yes to reboot the AP.

Joining a Member AP to the Dedicated Master Network

You can use the following ways to join a member AP to the Dedicated Master network:
e Joining a Member AP to Dedicated Master Using Option 43 (Recommended) on page 69
e  Placing a Member AP in the Same Network as Dedicated Master on page 70

e  Setting the Dedicated Master IP Address in the Member AP CLI on page 71

Joining a Member AP to Dedicated Master Using Option 43 (Recommended)

NOTE
Before you begin, ensure that Dedicated Master setup has been completed.

1. Select Admin & Services > System > System Info > Access Point Policies.

2. Select the Approval check box.
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3. For Dedicated Master Discovery Policy, select Use DHCP OPTION 43 or auto discovery on same subnet (AP settings will be ignored).

FIGURE 44 Member AP Joining Dedicated Master Using Option 43

Access Point Policies
Approval [ Automatically approve all join requests from APs. (To enhance wireless security,

deactivate this option. This means you must manually "allow” each newly discovered AP )
Dedicated Master Discovery Policy (8 Use DHCP OPTION 43 or auto discovery on same subnet (AP settings will be ignored)

O Configure Primary and Secondary Unleashed Settings to AP{IP or domain name is

acceptable)

Primary Unleashed Addr
Secondary Unieashed Addr |
O Keep AP's Primary and Secondary Unleashed Settings
Management VLAN @ Keep AP's setting (O VLAN ID |
Tunnel MTU "15DD (T limit the maximum transmission unit size between Unleashed and AP, range
850 ~ 1500)
Auto Recovery [] AP rebools if disconnected from Unleashed for more than 30 | Minutes
s ARP

4, Add the Option 43 setting under DHCP server in the Linux DHCP server.

#Ruckus Option 43 configuration as below:
option space ruckus_info;

option ruckus info.zdiplist code 3 = text;
vendor-option-space ruckus_info;

option ruckus_info.zdiplist "10.223.26.121";

5. Power on the member AP to retrieve the IP address from DHCP.

The member AP automatically joins Dedicated Master.

Placing a Member AP in the Same Network as Dedicated Master

NOTE
Before you begin, ensure that Dedicated Master setup has been completed.
1. Go to Admin & Services > System > System Info > Access Point Policies.

2. Select the Approval check box.
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3. Under Dedicated Master Discovery Policy, select Use DHCP OPTION 43 or auto discovery on same subnet (AP settings will be ignored).

FIGURE 45 Placing Member AP in Same Network as Dedicated Master

Access Point Policies
Approval [ Automatically approve all join requests from APs. (To enhance wireless security,

deactivate this option. This means you must manually "allow” each newly discovered AP )
Dedicated Master Discovery Policy (8 Use DHCP OPTION 43 or auto discovery on same subnet (AP settings will be ignored)

O Configure Primary and Secondary Unleashed Settings to AP{IP or domain name is

acceptable)
Primary Unleashed Addr
Secondary Unieashed Addr |
O Keep AP's Primary and Secondary Unleashed Settings
Management VLAN @ Keep AP's setting (O VLAN ID
Tunnel MTU "15;[)0 (T limit the maximum transmission unit size between Unleashed and AP, range
850 ~ 1500)
Auto Recovery [ AP reboots If disconnected from Unleashed for more than . 30 | Minutes
LAPRY. |

4. Place the member AP in the same network as Dedicated Master and power on the AP.

The member AP automatically joins the Dedicated Master.

Setting the Dedicated Master IP Address in the Member AP CLI

NOTE
Before you begin, ensure that Dedicated Master setup has been completed.

1. Go to Admin & Services > System > System Info > Access Point Policies.

2. Select the Approval check box.
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3. For Dedicated Master Discovery Policy, select Keep AP's Primary and Secondary Unleashed Settings.

FIGURE 46 Maintaining the Unleashed Settings of the AP

Access Point Policies
Approval [l Automatically approve all join requests from APs. (To enhance wireless security,
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(O Confhigure Primary and Secondary Unkeashed Settings to AP(IP or domain name is
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Primary Unleashed Addr | |
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* Tunnel MTU | 1500 | {To limit the maximum transmission unit size between Unieashed and AP, range

850 ~ 1500
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4. Power on the AP and set the Dedicated Master IP address in the member AP CLI.

ruckus>

ruckus> en

ruckus#

ruckus# ap-mode

You have all rights in this mode.

ruckus (ap-mode) #

ruckus (ap-mode) # set director ip 2.2.2.2

** Please reboot for this change to take effect
OK

ruckus (ap-mode) #

After reboot, the member AP automatically joins Dedicated Master.

Dedicated Master AP or Member AP Behind NAT

In the Dedicated mode, a Dedicated Master AP or member AP working behind NAT is supported.

Basic NAT Topologies

You can follow three basic NAT topologies:
e  Member AP behind NAT
e  Dedicated Master AP behind NAT
o  Both Dedicated Master AP and member AP behind NAT
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Configuration Requirements for Ports or IP Addresses for NAT Topologies

You must configure the following port mapping for the service to work properly for NAT topologies:
e  Member AP behind NAT: Port configuration is not required.
o Dedicated Master AP behind NAT:

- UDP port 12222, 12223, 60000 and TCP port 443 are configured to the private IP address of the Dedicated Master AP in the NAT
mapping table.

- The member AP must connect to the WAN IP address of NAT by Layer 3 (that is, the public IP address in the NAT mapping table of the
Dedicated network).

e  Both Dedicated Master AP and Member AP behind NAT:

- UDP port 12222, 12223, 60000 and TCP port 443 are configured to the private IP address of the Dedicated Master AP in the NAT
mapping table.

- The member AP must connect to the WAN IP address of NAT by Layer 3 (that is, the public IP address in the NAT mapping table of the
Dedicated network).

Checking Dedicated Master Status in the Unleashed Web
Interface

Complete the following steps to check the Dedicated Master status after the wizard setup or conversion of Unleashed to Dedicated Master.

1. Login to the Unleashed web interface by entering the administrator username and password. Click Unleash.

2. Under Dedicated Master, check the status and information about Dedicated Master and Smart Redundancy.

FIGURE 47 Dedicated Master and Smart Redundancy Information
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Smart Redundancy Configuration

When Unleashed is switched to Dedicated Master mode, Unleashed supports Smart Redundancy ability as ZoneDirector.

Smart Redundancy feature allows configuration of two Dedicated Masters as a redundant pair, with one unit actively managing your network while
the other serving as a backup in the standby mode and ready to take over if the first unit fails or loses power.

Each Dedicated Master will either be in an active or standby state. If the active Dedicated Master fails, the standby device becomes active. When
the original active device recovers, it automatically assumes the standby state as it discovers an already active Dedicated Master on the network.

The Dedicated Master in an active state manages all the APs and client connections. The Dedicated Master in the standby state is responsible for
monitoring the health of the active unit and periodically synchronizing its settings to match that of the active device. The Dedicated Master in the
standby state will not respond to discovery requests from the APs, and changing from an active to standby state will release all the associated APs.

When a failover occurs, all the associated APs will continue to provide wireless service to the clients during the transition, and will associate to the
newly active Dedicated master within approximately one minute.

When two Dedicated Masters are connected in a Smart Redundancy configuration, the standby Dedicated Master will send heartbeats and the
active Dedicated Master will send discovery messages at 6-second intervals. After 15 seconds, if there is no response, each controller will assume
disconnection from its peer, and the standby Dedicated Master will change to an active state. At this point, both the devices are in an active state
and will accept join requests from the APs.

When the two Dedicated Masters are communicating again, one active Dedicated Master will change to the standby state and an auto-
synchronization process will be started. A timestamp is used to determine which Dedicated Master is active and synchronizes its latest configuration
changes to its peer.

Smart Redundancy Setup Overview
Complete the following steps to set up Smart Redundancy.
1. Install the Dedicated Unleashed Master AP. Refer to Setting Up an Unleashed Wi-Fi Network on page 35.
2. Configure the Dedicated Unleashed Master AP. Refer to Configuring Dedicated Master for Smart Redundancy on page 74.

3. Set up Smart Redundancy with the following components:
e  Member R750 AP or R850 AP
e  Other Dedicated Master

4. Check Smart Redundancy status. Refer to Checking the Standby Dedicated Master on page 82.

Configuring Dedicated Master for Smart Redundancy

You can set up Smart Redundancy on Dedicated Master using the following options:
e  Smart Redundancy Setup Through Auto Mode on page 74
e  Smart Redundancy Setup Through Manual Mode on page 77

e  Smart Redundancy Setup Through the Command Line Interface on page 81

Smart Redundancy Setup Through Auto Mode
Complete the following steps to set up Smart Redundancy through auto mode.

1. Connect the member R750 AP or R850 AP to the Dedicated Master network.

2. Loginto the web interface of Dedicated Master.
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3. Onthe Dedicated Master page under Smart Redundancy, select the Enable Smart Redundancy check box.

FIGURE 48 Enabling Smart Redundancy: Auto Mode
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4.  From the Peer Device IP Address list, select the IP address of the member R750 AP or R850 AP.

NOTE
Only an online root R750 AP or R850 AP can be selected as a peer device.
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5. Click Apply. A confirmation message is displayed.

FIGURE 49 Confirmation Message for Selecting Peer Device

Y

When the member AP becomes the standby Unleashed,
it can only be changed back by restoring to factory
settings. Do you want to continue?

The selected member R750 AP or R850 AP syncs the configuration from Dedicated Master and changes to the standby Master AP after
reboot.

If Smart Redundancy is established successfully, the peer status shows SR Connected and the details of the peer device are displayed in
the Peer Device Info table.

FIGURE 50 Checking Smart Redundancy Status
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NOTE

If the active and standby Dedicated Master APs are on different IP subnets, the APs must know the IP addresses of both Master
APs to quickly find the active Master AP after a Smart Redundancy failover. You can configure the IP addresses of both devices.

Go to Admin & Services > System > System Info > Dedicated Master Discovery Policy. For Dedicated Master Discovery Policy,
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specify one Dedicated Master AP as primary and the other as secondary. Alternatively, you can also specify the IP addresses of

both Dedicated Master APs using DHCP Option 43.

NOTE

If you disable Smart Redundancy after it has been enabled, both Dedicated Master APs will revert to the active state, which
could result in unpredictable network topologies. Therefore, it is recommended to reset the standby Dedicated Master AP to

factory settings before disabling Smart Redundancy.

NOTE
Smart Redundancy supports synchronization of SSL certificate.

NOTE

If an active or standby Master with Smart Redundancy enabled is deployed on different subnets, management IP address must

be on a separate management VLAN and both the Masters must be the members of this management VLAN.

NOTE
The member R750 AP or R850 AP is removed from the AP list when it changes to standby Dedicated Master.

Smart Redundancy Setup Through Manual Mode
Complete the following steps to set up Smart Redundancy through manual mode.

1. Install two Dedicated Master networks in the same subnet or different subnets.

2. Login to the web interface of the primary Dedicated Master (preferred as the primary).

3. From the Dedicated Master page under Smart Redundancy, select the Enable Smart Redundancy check box.
4. For Peer Device IP Address, enter the IP address of the secondary Dedicated Master.
5

For Shared Secret, enter a password for two-way communication between the two Dedicated Master networks.

The password can contain up to a maximum of 15 characters and cannot include "™" (grave accent) or "$(".

NOTE
A dollar sign ($) and an opening parenthesis (() can be used separately in the password.

FIGURE 51 Enabling Smart Redundancy: Manual Mode
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78

6. Click Apply to save changes.

NOTE
The versions of local and

peer devices must match.

7. Login to the web interface of the secondary Dedicated Master (preferred as the backup).

8. On the Dedicated Master page under Smart Redundancy, select the Enable Smart Redundancy check box.

9. For Peer Device IP Address, enter the IP address of the primary Dedicated Master.

10. For Shared Secret, enter the same

11. Click Apply to save changes.

password as entered in Step 5.

If an active Dedicated Master is discovered, the secondary Dedicated Master assumes the standby state. The Sync to peer and Sync from
peer buttons are displayed on both Dedicated Masters to prompt configuration synchronization between local and peer devices.

FIGURE 52 Syncing Configuration Between Local and Peer Devices
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12. Choose one of the following options:

o  Click Sync to peer on the primary Dedicated Master.

A confirmation message is displayed.

FIGURE 53 Confirmation Message: Sync to Peer

Click Yes to proceed.

Please note peer Unleashed will reboot and all
configuration will be lost. It may take a few minutes.

Yes

The primary Dedicated Master syncs the configuration to the peer. The secondary Dedicated Master reboots and all its configuration

is lost.

o  Click Sync from peer on the primary Dedicated Master.

A confirmation message is displayed.

FIGURE 54 Confirmation Message: Sync from Peer

Click Yes to proceed.

Please note current Unleashed will reboot and all
configuration will be lost. It may take a few minutes.

The primary Dedicated Master syncs the configuration from the peer. The current Dedicated Master reboots and all its configuration
is lost. The primary Dedicated Master and secondary Dedicated Master switch roles.

NOTE
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To avoid a primary Dedicated Master reboot and the switch from the primary Dedicated Master to the secondary
Dedicated Master, it is recommended to select the Sync to peer option on the primary Dedicated Master and synchronize

the configuration from the local to the peer device.

13. Login to the standby Dedicated Master web interface after it boots up.

The secondary Dedicated Master enters the standby mode.

14. Check the Smart Redundancy status on the primary Dedicated Master.

FIGURE 55 Checking the Status of Smart Reducdancy
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NOTE
Smart Redundancy fails to establish a connection if the Unleashed versions are not the same.

NOTE
Use the Force Failover option to switch the active and standby states.

NOTE

If the active and standby Dedicated Master APs are on different IP subnets, the APs must know the IP addresses of both Master APs to
quickly find the active Master AP after a Smart Redundancy failover. You can configure the IP addresses of both devices. Go to Admin &
Services > System > System Info > Dedicated Master Discovery Policy. For Dedicated Master Discovery Policy, specify one Dedicated
Master AP as primary and the other as secondary. Alternatively, you can also specify the IP addresses of both Dedicated Master APs using

DHCP option 43.
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NOTE

If you disable Smart Redundancy after it has been enabled, both the Dedicated Master APs will revert to the active state, which could
result in unpredictable network topologies. Therefore, it is recommended to reset the standby Dedicated Master AP to factory settings
before disabling Smart Redundancy.

NOTE
Smart Redundancy supports synchronization of SSL certificate.

NOTE
If an active or standby Master that is enabled with Smart Redundancy is deployed on different subnets, the management IP address must
be on a separate management VLAN and both the Masters must be the members of this management VLAN.

NOTE
Active and standby Master APs are not displayed on the AP list; they are displayed in the AP table of the Admin & Services >
Administration > Upgrade page.

Complete the following steps to set up Smart Redundancy through CLI.

1. Use SSH to access the CLI of Dedicated Master preferred as the primary.

2. Enable Smart Redundancy, and configure the peer device IP address and the shared secret.

FIGURE 56 Enabling Smart Redundancy Through the CLI for the Primary Dedicated Master

3. Use SSH to access the CLI of the Dedicated Master preferred as the secondary.
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4. Enable Smart Redundancy, and configure the peer device IP address and the shared secret.

FIGURE 57 Enabling Smart Redundancy Through the CLI for the Backup Dedicated Master

5. Loginto the primary Dedicated Master web interface and click Sync to peer to synchronize the configuration from the local to the peer
device (as shown in the Smart Redundancy Setup Through Manual Mode).

NOTE
Command line interface does not support Smart Redundancy setup through auto mode; only Smart Redundancy setup through
manual mode is supported.

6. Check the Smart Redundancy status on the primary Dedicated Master.

Log in to the standby Dedicated Master web interface using the device IP address or open the web interface of the
standby Dedicated Master from the web interface of the primary Dedicated Master by clicking the icon next to Peer Device IP Address.

FIGURE 58 Opening the Standby Dedicated Master Web Interface
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The standby mode information is displayed.

FIGURE 59 Standby Dedicated Master Information

Dedicated Master Configuration
Smart Redundancy Configuration
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Disabling Smart Redundancy

You can disable Smart Redundancy using the following options:

e Disabling Smart Redundancy from the Primary Dedicated Master on page 83

e Disabling Smart Redundancy from the Standby Dedicated Master on page 85

Disabling Smart Redundancy from the Primary Dedicated Master

Complete the following steps to disable Smart Redundancy from the primary Dedicated Master.

1. Clear the Enable Smart Redundancy check box.

FIGURE 60 Disabling Smart Redundancy from the Primary Dedicated Master
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2. Click Apply to save the changes.

A confirmation message is displayed.

FIGURE 61 Confirmation Message: Disabling Smart Redundancy

3. Click Yes to confirm.

4. Check the Smart Redundancy status.

Disabling Smart Redundancy will make Unleashed
change to active state. Two active Unleasheds with same
configuration might cause unpredictable network
topology. Factory reset is recommended for standby
Unleashed to avoid the situation. Are you sure you want
to continue?

FIGURE 62 Checking Smart Redundancy Status After Disabling
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Disabling Smart Redundancy from the Standby Dedicated Master

Complete the following steps to disable Smart Redundancy from the standby Dedicated Master.

Dedicated Master Configuration
Smart Redundancy Configuration

1. From the standby Dedicated Master web interface on the General Info tab, click the Disconnect button in Cluster Status.

FIGURE 63 Disabling Smart Redundancy from the Standby Dedicated Master

Smart Redundancy
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System Varsion: 2001361477
Unleashed 1D wn@019020 PFIGATEI4I5046
Cluster Status: annected
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MAC Address Interface Physical Link
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2. Click Apply to save the changes.

A confirmation message is displayed.

FIGURE 64 Confirmation Message: Disabling Smart Redundancy

Disabling Smart Redundancy will make Unleashed
change to active state. Two active Unleasheds with same
configuration might cause unpredictable network
topology. Factory reset is recommended for standby
Unleashed to avoid the situation. Are you sure you want
to continue?

-

3. Click Yes to confirm.

The standby Dedicated Master web interface auto-refreshes and switches to active mode.
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WLAN Configuration Overview

The Wi-Fi Networks component of the RUCKUS Unleashed dashboard provides tools for managing all aspects of your RUCKUS Unleashed wireless
local area networks (WLANSs).

It contains options for creating new WLANs, modifying or deleting existing WLANSs, and configuring global wireless settings for deployment on all
WLANS.
The Wi-Fi Networks component offers two display modes:

e  Card display mode

e Table display mode

The Wi-Fi Networks component offers the following options:
o  Search field: Search WLANSs in card or table display mode.
e  Summary Wi-Fi Network box: Click this box to view a summary of all WLAN clients, signal quality, and traffic statistics.
e Individual Wi-Fi network boxes: Click any of these boxes to view details specific to the indicated WLAN.

e Data Duration: Select the duration of time interval (10 minute, 1 hour, and 12 hours) to view the client status and traffic information of
the indicated WLAN.

e Display Mode: Switch between card and table display modes. If there are more than 20 WLANSs, they are displayed in table mode
automatically. The display mode returns to the default (card mode) when the web interface is refreshed.

NOTE
You can configure 64 WLANSs in Dedicated mode and 16 WLANSs in local bridge mode from the web interface, CLI, and mobile
app.

o  Show Clients Info: Click this link to view a table of currently connected clients.

o Client Status bar chart: This chart displays the number of connected clients and the client signal quality across all connected WLANs at
one-minute intervals (over the last 10 minutes), 5-minute intervals (over the last one hour), and one-hour intervals (over the last 12
hours) respectively.

e  Traffic graph: This graph displays the Received (Rx), Transmitted (Tx), and Total traffic values as per the time interval selected for Data
Duration.
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WLAN Configuration Overview

FIGURE 65 Wi-Fi Networks Component: Table Display Mode
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You can sort the items in the table by clicking the Name, Type, Authentication, Encryption, Status column headings.

In the table display mode, you can click individual rows to view information about the clients and traffic associated with the selected WLAN.
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FIGURE 66 Viewing Individual WLAN Information in Table Display Mode
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WLAN Usage Types

Each WLAN must be configured as one of the following usage types:
e Standard Usage: To create a WLAN with specific options, choose "Standard Usage."

®  Guest Access: Use this WLAN type for a guest WLAN. Guest access policies and access controls will be applied. For more information, see
Guest WLANs on page 97.

NOTE

Beginning with Unleashed 200.7, Social Media WLANSs are a subset of guest WLANs, and are configured using the guest WLAN
settings. Social media WLANS require a visitor to log in using a social media account before being granted Internet access. For
more information, refer to Social Media WLANs on page 143.

e  Hotspot Service: Use this WLAN type for a Hotspot (also known as, WISPr) WLAN. If Hotspot is used, a Hotspot Service must first be
configured on the Admin & Services > Services > Hotspot Service page (or from the Wi-Fi Networks > Create WLAN> Create Service
page). For more information, see Hotspot Services on page 363.
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Authentication Methods

Each WLAN must be configured using one of the following authentication methods:

e  Open: No authentication method is used. Open authentication allows the use of WPA2, WPA3, WPA2/WPA3-Mixed, OWE, or None
encryption. Open authentication and WPA2 encryption (also known as WPA-PSK) is the most common type of WLAN encryption method
and should be the default configuration if there are no special requirements for authentication or encryption.

e  802.1X EAP: Authenticates against either the internal database or an external RADIUS server. The 802.1X EAP authentication method (also
known as WPA2-Enterprise) provides effective authentication regardless of the encryption method, and requires a back-end (RADIUS)
authentication server. WPA2-Enterprise provides secure connectivity by ensuring that every device must authenticate to an authentication
server before it is allowed access to network resources. Authentication can be based on digital certificates, and granular policies can be
designed to govern the level of access and to provide visibility and control over devices on the network. 802.1X EAP authentication allows
the use of WPA2, WPA3, or WPA2/WPA3-Mixed encryption.

e  MAC Address: Authenticates using the client MAC address against an external RADIUS server or internal database.

NOTE
Beginning with Unleased 200.7, MAC address authentication using the local database is available.
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Creating a New WLAN

In addition to the initial WLAN you created during the setup process, you can create new WLANSs using the WiFi Networks component.

1.

2.

In the WiFi Networks component, click Create.

FIGURE 67 Creating New WLAN

‘4.?' Wi-Fi Networks

Traffic: 0.01 MB

otal 41 Working 41

IDD-Guest-Open

2 0o 0 0

lients Trafic

car | woo- | s corntons|_1hour | cpiyboaes |G
[Name al
Summary
Summary - 41 Wi-Fi Networks
41 Wi-Fi Networks enabled, 0 Wi-Fi Nefworks disabled
[
Clene E— J Clients Total 2 Show Clients Info b
il ClientStatus  for last 1 hour
'Dedicated
1 o 0 I Excellent Moderate (i} Poor
Clients Traffic

5-

.
- I
-

I I I | I I | I I nl I

The Create WLAN page is displayed.

FIGURE 68 New WLAN Settings

* Name: | 120011

Usage Type: ® Standard For most regular wireless network usage

Authentication Method: @& Open () 802 1X EAP (O MAC Address
Encryption Method: ® WPA2 O WPA3 O WPAZ/WPA3-Mixed O OWE O None

* Password: | |Sh0w password Show QR Code

Accounting Server: | Disabled V| + | &

Show Advanced Options »

O Guest Access Guest access policies and access control will be applied

Q Hotspot Service Known as WIS

O Allow Legacy Devices to connect to this WLAN by previous password.

t anly works for online Legacy Devices.

Send Interim-Update every minutes
B -

Enter a Name for this wireless network.

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A

91



WLAN Configuration
Creating a New WLAN

3. Select the WLAN Usage Type from the following options:
e  Standard: Creates a WLAN for most regular wireless network usage.

o  Guest Access: Guest access policies and access controls will be applied. For more information, refer to Guest WLANs on page 97.
For information on social media WLANS, refer to Social Media WLANs on page 143.

e  Hotspot Service: Deploys a Hotspot (also known as WISPr) WLAN. To deploy a Hotspot WLAN, you must first configure a Hotspot
Service. For more information, refer to Hotspot Services on page 363.

4. For Authentication Method, select one of the following options:

NOTE
Unless using an external authentication server (RADIUS server), select Open authentication, and combine with WPA2
encryption for secure Wi-Fi access.

e  Open: No authentication method is used.
e  802.1X EAP: Authenticates against either the internal database or an external RADIUS server.

e  MAC Address: Authenticates using the client MAC address against an external RADIUS server or internal database.

NOTE
Beginning with Unleased 200.7, MAC address authentication using the local database is available.

5. Under Encryption Method, select one of the following options:

o  WPA2: Encrypts traffic using the WPA2 standard. The WPA2 encryption method complies with the 802.11i security standard.
Announced in 2004, WPA2 encryption remains mandatory for all new products that bear the Wi-Fi trademark.

e  WPAS3: You can enable 802.11r FT roaming for open authentication and WPA3 encryption. Announced in January 2018, the WPA3
standard replaces WPA2 with several security enhancements.

e  WPA2/WPA3-Mixed: Allows mixed networks of WPA2- and WPA3-compliant devices. SAE FT and AKM PSK SHA256 is supported for
Open authentication + WPA2/WPA3-Mixed encryption. Enable 802.11r FT Roaming is configurable for open authentication and
WPA2/WPA3-Mixed encryption and 802.1X EAP authentication + WPA2/WPA3-Mixed encryption under Advanced Options > Radio
Control. Refer to Radio Control Settings on page 195 for more information.

e  OWE: Opportunistic Wireless Encryption (OWE) provides encrypted communications for open networks.

e None: No encryption; communications are sent in clear text.

NOTE

Only WPA3 (with WPA3-Mixed) or OWE encryption method is supported on the 6 GHz radio and the AP must support 6 GHz
radio.
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6. For Password, enter a password (WPA2), an SAE Password (WPA3), or both for a WPA2/WPA3-Mixed WLAN. If the Encryption method is
OWE or None, no password is required.

Click Show QR Code to display the QR code page. The user can save or print the QR code.

FIGURE 69 Displaying QR Code Page

Do you want to print the QR code for this Wi-Fi? X

WiFi Name: 1s-wpa
Password: 23456789

1. How to use QR code?

You can print and share it to your users, and ask them to open the camera on the smartphone and hold it over the
Code. A notification should pop up and connect them to the wireless network automatically. If this does not work,
check the smartphone settings and make sure that the QR Code scanning feature is enabled. If it is still not
working, then you may need to manually connect to the WiFi

2. How can | regenerate the QR code later?

You can go to WiFi Networks page and select your WiFi, click the "More" button and then click "Show QR Code"
from the dropdown list, a QR code page should pop up. )
| Save Print

(Optional) Select the Allow Legacy devices to connect to this WLAN by previous password check box.

This option is available only for wireless clients that are marked as legacy devices in the Clients > Wireless Clients page. For more
information, refer to "Marking a Client as a Legacy Device". If the Allow Legacy devices to connect to this WLAN by previous password
check box is selected, under Advanced Options > Zero-IT & DPSK, Dynamic PSK is selected as Internal. You can change the password and
Unleashed generates DPSK keys for all connected legacy devices with the previous password of the WLAN. For more information about
internal DPSK, refer to Enabling DPSK for a WLAN on page 182. You can view all the generated DPSK keys in the Admin & Services >
Services > Dynamic PSK > Generated Dynamic PSKs page.

7. Choose whether a Web Authentication (Captive Portal) will be used for web-based authentication.
8. Click OK to save your changes and deploy the new WLAN.

NOTE
For advanced WLAN configuration options, refer to Advanced WLAN Configuration on page 179.

802.1X EAP WLANSs

802.1X EAP (Extensible Authentication Protocol), or "WPA-Enterprise," is an IEEE Standard that provides a flexible and extensible authentication
mechanism for devices attempting to connect to wired and wireless LANs.

802.1X provides secure connectivity by ensuring that every device must authenticate to an authentication server before it is allowed access to
network resources. Authentication can be based on digital certificates, and granular policies can be designed to govern the level of access, and

provide visibility and control over devices on the network.
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The RUCKUS 802.1X implementation provides a means for the controller to connect to the RADIUS server after entering the server's IP address and
shared secret. Specific instructions for RADIUS server configuration vary depending on the RADIUS server software used, and are therefore beyond

the scope of this document.

802.1X WLAN Survivability

The WLAN Survivability feature allows 8021X end users to continue to authenticate successfully and access the internet even when the external
RADIUS server is unreachable for a configurable period of time.

With this feature enabled, the RUCKUS device caches the user's credentials for reuse in the event of disconnection from the AAA server.

NOTE

Enabling this feature on the Unleashed web interface will not work unless the relevant configuration is also performed on the RADIUS
server. This procedure assumes the reader has a high level of competence in RADIUS customization. Specifically, the user will need the
ability to write scripts or code to recognize our RUCKUS RADIUS attributes and respond with the correct values by properly calculating the

password and challenge strings.

To configure WLAN Survivability for 802.1X WLAN clients:

Go to WiFi Networks > Create/Edit WLAN.
In Usage Type, select Standard.
In Authentication Method, select 802.1X EAP.

In WLAN Survivability, select Enabled.

N o v b

Click OK to save your changes.

FIGURE 70 Enable 802.1X WLAN survivability

In Cache Time, enter a value in hours (1-128) to cache the user credentials.

In Authentication Server, select or create a new RADIUS server to authenticate with.

Authentication Server:
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8.  The RUCKUS controller will send the RADIUS request with the attribute: RADIUS RUCKUS_ AUTH SURVIVABILITY = 15 after
enabling the survivability feature.

9. The RADIUS server must have the capability of recognizing the request and answering with the following attributes in the access-accept
message: RADIUS RUCKUS USER NAME = 16 , /*Survivability-Usr-Name*/
RADIUS RUCKUS PASSWORD NT HASH = 17 /*Survivability-MD5-NT-Passwd*/ .
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10. How the RADIUS server calculates the two new attributes:

RADIUS RUCKUS_ USER NAME: This is the user name created in the RADIUS server.

RADIUS RUCKUS_ PASSWORD NT_ HASH: This is a 32 byte binary data value. RADIUS uses the following steps to create this

attribute:

a. The server generates a Windows NT hash of the user’s password using the MS_CHAPv2 algorithm.

b. It uses the first random 16 bytes as an authenticator and the shared secret to encrypt the data generated by the previous step

via MD5 as a user password does (refer to RFC 2865, Chapter 5.2). The following is a code snippet of the user password

encryption algorithm:

struct radius_attr hdr *

radius msg_add attr user password(struct radius_msg *msg,
TAC U8 *data, size t data len,
TAC U8 *secret, size t secret len)

TAC U8 buf[128];
int padlen, i, pos;
MD5 CTX context;
size t buf len;

TAC U8 hash[16];

if (data len > 128)
return NULL;

memcpy (buf, data, data len);

buf len = data len;

padlen = data len % 16;

if (padlen) {
padlen = 16 - padlen;
memset (buf + data len, 0, padlen);
buf len += padlen;

}

MD5Init (&context) ;

MD5Update (&context, secret, secret len);
MD5Update (&context, msg->hdr->authenticator, 16);
MD5Final (hash, &context);

(1 =0; 1 < 16; i++)
buf[i] ~= hash[i];
pos = 16;

while (pos < buf len) {
MD5Init (&context) ;
MD5Update (&context, secret, secret len);
MD5Update (&context, &buf[pos - 16], 16);
MD5Final (hash, &context);

for (1 = 0; i < 16; i++)
buf[pos + i] 7*= hash[il];

pos += 16;
}

return radius msg add attr (msg, RADIUS ATTR USER PASSWORD,
buf, buf len);

c. Replace msg->hdr->authenticator with that first 16 bytes of random data.

d. Place the results into the second 16 bytes.

NOTE
This feature is unavailable when a Backup RADIUS server is configured.
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Guest WLANS

By creating a guest WLAN, visitors to your organization can be allowed limited (or unlimited) access to your wireless network, with configurable
guest access policies.

Visitors can be given the option to self-activate their devices using social media login, a self-service Guest Pass, or to self-authenticate to any of your
internal WLANS using Zero-IT activation by way of the BYOD Onboarding Portal.

The following options are available for different types of guest WLANSs:
e No authentication (open WLAN): Any client can connect, and no password is required.
e  Social media login: Visitors log in using an existing social media account to access the wireless network.
o Authentication with shared key: Any client can connect using the same shared password.

e  Authentication with unique key (Guest Pass): Guest Pass keys must be generated for each guest, either by an adminstrator (each Guest
Pass must be generated by a Guest Pass operator), or using the self-service Guest Pass.

Self-service Guest Pass users can self-authenticate their clients to the guest WLAN in one of two ways:

- No sponsor approval: No restrictions. Any client can request a Guest Pass, and it will be provided immediately.
- Sponsor approval: Guests are required to request a Guest Pass, which must be approved by a sponsor before being delivered to the
user by way of email or SMS.

Deploying a Guest WLAN

You can customize the guest wireless networks in terms of how users connect and what access privileges are given once connected.
Complete the following steps to deploy a guest WLAN.

1. Go to Wi-Fi Networks > Create.
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Enter a name for the guest WLAN.

FIGURE 71 Creating a New Guest WLAN

O Standard

O Hotspot Service

Usage Type:

Onboarding Portal: [] Enable Zero-IT device registration from the Guest Portal
Guest Authentication: ® Guest Pass and Social Login O Social Login enly () None

Guest Password: @ Unique password for each guest

(C Single shared password among all guest

I

Guest Friendly Key: [ Enable
Grace Period: & Allow users to reconnect without re-authentication for minutes
Authentication Method: @ Open 802.1X EAP MAC Address
Encryption Method: O WPA2Z O WPA3 O WPAZ/WPA3-Mixed O OWE @ None

Send Interim-Update every minutes

For Usage Type, select Guest Access.

In Onboarding Portal, select whether to allow guests the option to register their devices on your internal (non-guest) WLANSs using the

Onboarding Portal. For more information, refer to Using the BYOD Onboarding Portal on page 113.

For Guest Authentication, select Guest Pass and Social Login (allows social media login and Guest Pass), Social Login only (social media

login only), or None (no password required).
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6. For Guest Password, if you selected Guest Pass and Social Login for Guest Authentication, select one of the following options:

e Unique password for each guest: Guest Passes must first be generated, in batch or individually, for each visitor before they will be
able to log in using a Guest Pass. For more information, refer to Working with Guest Passes on page 117.

o Single shared password among all guests: This option allows you to skip the Guest Pass requirement, and simply provide a single
password for all visitors.

FIGURE 72 Selecting a Single Shared Password or Unique Password for Each Guest

Usage Type: (U Standard
@ Guest Access

O Hotspot Service
Onboarding Portal: [ Enable Zero-IT device registration from the Guest Portal

Guest Authentication: ® Guest Pass and Social Login O social Login only O None

Guest Password: | ® Unique password for each guest

(O single shared password among all guest

[

Guest Friendly Key: Enable

Grace Period: Allow users to reconnect without re-authentication for minutes
Authentication Method: @ Open 802 1X EAP MAC Address

Encryption Method: O WPAZ O WPA3 O WPA2/WPA3-Mixed O OWE @ None

Send Interim-Updatie every minutes

7. For Guest Friendly Key, select Enable to include only numbers in the guest-friendly key.

NOTE
By default, the guest-friendly key is enabled when a user creates a new WLAN with guest access (Guest Authentication is set to
Guest pass and Social login).

NOTE
The guest-friendly key is disabled in the guest access WLAN during migration.

8. For Grace Period, enter a value in minutes to allow users to reconnect without re-authentication. Clear the check box to disable the grace
period.

9. For Authentication Method, Open is the only option available for Guest WLAN and is selected by Default.
e  Open: No authentication method is used. Open authentication allows the use of WPA2, WPA3, WPA2/WPA3-Mixed, OWE, or no

encryption. Open authentication + WPA2 encryption (also known as WPA-PSK) is the most common type of WLAN encryption
method and should be the default configuration if there are no special requirements for authentication or encryption.
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10. For Encryption Method, select one of the following options:

e  WPA2: Encrypts wireless traffic with WPA2 encryption. If this option is selected, users will still be required to enter the WPA2
passphrase to access the open guest WLAN, even with None selected as the guest authentication type.

e  WPA3: Announced in January 2018, the WPAS3 standard replaces WPA2 with several security enhancements.
o  WPA2/WPA3-Mixed: Allows mixed networks of WPA2- and WPA3-compliant devices.
e  OWE: Opportunistic Wireless Encryption (OWE) provides encrypted communications for open networks.

e None: Without encryption, anyone can access this WLAN with no passphrase or Guest Pass login required. (Guests may still be
required to visit a captive portal landing page, if configured.)

11. For Accounting Server, select an accounting server from the list or click the + icon to create a new RADIUS accounting server entry.

12. (Optional) Click Show Advanced Options, and configure any advanced options, such as restricted subnet access, WLAN priority, access
controls, application visibility, and so on. Refer to Advanced WLAN Configuration on page 179 for more information.

13. Click Next.
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14. Customize the guest WLAN by configuring the following options:

FIGURE 73 Configuring the Guest WLAN

WLAN Configuration
Guest WLANs
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Terms and Conditions: [ | Show terms and conditions Edit

Guest Portal Language: | French (Francais) v |

Language Switch: Allow to switch to English
Insert WIFI4EU Snippet: O Insert WIFI4EU snippet in head tag of Portal page

Customize Captive Portal: Click on edit area to change each part of captive porial & preview to check the result

—_—
—_—
el

ﬁ' fro
nue sur le réseau Wi-Fi invité |

Connexion au Wi-Fi par accés invité

Preview

e Social Media Logins: Allow users to log in using their social media accounts. Refer to Social Media WLANs on page 143.

o  Guest Pass Self-Service: Allow users to self-authenticate their clients to your guest WLAN using a Guest Pass generated automatically
for each guest user. For more information, refer to Guest Pass Self-Service on page 119.
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Validity Period: Click Effective from first use to make the Guest Pass valid on first use or click Effective from the creation time to
make the Guest Passes valid from the time they are created. If you select Effective from first time, enter a value for the number of
days after which the Guest Passes will expire if not used.

User Redirection URL: Click Redirect to website user intends to visit to redirect to the website the user intended to visit after
successful login or click Redirect user to this website to redirect the user to a specified URL. If you select Redirect user to this
website, enter the URL of the website in the field.

Terms and Conditions: Choose whether to display the terms and conditions before guests can access your network. You can also edit
the default terms and conditions by clicking Edit, and replacing the default text with any text you choose.

Guest Portal Language: Select your preferred guest portal language for guest WLAN configuration.

NOTE
The default language is the same as the system language. The guest portal preview page and the guest portal page will
follow the guest portal language in the WLAN. The guest portal language will not work on customized text.

NOTE
The portal language is not applicable for the following two types of guest WLANSs:

- AFacebook login for the guest WLAN only.

NOTE
The portal language is supported if the Facebook login method is combined with other login options.

- A no-authentication guest WLAN without Terms and Conditions and Customize Captive Portal.

Language Switch: This option is available only when the selected guest portal language is not English and this option is selected by
default. Only when the Language Switch option is selected, the English (EN) toggle switch will be displayed in the guest portal page.
You can change the portal language between the default language and English.

Insert WiFi4EU Snippet: Select the check box to insert a WiFi4EU snippet in the head tag of the web authentication portal page. This
allows the WLAN to be used by members of the WiFi4EU "digital single market" for EU member states.

FIGURE 74 Inserting a WiFi4EU Snippet

Insert WiFi4EU Snippet: ¥ Insert WiFi4EU snippet in head tag of Portal page

Network Identifier test123
Portal Language

Enable self-test modus

Customize Captive Portal: Click on edit area to change each part of captive portal & preview to check the result

WIFi4EU -

bt

Customize Captive Portal: Click the edit icons to customize the banner, background image, background color, logo, welcome
message, and opacity level. Click Preview to choose the preview device and dimensions of the preview screen and click OK to save
your changes.
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15. Click OK to save your changes on the Create WLAN screen.

The Share Wi-Fi QR Code pop-up appears. You can save or print the QR code to share it with your users. Close the pop-up if you prefer to
view the QR code later (Wi-Fi Networks > More > Show QR Code). Refer to Using a QR Code to Join a Wi-Fi Network on page 176 for more
information.
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16. The next screen prompts you to begin the configuration for email and SMS delivery of Guest Passes. Click Yes to configure email and SMS
settings, or click No to skip this step.

You can configure these settings later from the Admin & Services page, if you prefer. Refer to Configuring Email Server Settings on page
105 for more information.

FIGURE 75 Configuring Email and SMS Delivery Settings

?

SMS or SMTP is not configured yet. Do you want to
configure it now?

After completing the email and SMS server settings, the Guest Pass Management page is displayed as shown.
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FIGURE 76 Creating a Guest Pass Now

How do you want to manage Guest Pass?

@® Create Guest Pass now

(O Create a Guest Pass Operator to manage

To create it later:
Go to "Admin & Services -> Services -> Guest Access Service -> Guest Pass Generation -> Admin Generated Guest Passes -> Create

Guest Pass' to manage guest passes

B -

17. If you select Create Guest Pass now and click OK, you are redirected to the Guest Pass Generation page. You can create Guest Passes by
clicking Create in the Admin Generated Guest Passes section. Refer to Generating a Guest Pass on page 117 for more information.

FIGURE 77 Admin-Generated Guest Passes

L1 System ’ ‘ Guest Pass Generation ‘ Guest Pass Printout Customization | Email | SMS
8 Services Guest Pass Generation
e v Authenticated users can generate guest passes at the URL shown below.
AAA Servers Guest Pass Generation URL https://10.223.54.228/guestpass Show QR Code
e T Authentication Server | Local Database v
Application Recognition & Control Apply
Bonjour Gateway Admin Generated Guest Passes
These tables list the generated guest passes. You can review the guest passes generated for your users. You may also remove them if necessary.
Dynamic PSK
@ [e]e

Guest Access Service

Guest Name Role Key Email Phone Number Remarks Create Time Expires Re-a1
Hatspot Services

No data available
Radio Control
WIPS 0-0 of 0 shown -
URL Filtering

18. If you select Create a Guest Pass Operator to manage and click OK, you must configure the Guest Pass operator role settings. Refer to
Creating a Guest Pass Operator on page 108 for more information.

Configuring Email Server Settings
In order for Unleashed to send guest pass codes to guest users via email, it needs to have an email server configured.
To configure email server SMTP settings:

1. Go to Admin & Services > System > System Info.
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2. Inthe Email Server section, enable the Enable Email Server check box, and then enter the following:

From email address: Type the email address from which Unleashed will send email messages.

SMTP Server name: Type the full name of the server provided by your ISP or mail administrator. Often, the SMTP server name is in
the format smtp.company.com.

SMTP Server port: Type the SMTP port number provided by your ISP or mail administrator. Often, the SMTP port number is 465 or
587. The default SMTP port value is 587.

SMTP Authentication username: Type the user name provided by your ISP or mail administrator. This might be just the part of your
email address before the @ symbol, or it might be your complete email address. If you are using a free email service (such as Hotmail
or Gmail), you typically have to type your complete email address.

SMTP Authentication password: Type the password that is associated with the user name above.

Confirm SMTP Authentication password: Retype the password you typed above to confirm.

SMTP Encryption Options: If your mail server uses TLS encryption, click the SMTP Encryption Options link, and then select the TLS

check box. Additionally, select the STARTTLS check box that appears after you select the TLS check box. Check with your ISP or mail
administrator for the correct encryption settings that you need to set.

3. To verify that Unleashed can send email messages using the SMTP settings you configured, click the Test button.

If Unleashed is able to send the test message, the message Success! appears at the bottom of the Email Notification page.

If Unleashed is unable to send the test message, the message Failed! appears at the bottom of the Email Notification page. Go
back to the previous step, and then verify that the SMTP settings are correct.

4. Click Apply. The email server settings you configured become active immediately.

FIGURE 78 Email Server settings

T B SEIVItES 1.3 ARy £
Switch Approval
roval |« Automatically approve all join requests from switches
L2 Administration > T e Te T T e e T
Apply
Email Server
« Enable Email Server
From Email Address | test@example com |
SMTP Server Name | smip.example.com |
SMTP Server Port | 57 |
SMTP Authentication Usemame | username |
SMTP Authentication Password | ------- |
Gonfirm SMTP Authentication Password |-« |
SMTP Encryption Options
Test Apply

SMS Settings
Enable SMS Server
Country Code No default and ask user to input
Use default and allow user to change
Use default and disallow user to change

Twilio account information
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Configuring SMS Server Settings

In order for Unleashed to send guest pass codes to guest users via SMS, it needs to have an SMS server configured.

To configure SMS server settings:

1. Go to Admin & Services > System > System Info.

2. Inthe SMS Settings section, enable the Enable SMS Server check box.

3. InCountry Code, select one of the following options:

WLAN Configuration
Guest WLANs

e  CountryCode: This option is only available with "Customized Server" SMS server type (for Twilio and Clickatell, the country code is
mandatory and cannot be unchecked). When unchecked, the guest registration page does not support country code input.

o No default and ask user to input: The guest registration page does not provide a default country code and the guest user is asked to

input one.

o  Use default and allow user to change: The guest registration page provides a default country code and allows the guest user to

change it.

o  Use default and disallow user to change: The guest registration page provides a default country code and the guest user is not

allowed to change it.

4. Select Twilio, Clickatell, or Customized Server, depending on your SMS service provider.

5. Enter your Account SID, Auth Token and From Phone Number (Twilio) or your User Name, Password and API ID (Clickatell), or Method
(Get or Post) and the URL for a custom SMS service provider.

6. Click the Test button to test your settings.

7. Once confirmed, click Apply to save your changes.

FIGURE 79 Configuring SMS settings

SMTP Encryption Options

SMS Settings

« Enable SMS Server
Country Code ® No default and ask user to input
Use uefaung and allow user to change

Use defaultg and disallow user to change
® Twilio account information
Account SID

| [register a new Twilio account]

Auth Token

From PhoneNumber

User Name [register a new Clickatell account]

Password

APl Id

\

\

\
Clickatell account information

\

\

\
From PhoneNumber ‘

Customized Server
Method ‘ GET v |

URL
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Creating a Guest Pass Operator

Guest Pass operators are individuals within an organization who have the authority to generate Guest Passes for visitors.
This task describes how to create a user role for a category of user that is allowed to generate and manage Guest Passes.

1.  After configuring Email and SMS settings, you will be prompted to configure a Guest Pass operator.

FIGURE 80 Configuring a Guest Pass Operator

How do you want to manage Guest Pass?

Create Guest Pass now

@ Create a Guest Pass Operator to manage

To create it later:

1. Go to 'Admin & Services -> System -> Roles -> Create New' , select the WLAN(s) and check ‘Allow Guest Pass Generation' for seleced
WLAN(s).

2. Go to 'Admin & Services -> System -> Users -> Create New', create a new user (for operator) and attach the above role 1o the user.

3. Guest pass operator can login to https://unieashed ruckuswireless. com/guestpass or https//10.223.46.125/guestpass

using above user credentials.

2. Click OK to configure the Guest Pass operator role or click Cancel to configure these settings later. Refer to Configuring User Roles on page
318 for more information.

NOTE
To configure additional operator roles, select Settings > System > Roles > Create New. Select the guest WLANSs to allow and
check Allow Guest Pass Generation for the selected WLANSs.
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3. Configure the following settings to create a role for the Guest Pass operator:

Name: Enter a unique name for the operator role.

(Optional) Description: Enter a brief description for the role.

(Optional) Group Attributes: Used by AAA servers to authenticate the user.

Available WLANSs: The list of available WLANSs that the operator is allowed to choose from.
Selected WLANS: The list of WLANS for which the operator can issue guest passes.

FIGURE 81 Create Guest Pass Operator - Step 1

WLAN Configuration
Guest WLANs

Step 1 - Create Role

create a role for guest pass operator,essentially assign any other
guest WLAN this user can guest pass for.

Guest Pass Operator

“ Name: ‘ Guest Pass Operator| ‘ unique name for this role

Description:

description of the role

‘ ‘ this is used by other AAA servers to

Group Attri
authenticate the user

Available WLAN's : “Selected WLAN's :(0)

= Guest WLAN1

=

4. Use the arrows to move WLANs to/from the list of Available WLANs to Selected WLANs for which the Guest Pass Operator will be allowed
to issue guest passes. (The list of available WLANs only includes unique password type guest WLANSs.)
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5.  Click Next to continue.

FIGURE 82 Moving WLANSs from Available to Selected

* Name: ‘ Guest Pass Operator

Description:

Group

Available WLAN's :

=
<=

unique name for this role

description of the role

this is used by other AAA servers to
authenticate the user

“Selected WLAN's :(1)

= GuesiWLAN 1

CAPS LOCK: ON
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6. On the next screen that appears, Guest Pass Operator - Step 2: Create User, enter a user name and password to create a user with this
role.

FIGURE 83 Create Guest Pass Operator - Step 2

Step2-Create User
G UeSt PaSS OperatOI” create a role for guest pass operator,essentially assign any other guest wlan this

user can guest pass for.

“User Name: | | ‘ unique name for the user

Full Name: | ‘ full name for the user

“Password | ‘

“Confirm Password | ‘

The confirmation screen displays the URL where this user can create guest passes.

NOTE
Users with the Guest Pass operator role can login to https://[host_ip_address]/guestpass using the above user credentials.

FIGURE 84 Guest Pass Link

To create guest pass go to https://192.168.40.20/guestpass

7. Select Admin & Services > System > Users > Create New to create additional users for the operator role.
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Configuring Guest Subnet Restrictions

By default, Guest Pass users are automatically blocked from the network subnet (format: A.B.C.D/M) and the subnet of the AP to which the guest

user is connected.

If you want to create additional rules that allow or restrict guest users from specific subnets, use the Restricted Subnet Access tab.

You can create up to 21 subnet access rules, which will be enforced on both the Master AP and all connected member APs.

Complete the following steps to create a guest access rule for a subnet:

1
2
3.
4
5

10.

11.
12.

112

Go to Wi-Fi Networks and click Create to create a new guest WLAN or Edit to modify an existing guest WLAN.
For Usage Type, ensure that Guest Access is selected.

Click the arrow next to Show Advanced Options to expand the advanced options section.

Click the Restricted Subnet Access tab.

Click Create New to create a new subnet restriction. Text boxes are displayed under the table columns in which you can enter parameters
that define the access rule.

Under Description, enter a name or description for the access rule that you are creating.

Under Type, select Deny if this rule will prevent guest users from accessing certain subnets, or select Allow if this rule will allow them

access.
Under Source Address, enter the IP address and subnet mask (format: A.B.C.D/M) from which you want to allow or deny users access.
Under Destination Address, enter the IP address and subnet mask (format: A.B.C.D/M) to which you want to allow or deny users access.

If you want to allow or restrict subnet access based on the application, protocol, or source or destination port used, click the Advanced
Options link, and then configure the settings.

Click Save to save the subnet access rule.

Repeat Steps 5 through 11 to create up to 21 subnet access rules.

FIGURE 85 Configuring Guest Restricted Subnet Access

Hide advanced options W

Restricted Subnet Access | WLAN Priority | Access Control | Radio Control | Others

Guest users are automatically blocked from the subnets to which Unleashed and its managed APs are
connected. If there are other subnets on which you want to block or allow guest users, you can create and
configure up to 21 guest access rules below. Note that guest access rules are prioritized in the order that they are
listed (1 has highest priority).

Order Description Type Source Address Destination Address Application Protocol Sc

1 Deny Any location.host Any Any An

2 Deny = Any 10.0.0.0/8 Any Any An

3 Deny Any 172.16.0.0M12 Ay Any An

4 Deny  Any 192.168.0.0/16 Any Any An
Create New | Delete B Advanced Options
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Using the BYOD Onboarding Portal

The Onboarding Portal feature provides a series of intuitive option screens allowing mobile users to choose whether to connect devices to a Guest
WLAN or to self-configure their mobile devices to authenticate to an internal WLAN using Zero-IT activation.

To enable the Onboarding Portal for mobile devices:
Expand the Wi-Fi Networks section of the Dashboard.

Select an existing guest WLAN and click Edit or click Create to configure a new guest WLAN.

Enable the check box next to Onboarding Portal to enable Zero-IT device registration from the Guest Portal.

A

Select one of the following options to display when connecting to the Onboarding Portal:

o  Guest Pass + Device Registration: Show both buttons.

e Device Registration: Show Zero-IT Device Registration button only.

5. If Guest Pass is enabled, configure Guest Pass options as described in Working with Guest Passes on page 117.
6. Click Next to continue to the next guest WLAN configuration page.

7. Optionally, configure additional guest WLAN settings, and click OK to apply.

NOTE
For information on these settings, see Deploying a Guest WLAN on page 97.

FIGURE 86 Enabling Onboarding Portal

Create WLAN x

Name: | Gues! WLAN

Usage Type:  Standard
® Guest Access
Hotspot Service

Onboarding Portai ¥] Enable Zero-IT device registration from the Guest Portal |
g

Device Registration

Guest Authentication: (@ Guest Pass and Social Login () Social Login only () None

Guest Password: @ Unique password for each guest

Single shared password ameng all guest

Validity Period (@ Effective from first use
Expire new guest passes if not used within days

Effective from the creation time

Grace Period (4 Aliow users o reconnect without re-authentication for minutes

Authentication Method- s (Onen S02 1X EAD MAC Addre: hd

When a client connects to the open Guest WLAN for the first time, the RUCKUS Onboarding Portal page is displayed. The screen displays one or
both of the following options, depending on your choice in Step 4 above:

®  Guest Access: Connect this device to a guest WLAN.

e Register Device: Download a Zero-IT activation file to register this device for access to one or more internal WLANSs.
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FIGURE 87 The Onboarding Portal for Mobile Devices

11:22 © €H 4 558%

Sign in to Guest WLAN 1
192.168.0.3

Onboarding Portal

Guest Access

Register Device

If the user clicks the Guest Access button, the process is the same as when connecting to a Guest WLAN and all settings on the Guest Access
configuration page will be put into effect.

FIGURE 88 Guest Access Welcome Page

11:25 & & © ®iH* 4 856%

Sign in to Guest WLAN 1
192.168.0.3

Welcome to Guest WiFi!

Connect to WiFi by Guest Pass

guest pass here

Accept & Connect

| agree to these terms & conditions

If the user clicks the Register Device button, the web page will be redirected to the WLAN Connection Activation page, from which the user can
enter user name and password to activate this device. A Zero-IT activation file is generated for download once the client device is registered with
Unleashed.
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FIGURE 89 Activating the Device Using the WLAN Connection Activation Screen, and Downloading Activation File
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@ hitps://192.168.03 C

WLAN Connection Activation

‘ Username

Password

© v H 4 =44%

[3] 19216803

o rwaas

Secure WLAN Configuration

To set up your wireless network connection, follow these
steps:

+ If the WLAN Connector download does not start

in five seconds, please . o
« Save prov.apk to your download path. Once
completed, go to your download path, click the
prov.apk icon. prov.apk

« Your device i configured to access secured
wireless network.Please connect to<Zero-IT
WLAN> for secured wireless network access.

« The Zero-IT file may fail to download or install correctly via the
built-in pop-up browsers on some devices. If this happens, please
launch one of the more common browsers (Safari, Chrome, IE or
Firefox) to manually download and install the Zero-IT file.

« If you encounter any problem or would like to manually set up
your wireless access,
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© 9 iWHr

prov.apk

Do you want to download this
file? (Unknown size)

CANCEL  DOWNLOAD

= 43%

After running the downloaded Zero-IT file, the device will be configured with the settings to automatically connect to the secure internal/corporate

WLAN.

116

NOTE

You may need to manually switch from the guest WLAN to the secure WLAN after activation (on some mobile devices).

NOTE

You may need to manually delete any previously installed Zero-IT activation files before a new one can be run. On some devices (including
some Android versions), the activation file will not run if an older existing package of the same name with a conflicting signature is

already installed.
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FIGURE 90 If Zero-IT activation file cannot be run, manually copy/paste the Network Key

12:08 @& O v EH 4 2a41%

@ https://192.168.0.3 C

Corporate WLAN Configuration
To set up your wireless network connection, follow
these steps:

« Use this following configuration generated for you to set up
your wireless access:
« Disconnect from the Guest WLAN 4 WLAN and reconnect to
the WLAN you created
Network Name
SsiD
Network Authentication
Data Encryption

Network key Password1234

To download the auto activation script,

Working with Guest Passes

Guest passes are temporary privileges granted to guests to allow access your wireless LANs.

Unleashed provides many options for customizing guest passes, controlling who is allowed to issue guest passes, and controlling the scope of access
to be granted.

With Guest Pass authentication enabled, guests are required to enter a guest pass code when connecting to a guest WLAN. Temporary guest passes
can be issued for single users, multiple users, one-time login, time-limited multiple logins for a single guest user, or can be configured so that a
single guest pass can be shared by multiple users. Additionally, they can be batch generated if many short-term guest passes need to be created at

once.

Guest passes can be delivered in any of the following ways:
e  Printout
e Send SMS with guest credentials

o  Send email with guest credentials

NOTE
To enable guest pass delivery via email or SMS, you must first configure an email server or an SMS delivery account (Twilio or Clickatell)
from the Email tab or the SMS tab.

Generating a Guest Pass
Using the Guest Access Service > Admin Generated Guest Passes page, Unleashed administrators can create guest passes from within the Ul.
Complete the following steps to generate a guest pass.

1.  From the dashboard, select Admin & Services > Services > Guest Access Service.
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2. Under Admin Generated Guest Passes, click Create to create a guest pass.

FIGURE 91 Creating a Guest Pass

Number of Guest Passes: @ Single ‘ ‘

O By Profile  To download sample profile click here

Guest Name

Guest WLAN: No guest wlan

Valid for:

1 H Days

Guest Email:

Guest Phone:

Advanced +

Enable Session Timeout: (] \:I Mins  w

Enable Shared Pass: ‘ 2 guests ~ ‘

3. For Number of Guest Passes, select one of the following options:
o  Single: Generate a single guest pass. Refer to Generating and Delivering a Single Guest Pass on page 128.
e  Multiple: Generate multiple guest passes. Refer to Generating and Printing Multiple Guest Passes at Once on page 133.
e By Profile: Import a guest pass profile. Refer to Creating a Guest Pass Profile on page 135.

4. Enter the guest name.

5. For Guest WLAN, select the WLAN for which the guest pass will be issued. To create a guest WLAN, refer to Deploying a Guest WLAN on
page 97.

6. InValid For, enter a number and select a time interval (Hours, Days, or Weeks) for which the guest pass will remain valid.

7. (Optional) Enter a guest email address and guest phone number. If these options are entered, and the email server and SMS delivery
method have been configured (from Admin & Services > System > System Info), you can deliver the guest pass to the guest using email or
SMS.

8. (Optional) Under Advanced Options, configure the following options:

e Enable Session Timeout: Select the check box and select a time interval (Minutes, Hours, Days, or Weeks) after which guests are
required to log in again. If Session Timeout is disabled, the connected users are not required to log in again until the guest pass
expires.

e  Enable Shared Pass: Allow multiple users to share a single guest pass.

9. Click Generate to create the guest pass.
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10. On the Create Guest Pass page, select a delivery method:
e Single

- Print passes now using Default template: Print the guest pass to a printer.
- Text the pass to [phone]: Deliver the guest pass code by way of an SMS text message to the phone number entered.
- Email the pass to [email]: Deliver the guest pass code by way of an email message to the email address entered.

e  Multiple

- Print the passes now
- Download all passes now
- Show me all passes and let me decide to print/SMS/email passes

Guest Pass Self-Service
The Guest Pass Self-Service feature allows guests to your organization to self-activate their devices to access your guest WLANS.

The Guest Pass Self-Service feature allows guests to connect to a guest SSID and submit basic information (name, email address and mobile phone
number) to receive a guest pass code. The guest then enters this code to gain access to the internet, with no IT involvement required.

Using the default settings, a guest user connects to a self-service guest WLAN and enters his contact information to receive a guest pass code. The
user then activates the guest pass, and can now freely use the internet.

Additional configuration options allow the administrator to set the guest pass delivery method (either displayed directly on the device screen, or
sent to the user via email, SMS, or both) to set session length and access duration, and to require "sponsor approval" prior to providing a guest pass
to the new guest user.

Enabling Guest Pass Self-Service
Use the following procedure to allow visitors to self-activate their devices to your Guest WLAN(s).
To enable Guest Pass Self-Service for a Guest WLAN:

1. Go to Wi-Fi Networks, and click Create to create a new guest WLAN, or Edit to edit an existing WLAN.
2. Enter a Name for the WLAN, and in Usage Type, select Guest Access.

3. Click Next. The second WLAN creation screen appears.
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4. Locate the Guest Pass Self-Service option and select the Enable guest pass self service button. Additional options appear.

FIGURE 92 Select Enable Guest Pass Self Service

Social Media Logins: [ FacebookWiFi
Google/Google+
Linkedin
Microsoft

‘WeChat

I GuestPass Self-Service: [¢| Enable guestpass self service I
Access Duration:| Default guestpass lifetime . Days v

Terminate user session after I:I Mins v

Sponser Approval:| (| Enable guestpass registration approval

Sponsor Authentication Server | Local Database v | + &
Max Device:, devices share one single guestpass
Notification Method: To notfy via Mobile or Email, please go 1o "Admin & Services”

-> "System Info" page and configure the system SMS/SMTP services

Validity Period: (® Effective from first use

Expire new guest passes if not used within days

Effective from the creation time

User Redirection URL: (® Redirect to website user intends to visit

Redirect user to this website

5. Configure the following options as required:
o  Access Duration: Select the default access time provided with one guest pass in days, hours or weeks. (Default is one day.)
e  Session: Optionally, enable the session limitation to require guest pass users to re-login after the specified time period.
e  Max Device: Allow multiple devices to share a single guest pass. (Default is unlimited.)

e  Sponsor Approval: Select this option to require email approval for issuing self-service guest passes. (See Requiring Sponsor Approval
for Self-Service Guest Pass Authentication on page 120.)

o Notification Method: Select whether the guest pass will be delivered via email, SMS, or displayed directly on the device screen.
When Sponsor Approval is selected, the Device Screen option is not allowed.

6. Click OK to save your changes.

Requiring Sponsor Approval for Self-Service Guest Pass Authentication

If the Sponsor Approval option is enabled, when the user connects to the WLAN, registration information must be submitted along with a sponsor's
email address to await sponsor approval.

The Sponsor receives the email request and clicks a link to allow this user access to the guest WLAN. After the registration is approved, RUCKUS
Unleashed generates a guest pass and sends it to the user through email or SMS (or both) using the contact information the user provided.

NOTE

If using sponsor approval, RUCKUS Unleashed must be configured with your SMTP settings for email delivery, or with a valid Twilio or
Clickatell account to deliver guest passes through SMS. Refer to Customizing the Guest Pass Email Content on page 142 and Customizing
the Guest Pass SMS Content on page 143 for more information.

To configure sponsor approval, select the Sponsor Approval check box, select a sponsor authentication server (default is local database), and
optionally enter a Default Sponsor Email address.
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FIGURE 93 Enabling Sponsor Approval for Guest Pass Self-Service

Unleashed [ LinkedIn
. . P [] Microsoft
] WeChat

GuestPass Self-Service: (¢ Enable guestpass self service

Access Duration: Default guestpass lifetime E
Guest WLAN 2 Session: [ | Terminate user session after I:I

0 0 0 Sponsor Approval} (# Enable guestpass registration approval
Clients Sponsor Authentication Server | Local Database v+ s
| 1
] Default Sponsor Email‘ sponsor@example.com ‘ 35 12:40

Max Device: | 1 v | devices share one single guestpass
Notification Method: | IMobile ¥ | To notify via Mobile or Email, please go to "Admin & Services"

- "System Info" page and configure the system SMS/SMTP services.

Validity Peried: @ Effective from first use

Expire new guest passes if not used within days

() Effective from the creation time

User Redirection URL: (s Redirect to website user intends to visit

(O Redirect user to this website

Terms and Conditions: || Show terms and conditions  Edit

When a user connects to a guest WLAN with Sponsor Approval enabled, the Welcome to Guest WiFi page allows the guest to request a self-service
guest pass by clicking the Help with a guest pass link.

FIGURE 94 Requesting Help with a Guest Pass

Sign in to Guest WLAN 2
192.168.0.2

l
RUCKUS'

couNsCoPE

Welcome to Guest WiFi !

Connect to WiFi by Guest Pass

guest pass here

Connect

Help with a guest pass
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Complete the following steps to request, approve, and activate a sponsor-approved guest pass:

122

1.

On the What would you like to do screen, select Register and get a new guest pass, and click Next.

FIGURE 95 Requesting a New Guest Pass

Sign in to Guest WLAN 2
192.168.0.2

o vucius

Welcome to Guest WiFi !

What would you like to do

@ Register and get a new guest
pass

| forgot my guest pass, resend

it

~ Check my guest pass approval
status
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2. Enter a username, an email address or phone number to which the guest pass key will be sent, and the sponsor's email address, and click

Next.

FIGURE 96 Registering as a Guest

Sign in to Guest WLAN 2
192.168.0.2

Welcome to Guest WiFi !

Register Guest

James
@hotmail.com

James guest

A guest pass request email is sent to the sponsor's address, and a message that the guest access request has been submitted is displayed.
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FIGURE 97 Guest Pass Request Submitted Message

Sign in to Guest WLAN 2
192.168.0.2

o s

Welcome to Guest WiFi !

Register Guest

A request for Guest Pass has been sent to
(@hotmail.com, Once approved you will get an

email at @hotmail.com

The sponsor will then receive an email requesting approval for guest pass activation.

FIGURE 98 Sponsor Accept Email

Dear Sponsor/Admin,

https://192.168.0.2/user/sponsor lagin,jsp?

BGIGMCOGDGPGN&ssid=EHHFGFHDHECAFHEMEBEOCADC

Name: @hotmail.com
Maohbile No:
Email: @hotmail.com

SSID: Guest WLAN 2

You are a designated approver for @hotmail.com’s WiFi access. Click link below to approve or reject the request.

email=GKGGGIGMGFHDEAGIGPHEGNGBGIGMCOGDGPGMN&user=HDGMGIGOGHHDGBGOGEGEHCHCGPHHHDDBEDAEAGIGPHEGNG

3. As the sponsor opens the email and clicks the link to open the Sponsor/Approver Authentication page.

124
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4. On the Sponsor/Approver Authentication page, enter a valid User Name and Password and click Log in to continue.

NOTE

This username and password must exist on the authentication server (Local Database, Active Directory, or RADIUS) configured
for this guest access service.

FIGURE 99 Sponsor/Approver Login Page

l
RUCKUS’

COMMEZOPE

Sponsor /Approver Authentication

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A 125



WLAN Configuration
Guest WLANs

5. Upon successful login, the Guest Pass Approval page displays the name, phone number, and email addresses of all pending guest pass
requests. Select the check box next to each guest pass you wish to approve, set the Duration for each, and click Approve to approve

them.

FIGURE 100 Guest Pass Approval

Yy RUCKUS

GuestPass Approval

Guest access registration pending approval:

¥ UserName Mobile Email Wlan Request-time Duration

‘@hotmail com ‘@hotmail.com Guest WLAN 2 2018/12/17 13:40 |1 days

ez

FIGURE 101 Guest Pass Approved Message

ﬁ RUCKUS

GuestPass Approval

User approved!

Approving a guest pass triggers delivery of an email or SMS (or both) message containing the guest pass code to the guest.
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6. As a guest user, open the guest pass activation email message email and copy the Guest Pass code to the clipboard.

FIGURE 102 Guest Pass Activation Email Message

Greetings, @hotmail.com

You have been grante pany wireless network
Your guest pass key is] DMBXV-PHIQM
This guest pass is valid . nce activated, and has to be activated in 7 days.

Connect your wireless-ready device to this network: Guest WLAN 2, as detailed in the instructions printed below.

Please follow the instruction below:

Finding the Wireless "Guest” Network

1 Find "Guest” SSID on device.

2 Select the "Guest” 5SID and and click Connect.

3 If a Wireless Metwork Connection confirmation dialog box asks you to confirm  "connecting to an unsecured network”, click Connect Anyway. A
connection status dialog appears, while a network address is obtained and initial connection established.

4 Once your device is connected proceed to the next step.

Logging into the Network as a Guest
1 Start a web browser and try to connect to any valid Internet site. The wireless network login page automatically appears.
2 Select "I'm a Guest and would like to access the Internet” and then click Next.
3 When "Guest Pass” page appears, enter the text of your guest pass key by typing or pasting and click Login.
When the browser displays "Authenticated” page, your network connection is now active.”

7. Launch a web browser and browse to any URL. You will be redirected to the Welcome login page.

8. Enter the Guest Pass code received in the activation email (or SMS), and click Connect.

FIGURE 103 Entering Guest Pass Code

Sign in to Guest WLAN 2
192.168.0.2

al
F Ruckus

Welcome to Guest WiFi !

Connect to WiFi by Guest Pass

guest pass here

Help with a guest pass

You have successfully authenticated to this guest network using the guest pass provided.
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Controlling Guest Pass Generation Privileges
By default, guest pass generation privileges are given to all authenticated users in the Default user role.
In order to change the guest pass generation privileges for a group of users, refer to Configuring User Roles on page 318.

For more information on creating a Guest Pass Operator role, refer to Creating a Guest Pass Operator on page 108.

Generating and Delivering a Single Guest Pass
The following instructions apply to users with Guest Pass generation privileges.

A single Guest Pass can be used for one-time login, time-limited multiple logins for a single guest user, or configured so that a single Guest Pass can
be shared by multiple users.

NOTE
The user generating the Guest Pass must have Guest Pass generation privileges, as described in Controlling Guest Pass Generation
Privileges on page 128.

NOTE
For instructions on how to generate multiple Guest Passes, refer to Generating and Printing Multiple Guest Passes at Once on page 133.

NOTE

If printing the Guest Pass, make sure that your computer is connected to a local or network printer before starting.

Complete the following steps to generate a single Guest Pass.
1. Enter the URL of the Guest Pass request page in your web browser.

https://unleashed-hostname-or-ipaddress/guestpass

RUCKUS Unleashed 200.16 User Guide
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2. Enter your username and password and click Log in.

FIGURE 104 Requesting a Guest Pass

al
RUCIKUS

commscore

Request a Guest Pass

Usemame

Password

The Guest Information page is displayed.
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3.  On the Guest Information page, fill in the following options:

e  Creation Type: Click Single to generate a single Guest Pass. To generate multiple Guest Passes in a batch, refer to Generating and
Printing Multiple Guest Passes at Once on page 133.

e  Full Name: Enter the name of the guest user for whom you are generating the Guest Pass.

e  Valid for: Enter a number in the Valid for field and select a time unit (Hours, Days, or Weeks) to specify the time period when the
Guest Pass will be valid.

o  WLAN: Select the WLAN for this guest (typically, a guest WLAN).
e  Email: (Optional) Enter the email address for this user.
e  Phone Number: (Optional) Enter a phone number for this user.

o Key: Leave as is if you want to use the random key that RUCKUS Unleashed generates. If you want to use a key that is easy to
remember, delete the random key, and enter a custom key. For example, if RUCKUS Unleashed generated the random key OVEGS-
RZKKF, you can change it to "joe-guest-key". Customized keys must be from 2 through 16 ASCII characters in length.

NOTE
Each Guest Pass key must be unique and is distributed on all guest WLANs. Therefore, you cannot create the same Guest
Pass for use on multiple WLANSs.

e  Remarks: (Optional) Enter any notes or comments. For example, if the guest user is a visitor from a partner organization, you can
enter the name of the organization.

e Sharable: Use this option to allow multiple users to share a single Guest Pass.

e  Session: Select the check box and enter an increment of time after which guests must log in again. If the Session check box is not
selected, connected users will not be required to log in again until the Guest Pass expires.

FIGURE 105 Creating a Single Guest Pass

al
RUCKUS

COMMSCOPE

Guest Information

Creation Type  ® singie ' pultiple

Full Name

Validfor 1 | Days v

WLAN Guest WLAN 1 ¥

Email

Phone Number | +001-4081234567

Key  RHwRC-REZSF

Remarks
(Max length is 64)

d

Sharable 1 ¥ | guests share a single guest pass

Session || Terminate user session aﬂerl:l Mins ¥
Next > |or
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4. Click Next. The Guest Pass Generated page is displayed and presents the Guest Pass key and options for delivering this key to your guests.
Delivery options include Email (if you entered an email address for the guest), SMS (if you configured a phone number for the guest), and
Print Instructions.

FIGURE 106 Guest Pass Generated Page

il
RUCKUS

COMMSCOPE

Guest Pass Generated

Here is the generated guest

pass for
Bob Marley

This guest pass is valid for 1 days once activated, and has to
be activated before 12/25/2018, 9:58:09 AM.

[ ][ 55124 Dt [ it nstins |

5. If you want to print the guest access instructions, select the Guest Pass instructions that you want to print from the menu. If you did not
create custom Guest Pass printouts, select Default.

6. Click Print Instructions. A new page displays the Guest Pass instructions and the Print dialog box is displayed.

7. Select the printer that you want to use, and click Print to print the Guest Pass instructions.
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FIGURE 107 Sending Guest Pass Key through Email Entered on the Guest Information Screen

dl
RUCKUS

COMMSCOPE

Guest Pass Generated

Here is the generated guest

pass for
Bob Marley

This guest pass is valid for 1 days once activated, and has to
be activated before 12/25/2018, 9:58:09 AM.

Q\ Default v || Print Instructions |

Create anoth
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FIGURE 108 Sample Guest Pass Printout

Guest WLANs

Connecting as a Guest al
to the Corporate Wireless Network RUCKUS

Greetings, Bob Marley

You have been granted access to the company wireless network, which you can use to access both the Waorld Wide Web and Internet, 2nd to chack your persanal email.
Your guest pass key is] RHWRC-RBZSF

This guest pass iz valid for 1 days once activated, and has to be activated before 12/25/2018, 9:58:09 AM
Connect your wirgless-ready PC to this network: Guest WLAN 1, as detailed in the instructions printed below,

Before you start, please review the following requirements,

Requirements
» A& wireless-natwork-ready computer
» The corporate "guest” network name
» The guest pass (a text "key")

Connecting ) )
Using your guest pass to connect requires 2 series of two procedures: (1) connecting your PC to the company "guest” network, then (2] legging in as a qualified guest.

Finding the Wireless "Guest" Network

1 On your PC/Windows desktop, check the system tray for 2 Wireless Connection icon (the tool tip reads "Wireless Network Connection/[nama]").

2 Right-click this icon and choose View Awvailable Wireless Networks,

2  When the Wiraless Network Connection window zppears, the "guest” WLAN will be listed.

4 Sezlect the WLAN "guest” network (various "neighbor nets" may zlso be listed) and click Connect.

5 If = Wirgless Metwork Connection confirmation dialog box asks you to confirm "connecting to 2n unsecured network”, click Connect Anyway.
A connection status dizlog appears, while @ network address is obtzined and initial connection established.

6  When the Wirgless Network Connection window displays "Connected”, you can close this window and proceed to the next procedure,

Logging into the Network as a Guest

1  Start a web browser and try to connect to any valid Internet site. The wireless network login page automatically appears.

2 Select "I'm 2 Guast and would like to access the Internet” and then click Next.

3 When the Unleashed WebUI "Guest Pass" page appears, enter the text of your guest pass key (by typing or pasting) and click Login.
When the browser displays 2 Unleashad WebUI "Authenticated” page, your connection is active,

4  “You can now chack your personal email and browse the Web,

If you want to create additional Guest Passes one by one, click Create Another Guest Pass. Alternatively, you can generate multiple Guest Passes in

batch, as described in Generating and Printing Multiple Guest Passes at Once on page 133.

Generating and Printing Multiple Guest Passes at Once

The following instructions apply to users with guest pass generation privileges.

NOTE
For instructions on how to generate a single guest pass, refer to Generating and Delivering a Single Guest Pass on page 128.

NOTE
If printing the guest pass, make sure that your computer is connected to a local or network printer before starting.

Complete the following steps to generate and print multiple guest passes at the same time:

1.

Enter the URL of the Guest Pass Generation page in your web browser.

https://{unleashed-hostname-or-ipaddress}/guestpass

Enter your username and password, and click Log In.

The Guest Information page appears. On this page, you need to provide information about the guest users to enable RUCKUS Unleashed

to generate the guest passes.
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3.  On the Guest Information page, fill in the following options:
e  Creation Type: Click Multiple.

e  Valid for: Enter a number in the Valid for field and select a time unit (Hours, Days, or Weeks) to specify the time period that the
Guest Passes will be valid.

®  WLAN: Select one of the existing WLANs with which the guest users will be allowed to associate.

o  Number: Select the number of guest passes that you want to generate. RUCKUS Unleashed automatically populates the names of
each user (Batch-Guest-1, Batch-Guest-2, and so on) to generate the guest passes.

NOTE
Each guest pass key must be unique and is distributed on all guest WLANSs. Therefore, you cannot create the same guest
pass for use on multiple WLANSs.

e  Profile (*.csv): If you have created a Guest Pass profile (refer to Creating a Guest Pass Profile), click Choose File to import the file.
e  Sharable: Configure this option if you want to allow multiple users to share a single guest pass (default: 1; not shared).

o  Session: Select the check box and enter an increment of time after which guests must log in again. If the Session check box in not
selected, connected users will not be required to log in again until the Guest Pass expires.

FIGURE 109 Generating Multiple Guest Passes

1l
RUCKUS

COMUSCOFE

Guest Information

Creation Type () gingle ‘E:Mdllple
vaidfor [1 |[Days 7|
W
Number urspeﬂﬁed by profile below
Profile (*.csv) No file chosen

To download sample profile,

Sharsble [1 ¥ gusstssnars ssingle gusst oas
Session || Terminate usersessinr\afnerl:l Mins v
Next> |or

NOTE

If you want to be able to identify the guest pass users by their names (for example, for monitoring or auditing purposes in a
hotel setting), click Choose File, and upload a guest pass profile instead. Refer to Creating a Guest Pass Profile on page 135 for
more information.
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4. Click Next. The Guest Pass Generated page appears and displays the guest pass user names and expiration dates.

FIGURE 110 Multiple Guest Passes Generated

al
¥ RUCKUS

Guest Pass Generated

Here are the generated guest passes:

Select a template for Guest Pass instructions: | Default ¥

= Latest generated guest passes:
Guest Name  Expires Action

Guest-6 2018/12/25 10:10:58
Guest-2 2018/12/25 10:10:58
Guest-3 2018/12/25 10:10:58
Guest-4 2018/12/25 10:10:58
Guest-5 2018/12/25 10:10:58

to download the generated Guest Passes record.

‘You also have these generated guest passes

Create another Guest Pass

5. For Select a template for Guest Pass instructions, select the guest pass instructions that you want to print from the menu. If you did not
create custom guest pass printouts, select Default.

6.  Print the instructions for a single guest pass or print all of them:
e  To print instructions for all guest passes, click Print All Instructions below.

e  To print instructions for a single guest pass, click the printer icon in the Action column in the same row as the guest pass for which
you want to print instructions.

A new browser page appears and displays the guest pass instructions and the Print dialog box is displayed.

7. Select the printer that you want to use and click Print to print the guest pass instructions.

You have completed generating and printing multiple guest passes for your guest users. If you want to save a record of the guest passes that you
have generated, click the Click here link in Click here to download the generated Guest Passes record. Download and save the CSV file to your
computer.

Creating a Guest Pass Profile
Complete the following steps to create a Guest Pass profile.

1. Login to the guest pass generation page.

2. For Creation Type, click Multiple.
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3. For Profile (*.csv), click the click here link in To download a profile sample, click here.

FIGURE 111 Downloading a Sample Profile

al
RUCKUS

COMMSCOPE

Guest Information

Creation Type () singte (®) yutciple

S

WLAN Guest WLAN 1 v
Number arspe:iﬁed by prafile below
Profile (*.csv) | Choose File | No file chosen

To download sample profil
Sharable guests share & SIngle guest pass.

Session || Terminate usersessinnafner|:| Mins v
Next> |or

4. Save the sample guest pass profile (in CSV format) to your computer.
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5. Using a spreadsheet application, open the CSV file and edit the guest pass profile by filling out the following columns:
e  #Guest Name: Enter the name of the guest user (one name per row).
e  Remarks: (Optional) Enter any note or remarks about the guest pass.

o  Key: Enter a guest pass key consisting from 1 through 16 alphanumeric characters. If you want RUCKUS Unleashed to generate the
guest pass key automatically, leave this column blank.

FIGURE 112 Editing the CSV File in a Spreadsheet Application

A B C D E F G

1 |#Guest Name (Must) Remarks Key (Empty implies random key) Email Address Phone Mumber
2 |Batch-Guest-1 Batch generation AAAAAAAA someone@example.com 14081234567
3 |Batch-Guest-2 Batch generation AAAAAAAB someonel@example.com

4 |Batch-Guest-3 Batch generation someone2@example.com

5 |Batch-Guest-4 Batch generation someone3@example.com

& |Batch-Guest-5 Batch generation someoned@example.com

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

batch_guestpass sample () [
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6. Return to the Guest Information page, and complete step 3 through step 7 in Generating and Printing Multiple Guest Passes at Once on

page 133 to upload the guest pass profile and generate multiple guest passes.

FIGURE 113 Importing Batch Generation CSV File

o ruciws

Guest Information

Creation Type

2 Single ® mulriple

validfor [1 |[Days v

WLAN Guest WLAN 1 v

Number cified by profile below

Profile (*.csv)| | Choose File | lJo file chosen

rofile,

Sharable [T 7 | goens share a sl pust pas

Session || Terminate usersessinnafnerl:l Mins v
.

Monitoring Generated Guest Passes

Once you have generated guest passes for your visitors, you can monitor and, if necessary, delete them to revoke the guests' access privileges.

1. Go to Admin & Services > Services > Guest Access Service > Guest Pass Generation.

2. Review the generated guest passes in the Admin Generated Guest Passes and Self-Service Generated Guest Passes tables.
3. Toremove a guest pass, select the check box for the guest pass, and click the Delete button. Click Delete All to delete all generated guest
passes at once.
RUCKUS Unleashed 200.16 User Guide
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FIGURE 114 Viewing generated Guest Passes
L[ System | 2 J
Guest Pass Generation | Guest Pass Printout Customization | Email | SMS
&. Services v Guest Pass Generation
G B Authenticated users can generate guest passes at the URL shown below:.
T Guest Pass Generation URL https://192.168.0.2/guestpass
Authentication Server | Local Database v
Application Recognition & Control
Apply
Bonjour Gateway
Admin Generated Guest Passes
Dynamic PSK
These tables list the generated guest passes. You can review the guest passes generated for your users. You may also remove them if
necessary.
Hotspot Services
[ Guest Name Role  Key Email Phone Number Remarks Create Time Expires
Radio Control
Bob Marley  Default RAWRC- bob@example.com +001- 2018/12/18 09:58:09 2018/12/25
WIPS v RBZSF @examp 4031234567
Guest-2 Default KQJPH- +001- Baich 2018/12/18 10:10:58 2018/12/25
a Administer > : FDGBL 4081234567 generation
Guest-3 Default RBOQA- +001- Baich 2018/12/18 10:10:58 2018/12/25
) NTUWB 4081234567 generation

Creating a Custom Guest Pass Printout

The guest pass printout is a printable HTML page that contains instructions for the guest pass user on how to connect to the wireless network.

The authenticated user who is generating the guest pass will need to print out this HTML page and provide it to the guest pass user. A guest pass in

English and one in French are included by default.

As administrator, you can create custom guest pass printouts. For example, if your organization receives visitors who speak different languages, you

can create guest pass printouts in other languages.

To create a custom guest pass printout:

1. Go to Admin & Services > Services > Guest Access Service > Guest Pass Printout Customization.
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2.  Click the click here link to download an example of an existing printout.

FIGURE 115 Guest Pass Printout Customization

D Clients

L I Access Points

L System

&, Services
AAA Servers

Access

Apptication Recognition & Contrl

Bonjour Gateway

DHCP

Dynamic s
Guest Access Service
Hotspot Services
Radio Cantrol

ups

@ Administer

¥ Admin & Services

Guest Pass Generation | Guest Pass Printout Customization | Email | SMS

Guest Pass Printout Customization

Edit this field to customize the content of email notifications to guests. The message body may have up to 8,000 characters. The variables (GUEST NAME), (GUEST PASS), (EXPIRED TIME) and (WLAN NAME) must be part of

the message body. To dovnload an exampl

Name Description
Default Guest Pass Printout in English
French Guest Pass Printout in French
Create Nev
Search terms ® Include all terms ) Include any of these terms

Actions
Edit Clone Preview

Edit Clone Preview

ezn e’ »

(s 2 [l s SN

Delete | @1-2(2)0

following:

e  Reword the instructions

Save the HTML file to your computer.

o Translate the instructions to another language

e  Customize the HTML formatting

NOTE

Using a text or HTML editor, customize the guest pass printout. Note that only ASCII characters can be used

. You can do any or all of the

The guest pass printout contains several tokens or variables that are substituted with actual data when the guest pass is
generated. When you customize the guest pass printout, make sure that these tokens are not deleted. For more

information on these tokens, see Guest Pass Printout Tokens on page 141.
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5. Go back to the Guest Pass Printout Customization screen, and then click Create New. The Create New form appears.

FIGURE 116 Creating New Guest Pass Printout File

Create New

Name* ‘

Description ‘

Instruction Printout Import an HTML file for Instruction Printout

Choose File | Mo file chosen

6. In Name, type a name for the guest pass printout that you are creating. For example, if this guest pass printout is in Spanish, you can type

Spanish.

7. In Description (optional), add a brief description of the guest pass printout.

8. Click Choose File, select the HTML file that you customized earlier, and then click Open. Unleashed copies the HTML file to its database.
9.  Click Import to save the HTML file to the Unleashed AP.

You have completed creating a custom guest pass printout. When users generate a guest pass, the custom printout that you created will appear as

one of the options that they can print.

Guest Pass Printout Tokens

The following table lists the tokens that are used in the guest pass printout. Make sure that they are not accidentally deleted when you customize

the guest pass printout.

TABLE 15 Guest Pass Printout Tokens

{GP_GUEST_NAME}

Guest pass user name.

{GP_GUEST_KEY}

Guest pass key.

{GP_IF_EFFECTIVE_FROM_CREATION_TIME}

If you set the validity period of guest passes to Effective from the creation time (in the Guest Pass Generation
section), this token shows when the guest pass was created and when it will expire.

{GP_ELSEIF_EFFECTIVE_FROM_FIRST_USE}

If you set the validity period of guest passes to Effective from first use (in the Guest Pass Generation section),
this token shows the number of days during which the guest pass will be valid after activation. It also shows
the date and time when the guest pass will expire if not activated.

{GP_ENDIF_EFFECTIVE}

This token is used in conjunction with either the {GP_ELSEIF_EFFECTIVE_FROM_FIRST_USE} or
{GP_ENDIF_EFFECTIVE} token.

{GP_VALID_DAYS}

Number of days for which the guest pass is valid.

{GP_VALID_TIME}

Date and time when the guest pass expires.
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TABLE 15 Guest Pass Printout Tokens (continued)

{GP_GUEST_WLAN} Name of WLAN that the guest user can access.

Customizing the Guest Pass Email Content

The Unleashed guest pass email content can be customized to suit your preferences.

NOTE
To allow Unleashed to deliver guest passes via email, you must first configure an email account (and its SMTP settings) from which
Unleashed will send the emails. For information on configuring the email server, see Configuring Email Server Settings on page 105.

Use the following procedure to customize the content of the email in which the guest pass keys will be delivered:

1. Go to Admin & Services > Services > Guest Access Service > Email.

2. Replace the content in the text box, while ensuring that the following variables remain intact and unchanged:

(GUEST NAME)
(GUEST PASS)
(EXPIRED TIME)
(WLAN NAME)

3. Todownload a sample of the email, click the click here link.

4. Click Apply to save your changes.

FIGURE 117 Customize guest pass email content

0 Admin & Services v
L1 system > ﬁ
Guest Pass Generation Guest Pass Printout Customization Email SMS
&, Services v Customize The Email Content
AAA Servers You can customize individual email content. The maximum allowable size is 8KB. There must leave in four pairs parentheses and

cannot be nested. The value of variables in the parenthese cannot be changed. To download a sample, click here
Access Control

Application Recognition & Control Greetings, (GUEST NAME) -
Bonjour Gateway You have been granted access to the company wireless network
YYour guest pass key is: (GUEST PASS)

This guest pass is valid until (EXPIRED TIME)

Guest Access Service Connect your wireless-ready device to this network: (WLAN NAWME). as detailed in the instructions printed below:

Dynamic PSK

Hotspot Services Please follow the instruction below:
Radio Control Finding the Wireless "Guest"” Network
1 Find "Guest" SSID on device.
WIPS 2 Select the "Guest" $SID and and click Connect.

3 If a Wireless Network Connection confirmation dialog box asks you to confirm  "connecting to an unsecured network”
click Connect Anyway. A connection status dialog appears, while a network address is obtained and initial connection
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Customizing the Guest Pass SMS Content
The Unleashed guest pass SMS content can be customized to suit your preferences.

NOTE

To allow Unleashed to deliver guest passes via SMS, you must first configure an SMS delivery account from which Unleashed will send the
SMS messages. For information on configuring the SMS server settings, see Configuring Email Server Settings on page 105.
Use the following procedure to customize the content of the SMS messages in which the guest pass keys will be delivered:

1. Go to Admin & Services > Services > Guest Access Service > SMS.

2. Replace the content in the text box, while ensuring that the following variables remain intact and unchanged:
e  (WLAN NAME)
o  (GUEST PASS)
e  (EXPIRED TIME)

3. To download a sample of the SMS message, click the click here link.

4. Click Apply to save your changes.

FIGURE 118 Customize guest pass SMS content

ﬁ Admin & Services v
[ system | 2 ] .
Guest Pass Generation Guest Pass Printout Customization Email SMS ‘
&, Services v Customize The SMS Content
P - You can customize individual sms content. The maximum allowable size is 160B. There must leave in three pairs parentheses and

cannot be nested. The "WLAN NAME' in the first parenthese. the 'GUEST PASS' in the second parenthese and the 'EXPIRED TIME' in
Access Control

the third parenthese. To download a sample,click here
Application Recognition & Control

SSID: (WLAN NAME)
Passcode: (GUEST PASS)
Dynamic PSK Expires on (EXPIRED TIME)

Guest Access Service

Hotspot Services

Bonjour Gateway

Radio Centrol

WIPS

Apply. hd

Social Media WLANSs

Social media WLANSs allow guest users to access the Internet using a social media account instead of using a WPA password or Guest Pass to log in.
The following social media login methods are currently supported:

e  Facebook on page 145

e Google/Google+ on page 154

e LinkedIn on page 164
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e  Microsoft Live on page 167

For each of these social media WLAN options, you must create an application or activate a service on the respective social media website before

your users will be able to log in using their social media accounts.

NOTE
Beginning with release 200.6, multiple social media login types can be enabled for the same WLAN.

FIGURE 119 Creating a Social Media WLAN

Name: | social-media

Usage Type: () Standard for

Hotspol Service known as WISP

Onboarding Portal [ | Enable Zero-IT device registration from the Guest Portal

Guest Authentication: Io Guest Pass and Social Loglnll Social Login mn\yl None

Guest Password: @ Unigue password for each guest

Single shared password among all guest

Validity Period @ Effective from first use
Expire new guest passes if not used within days

Effective from the creation time
Grace Period (4 Allow users to reconnect without re-authentication for minutes
Authentication Method: = Cpen 802.1X EAP MAC Address

Encryption Method: () WPA2 (® None

Accounting Server | pisapled '| +

Send Interim-Update every minutes
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FIGURE 120 Selecting Social Media Logins

Create WLAN o

Social Media Logins: [| Google/Google+
| Linkedin
_| Microsoft

_| Facebook

GuestPass Self-Service: || Enable guestpass self service

Validity Period: @ Effective from first use
Expire new guest passes if not used within | 7 days

_) Effective from the creation time

User Redirection URL: ® Redirect to website user intends to visit

_) Redirect user to this website

Terms and Conditions: [ | Show terms and conditions

Guest Portal Language: | English v

Insert WiFi4EU Snippet: (] Insert WiFi4EU snippet in head tag of Portal page

Customize Captive Portal: Click on edit area to change each part of captive portal & preview o check the result

Facebook
The Facebook social media login complies with the OAuth 2.0 specification (the industry-standard protocol for authorization).
To create a Facebook social media WLAN, you need an OAuth 2.0 client ID and secret. RUCKUS Unleashed provides a default internal Facebook

client ID.

NOTE

After upgrade to Unleashed 200.15, WLANSs previously configured to support only Facebook social media login will be disabled. WLANs
configured to support multiple authentication methods (such as guest pass and Facebook), will still be enabled, but the Facebook option
will be disabled. In either case, you must manually re-enable the Facebook option and configure a client ID and client secret.

Complete the following steps to use Facebook social media login.
1.  For Social Media Logins, select the Facebook check box and the Use my own client ID option appears.

2. You have two options for configuring the Facebook client ID:
e Leave the Use my own client ID option cleared if you want the system to use the default, built-in Facebook client ID.

o  Click the Use my own client ID option and enter your Facebook Client ID and Client Secret.
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NOTE

If you do not already have a Facebook Client ID and Client Secret, click the link in Click here to generate one to generate
client ID and client secret. Refer to OAuth Setup Procedure for Facebook Social Media Login on page 146 for more
information.

FIGURE 121 Logging in Using Facebook ID

Social Media Logins: [[] Google/Google+
[] LinkedIn

[] Microsoft

Facebook
Use my own client ID

Input existing client ID/secret or click here to generate one

Facebook Client ID: |798303?61611362

Client Secret: | 0000000000000000000000: |

GuestPass Self-Service: [] Enable guestpass self service

Validity Period: ® Effective from first use

OAuth Setup Procedure for Facebook Social Media Login
Facebook social media WLANSs require an OAuth 2.0 client ID and password, which can be generated using the following procedure.

As a prerequisite, you must register your Facebook account on the Meta Developers Apps website. Refer to https://developers.facebook.com/docs/
development/register/ for more information.

Complete the following steps to create a project ID in the Facebook Developers Console.
1. Go to the Facebook Developers Apps website (https://developers.facebook.com/apps) and select Log In.
NOTE

Alternatively, click the Click here link to open the Developers App Facebook page from within the RUCKUS Unleashed guest
access settings.

RUCKUS Unleashed 200.16 User Guide
146 Part Number: 800-73635-001 Rev A


https://developers.facebook.com/docs/development/register/
https://developers.facebook.com/docs/development/register/
https://developers.facebook.com/apps

WLAN Configuration
Guest WLANs

2. Login using your facebook credentials and click My Apps.

The Apps page is displayed.

FIGURE 122 Creating a New App on Facebook

Q_ Search by App Name or App ID Create App

3. Click Create App to create a Facebook application.

4. Inthe Create an App window, select Authenticate and request data from users with Facebook Login and click Next.

FIGURE 123 Adding OAuth Use Case

Create an app X Cancel

(P Add use case What do you want your app to do?
These are the most common use cases developers have used on Meta for Developers. Each use case unlocks secondary
use cases with more functionality. Customize use cases once your app is created

Our most common use case. A secure, fast way for users to log into your app or game and forthe  w

O Authenticate and request data from users with Facebook Login
app to ask for permissions to access their data to personalize their experience.

Launch a game on Facebook
WAl Lzunch a game that players can find and play directly in their Feed or Messenger conversations, on v
both desktop and mobile devices. Learn more about Instant Games.

Looking for something else?
If you need something that isn't shown above, you can see more options by selecting Other.

Other
Explore other products and data permissions such as ads management, WhatsApp and more. You'll be
asked to select an app type and then you can add the permissions and products you need.
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5. Under Login type, for Are you building a game?, select No and click Next.

FIGURE 124 Selecting Login Type

Create an app X Cancel

@ Adduse case Are you building a game?
If you are building a game, you'll be directed to Facebook Login for Gaming set up
(P Login type
Yes, I'm building a game

@- No, 'm not building a game

Previous m

6. Under App Details, enter the application name, application contact email address, and optionally select a business account from the list.

NOTE
A business account may be required in a production environment; individual Facebook accounts can make up to 200 calls per
hour.

FIGURE 125 Adding Application Details

Create an app X Cancel

@ Adduse case Addan:app nama

This is the app name that will show on your My Apps page and associated with your app 1D. You can change the name later in Settings

O App details unleashed-test 14/3(

App contact email
This is the email address we'll use to contact you about your app. Make sure it is an address you check regularly. We may contact you about
policies, app restrictions or recavery if your app is deleted or compromised

@commscope.com J

Business Account - Optional
Conn g a Business Account to your app is only required for certain products and permissions. You'll be asked to connect a Business

Accou

shen you request access to those products and permissions

No Business Manager account selected -
By proceeding, you agree to the Meta Platform Terms and Developer Policies. Previous
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7. Click Create App, if prompted for security purposes, enter your Facebook login credentials.
The Dashboard screen is displayed.
FIGURE 126 Facebook App Dashboard
unleashed_test - App ID: 1721291081615261
ﬁ Dashboard
Dashboard
Required actions
&5 Use cases Create and publish this app
10f 3 complete
@ Review w . .
1. Customize this app
Add and customize the use cases you need for this app. You can add more even If this step Is complete. =
41 Publish Unpublished
@ Customize adding 2 Facebook Login button 3
@ Explore and add more use cases b4
2. Prepare and submit for App Review
Give us details a isiness, app and data it accesses and b
3. Publish app v
{G% App setlings v
Eﬂ App roles -
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8. Under Customize this app, click Customize adding a Facebook Login button.

The Customize Facebook login and requesting user data page is displayed.

FIGURE 127 Customizing Facebook Login and Requesting User Data

Use cases > Customize

Customize Facebook login and requesting user data
Customize your use case so your app works the way you need it to.

their data to personalize their experience. Read docs

Settings
Quickstart

Permissions

Most permissions must be approved in App Review before you can publish your app and go live

Permissions T APICalls @ 1

emai

() Full Description (i) Requirements

public_profile

() Full Description (i) Requirements

Facebook Login
Our most common use case. A secure, fast way for users to log into your app or game and for the app to ask for permissions to access

These are the permissions available in this use case. Some permissions are required for the use case to work and can't be removed.

{ Go back

Go to settings

Go to quickstart

Status 1 Action

Add

Ready for testing

9. Under Facebook Login, for Settings, click Go to settings.
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10. Inthe Facebook Login Settings page, configure the Client OAuth settings as follows:
a) For Client OAuth login and Web OAuth login, toggle the switch to Yes.
b) For Valid OAuth Redirect URIs, enter the URL https://unleashed.ruckuswireless.com/user/auth.jsp.

NOTE

If you have imported a certificate with a fully qualified domain name (FQDN) to RUCKUS Unleashed, you must use the
FQDN. For example, if the FQDN is “mydomain.com”, the Valid OAuth Redirect URIs will be “https://mydomain.com/user/
auth.jsp”.

FIGURE 128 Configuring Client OAuth Settings

Use cases > Customize ) Settings

Facebook Login settings ¢ Goback
Customize your use case so your app works the way you need it to

n Easily add Facebook Login to your app with our Quickstart

Client OAuth settings

Client OAuth login

Web OAuth login Enforce HTTPS

Yes
Force Web OAuth reauthentication = Embedded Browser OAuth Login

Use Strict Mode for redirect URIs

Valid OAuth Redirect URIs

Copy to clipboard

L oain from Devices | oain with the .JavaSerint SDK

c) Click Save Changes.

The updated settings are saved.

11. Use the Go back option to return to the Dashboard page.
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12. Under Customize this app, click Explore and add more use cases to add additional available use cases as needed. Alternately, you can also
click Use cases from the menu.

FIGURE 129 Adding Use Cases

@ Dashboard
Use cases
Required actions Add and custom ¢ your app to wor
at any time, or gone live, wi
" Use cases
Authenticate and request data from users with Facebook Login
@ Review - ase fa: 1sers to log misslons to
ﬁ Publish Unpublished
Authentication and account creation
p : z £ Customize
Available use cases
These are the use cases most commonly used wi the main use case on this app.
Use additional Facebook user data for personalization & Aad
T .
rack e.ngaggl.'nem wnth.Ms.Tt.e.! App E.\T'ents + Add
{G} App settings v
Get real-time notifications with Webhooks A
Elj App roles v et automatic HTML notifications when a ! Leam more 3

13. From the menu, click Dashboard and select Prepare and submit for app review, and complete the following steps. Alternately, you can
click Review from the menu.

a. Review and complete testing requirements

b. Business Verification

c. Data handling questions
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14. Under Publish App, click Make sure all requirements are complete, then publish your app. Review the use cases you have added to your
app. Ensure that all the required settings are completed.

FIGURE 130 Publishing the App

#% Dpashboard
Required actions

f Use cases
@ Review
ﬁ Publish

{§} App settings

E.f],j App roles

Unpublished

Dashboard

Create and publish this app

1 of 3 completed

1. Customize this app

2. Prepare and submit for App Review

Give us details about your business, app and data it accesses and complete testing, then submit for App Review.

@ Reviev

&

L)

and complete testing

Business Verification

Data handling questions

3. Publish app

&)

Make sure all requirements are complete, then publish your

app.

15. Click Publish.

NOTE

If the app is not published, "App is not activated" message is displayed whenever a Facebook account tries to log in to this

Facebook OAuth SSID.
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16. From the menu, click App Settings > Basic and note the App ID and App secret because you must enter these values in the RUCKUS
Unleashed web interface as the client ID and client secret. Refer to Facebook on page 145 for more information.

FIGURE 131 App ID and App Secret

App ID App secret
1106164010560913 ssssssse Show
Display name Namespace

Unleashed-Test

App domains Contact email @
@commscope.com

Privacy Policy URL Terms of Service URL

Appicon (1024 x 1024) Category @

User data deletion @

Data deletion instructions URL -

] e

Google/Google+

The Google/Google+ social media login complies with the OAuth 2.0 specification. To create a Google/Google+ social media WLAN, you need an
OAuth 2.0 client ID, which is used when requesting an OAuth 2.0 access token.

RUCKUS Unleashed provides a default internal Google client ID. After selecting Google/Google+, clear the Use my own client ID check box if you do
not have or do not want to create your own client ID.

Click the Use my own client ID check box if you want to use your own client ID and password, and enter your Google ID and password in the
provided fields.

Select Enable HTTPS or Enable HTTP.

Click the Only allow users from following hosted domains check box to limit the Google/Google+ login to a specific domain or several domains, and
enter the domain names, separated by commas, in the text box.
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For example, if a company that uses Gmail accounts wants to limit access to the WLAN to Google accounts that match the company's domain
name,lick the Only allow users from following hosted domains check box and enter the company's Google domain (company-name.gmail.com).
enable Only allow users from the following hosted domains and enter the company's Google domain (company_name.gmail.com). This prevents
any other gmail.com accounts from being used to access this WLAN.

Refer to the Google documentation for instructions on configuring your Google/Google+ account to provide social media login details. For
information on Google OAuth 2.0 setup instructions, refer to https://support.google.com/cloud/answer/6158849.

For more information on OAuth 2.0, refer to https://en.wikipedia.org/wiki/OAuth.

FIGURE 132 Logging In Using Google ID

Social Media Logins: [ Google/Google+
Use my own client ID
Input existing client ID/secret or click here to generate one
® Enable HTTPS O Enable HTTP
Google Client ID: | Crient 1D
Client Secret: Secret
[_] Only allow users from following hosted domains
(] LinkedIn

] Microsoft

Facebook
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OAuth Setup Procedure for Google+ Social Media Login

Google+ social media WLANSs require a client ID and password, which can be automatically generated or manually entered. You can manually
generate an OAuth 2.0 client ID for Google+ social media WLANSs using the following procedure.

Complete the following steps to create a project ID in the Google Developers Console.

1. Go to the Google OAuth Console (https://console.developers.google.com/projectselector2/apis/credentials), and click CREATE PROJECT.

NOTE
Alternatively, click the Click here link to create a new application or project link from within the RUCKUS Unleashed guest
access settings (refer to Google/Google+ on page 154)

FIGURE 133 Creating a New Project on the Google OAuth Console

& console cloud google com/projectselector2/apis/credentials

Q, Search products and resources

GOOg|B Cloud Platform  Select a project +

API APIs & Services Credentials

«*  Dashboard
@  Toview this page, select a project SELECT PROJECT | CREATE PROJECT
Library

et Riztousth Select a recent project

¥ Ohuth consent screen

156

a8 Domain verification

Fo  Page usage agreements

My Project 46414

Project 1D: daring-card-326908
Organization; Mo organization
Accessed 17 hours ago

un200 7

Project ID: un200-7
Orgumzul\on. No organization
Accessed 10 days ago

google-oauth

Project 10 burnished-yeti-146702
Crganization: No organization

Accessed 2 days ago

new google-login

Project ID: encoded-axis-325908
Organization: No organization
Accessed 11 days ago

new google

Project |D: braided-destiny-325908
Organization: No organization
Accessed 7 days ago
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2. Enter Project Name and Location, and click Create.
FIGURE 134 Entering the Project Name
=] Google Cloud Platform Q, Search products and resources

New Project

You have 19 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *
[ unleased-test (7]

Project ID: unleased-test. It cannot be changed later. EDIT

Location *
B No organization BROWSE

Parent organization or folder

CREATE CANCEL
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3. Once the project has been created, go to the OAuth consent screen, and select External and click Create.

FIGURE 135 Configuring OAuth Consent Screen

= Google Cloud Platform & unleased-test ¥ Q,  Search products and resources
API APIs & Services OAuth consent screen
< Dashboard Choose how you want to configure and register your app, including your

target users. You can only associate one app with your project.
i Library

Ox Credentials User Type
) Internal @

& OAuth consent screen
Only available to users within your organization. You will not need to

Domain verification submit your app for verification. Learn more about user type

® External @

Sa Page usage agreements

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type

CREATE

Let us know what you think about our OAuth experience
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4. Under App information, complete the following steps:

e  For App name, enter the application name.

e  For User support email, select an email address from the list.

FIGURE 136 Entering App Information

Guest WLANs

API APIs & Services

<% Dashboard

ii  Library

o= Credentials

Ha 0OAuth consent screen
Domain verification

o Page usage agreements

Edit app registration

o OAuth consent screen — 9 Scopes — 9 Testusers — o Summary

App information

This shows in the consent screen, and helps end users know who you are and contact
you

pp name
oauth-test

The name of the app asking for consent

User support email *
vicky.f.zhang@gmail.com

For users to contact you with questions about their consent

App logo BROWSE
Upload an image, not larger than 1MB on the consent screen that will help users recognize
your app. Allowed image formats are JPG, PNG, and BMP. Logos should be square and
120px by 120px for the best results.
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5. For Developer contact information, enter valid email addresses and click SAVE AND CONTINUE.

FIGURE 137 Entering Developer Contact Information

Provide users a link to your home page
O+  Credentials

Application privacy policy link
5 OAuth consent screen PP P Y y

Provide users a link to your public privacy policy
Domain verification

_ Application terms of service link
-] Page usage agreements

Provide users a link to your public terms of service

Authorized domains @

When a domain is used on the consent screen or in an OAuth client’s configuration, it must be
pre-registered here. If your app needs to go through verification, please go to the Google Search
Console to check if your domains are authorized. Learn more about the authorized domain limit.

-+ ADD DOMAIN

Developer contact information

Email addresses *
someone@test.com €

<l

These email addresses are for Google to notify you about any changes to your project.

6. Inthe Edit app registration > Scopes page, click SAVE AND CONTINUE.
7. Inthe Edit app registration > Test users page, click SAVE AND CONTINUE.
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8.  On the OAuth consent screen, click PUBLISH APP.
FIGURE 138 Publishing the App
API APIs & Services OAuth consent screen
<%  Dashhoard
X3
oauth-test , eorare
i Library
O=  Credentials . s
Publishing status @
i OAuth consent screen
Testing
Domain verification
PUBLISH APP
Su  Page usage agreements
User type
External @
MAKE INTERNAL
In the Push to production dialog box, click Confirm.
Push to production?
Your app will be available to any user with a Google Account.
You do not need to submit your app for verification. If you change your app’s
configuration in the future, like adding more than 10 domains, uploading a
logo, or requesting sensitive or restricted scopes, you will need to submit for
verification.
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9. Under Publishing status, change the status to In production.

FIGURE 139 Changing the Publishing Status

-
¥

-
v’

EE

=

Dashhoard

Library

Credentials

OAuth consent screen

Domain verification

Page usage agreements

oauth-test , eorare

Verification Status

Verification not required

Your consent screen is being shown, but your app has not been reviewed so
your users may not see all of your information, and you will not be able to

request certain OAuth scopes. Learn more

Publishing status @

In production

BACK TO TESTING

User type

External @

10. Go to the Credentials page and click CREATE CREDENTIALS and select OAuth client ID.

FIGURE 140 Creating Credentials: OAuth Client ID

API APIs & Services Credentials
< Dashboard Create credentials to act
i Library
A Remembert
Or  Credentials
¥ OAuth consent screen API Keys
& Domain verification O  Name
S»  Page usage agreements No APl keys to displa

I+ CREATECREDENTIALS' W DELETE

API key

Identifies your project using a simple API key to check quota and access

OAuth client ID
Requests user consent so your app can access the user's data

Service account
Enables server-to-server, app-level authentication using robot accounts

Help me choose rictions
Asks a few questions to help you decide which type of credential to use

OAuth 2.0 Client IDs

O Name

Creation date Type

No OAuth clients to display

Service Accounts

a Email

Name 4

No service accounts to display

CONFIGURE CONSENT SCREEN

Key Actions

Client ID Actions

Manage service accounts

Actions
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11. For Application type, select Web application and for Authorized redirect URIs, enter https://unleashed.ruckuswireless.com/user/

auth.jsp.

NOTE
If you have imported a certificate with a fully qualified domain name (FQDN) to RUCKUS Unleashed, you must use the FQDN.

For example, if the FQDN is “mydomain.com”, the Authorized redirect URIs will be “https://mydomain.com/user/auth.jsp”.
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FIGURE 141 Selecting Web Application and Entering Authorized Redirect URI

S

API APIs & Services

Dashboard

Library

Credentials

OAuth consent screen
Domain verification

Page usage agreements

&  Create OAuth client ID

A client ID is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up 0OAuth 2.0 for more
information. Learn more about OAuth client types.

Application type *
Web application

Name *
Web client 1

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your QAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

URIs *

https://unleashed.ruckuswireless.com/user/auth.jsp

-+ ADD URI
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Click Create. If successful, Google displays the Client ID and Client Secret, as shown in the following figure.

FIGURE 142 OAuth Client ID and Client Secret

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &
Services

o OAuth is limited to 100 sensitive scope logins until the OAuth

consent screen is verified. This may require a verification process
that can take several days.

Your Client ID
1959633508142-14s50g8ifeo5epbtpj57mpoma7ictq8p.apps.gc IO

Your Client Secret
yi-4t2rRHiJLUCbh466_S-F9 |

OK

Take note of the client ID and client secret because you must enter these values into the RUCKUS Unleashed web interface.

LinkedIn

To configure a LinkedIn social media WLAN, you must first configure an application on the LinkedIn developer apps website.

For information on LinkedIn developer network, refer to: https://www.linkedin.com/developer/apps.
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OAuth Setup Procedure for LinkedIn Social Media Login

Complete the following steps to configure an application on the LinkedIn developers apps website.

WLAN Configuration

1. Go to the LinkedIin My Applications page (https://www.linkedin.com/developer/apps) and click Create App.

FIGURE 143 LinkedIn My Applications

@ linkedin.com/developers/apps

[ oeveLopers Products  Docsandtools ¥  Resources ¥  Myapps ¥

My apps
zd&unleashed-test unleashed-test
commsaxe commsaxe
RUCKUS  ClientID: 86r8eah01m29f0 RUCKUS  ClientID: 86usniuvibr276
Created: Aug 16, 2021 Created: Aug 11, 2021

Ruckus Networks Ruckus Networks

Not verified Not verifi

About Help Center  Privacy And Terms =~ Developer Legal ™

Linkedff] Linkedin Corporation © 2021

B Leave Feedback

2. Onthe Create an app page, enter the required information and click Create app.

FIGURE 144 Creating a New LinkedIn Application

Create an app

App name*

unleashed-oauth test1

LinkedIn Page *

@ This action can't be undone once the app is saved.

I Ruckus Networks

| Information Technology & Services; 501-1000 employees
The Linkedin Page you select will be associated with your app. Verification can be done by a Page Admin. Learn more

Privacy policy URL

Begin with http:// or https://

App logo*
This is the logo displayed to users when they authorize with your app

'COMMSCOPE
RUCKUS" | Upload a logo

Square image recommended. At least one dimension should be at least 100px.

Legal agreement

When you develop on our platform, you are agreeing to be bound by our API Terms of Use.

I have read and agree to these terms
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3. Under the Auth tab, LinkedIn displays the client ID and client secret.

FIGURE 145 LinkedIn Authentication Keys

unleashed-oauth testT

comecart
RUCKUS

Client ID: 862vsu71199pyy = Created: Aug 26, 2021
Settings Auth Products Analytics Team members

Application credentials

Authentication keys
Client ID:

862vsu71l99pyy

Client Secret:

ha9UOVgaYtwWPZ3] (7}

4. Under OAuth 2.0 settings, in Authorized Redirect URLs, enter a valid redirect callback URL and click Update.

NOTE

If you have imported a certificate with a fully qualified domain name (FQDN) to RUCKUS Unleashed, you must use the real
FQDN. For example, if the FQDN is “mydomain.com”, the Authorized redirect URLs will be “http://mydomain.com/user/
auth.jsp”.

FIGURE 146 Entering the Authorized Redirect URI

OAuth 2.0 settings

Token time to live duration

Access token: 2 months (5184000 seconds)

Authorized redirect URLs for your app

http://unleashed.ruckuswireless.com/user/auth.jsp | ﬁ

+ Add redirect URL
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5. Under Product tab, select the options Share on LinkedIn and Sign In with LinkedIn using OpenID Connect.

FIGURE 147 Sharing and Signing with LinkedIn

Settings Auth Products Analytics
Products
Added products

Share on LinkedIn

View docs [2 View endpoints

ﬂ Standard Tier
0 Using the OpenID Connect standard

View docs [2 View endpoints

Default Tier
— Amplify your content by sharing it on LinkedIn

Sign In with LinkedIn using OpenlD Connect

6. Under Auth tab, check if the following permissions are added successfully to use the app for LinkedIn login.

FIGURE 148 Checking the Permissions Added for Linkedin Login

OAuth 2.0 scopes

openid
Use your name and photo
profile
Use your name and photo

w_member_social

email

« Scopes define what your app can do on a user's behalf.

* The OAuth consent screen will display descriptions to end users as they are seen below. Some
variation may occur if your app has a custom OAuth experience.

Create, modify, and delete posts, comments, and reactions on your behalf

Use the primary email address associated with your Linkedin account

Microsoft Live

WLAN Configuration
Guest WLANs

To create a Microsoft Live social media WLAN, you must first create an application on the Microsoft Live developer application page.

For information on creating an application on the Microsoft Live development dashboard, refer to https://portal.azure.com/#blade/

Microsoft_AAD_RegisteredApps/ApplicationsListBlade.
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OAuth Setup Procedure for Microsoft Live Social Media Login

Complete the following steps to generate an OAuth 2.0 ID for Microsoft Live social media WLAN login.

1. Go to the Microsoft Live development dashboard (https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/

ApplicationsListBlade), and click New registration.

FIGURE 149 Creating a New App Registration

= Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > App registrations

App registrations

& endpoints £ Troubleshooting Q0 Got feedback?

@ Velcome to the new and improved App registrations (now Generally Available). See what's new =

A\ Looking to leamn how it's changed from App registrations (Legacy)?
still want to use App registrations (Legacy)? Go back and tell us why

All applications ~ Owned applications

| J° Start typing a name or Application ID to filter these results

Display name Application (client) ID
JaiTheBot 013037d2-c9de-4f6f-916a-0163495287th
H SalesforceChatBot Deaa2afc-cc7-4006-838f-757e8965b0es
Azure Bridge 3474f3da-b195-448d-2469-dc729e47307d
HotelBot 5151b87-3998-41d5-8939-76fb6603532¢
H SatyaTestBOT 101921bc-1280-4376-8b57-e30f4fd34214
PS_WEB_BOT_CALLCENTERWEBTOCASE_STG f6b8b638-e5¢5-4180-2493-24901b74c8b0
H Azure Stack - Deployment 35814f16-5¢7a-43bd-2230-8¢720a435fca
[—

Load more

https://go.microsoft.com/fwlink/?linkid=2094809

Created On
717/2019
2/8/2018

4/19/2019
8/30/2017
1/14/2018
12/20/2018

4/15/2019

Certificates & secrets
@ current
@ current
@ Current
@ Current
@ current
@ current

@ current

2. Enter a name for the application.

3. For Support Account Types, select Accounts in any organizational directory and personal Microsoft accounts (refer to Figure 150).

168

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A




WLAN Configuration
Guest WLANs

4. Under Redirect URI:, enter a valid redirect callback URL.

NOTE
If you have imported an SSL certificate with a fully qualified domain name (FQDN) to RUCKUS Unleashed, you must use the
FQDN. For example, if the FQDN is mydomain.com, the Redirect URI will be http://mydomain.com/user/auth.jsp.

FIGURE 150 Registering an Application: Configuration Settings

= Microsoft Azure P Search resources, services, and docs (G+/) ‘ Jayfiles@commscopec.. §
5 commscore P

Home > App registrations > Register an application

Register an application X

Supported account types

Wha can use this application or access this API?

O Accounts in this organizational directory only (CommScope enly - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

@ Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (2.g. Skype, Xbox)
Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ HTTPS:/‘;'unIeasPed‘ruckuswireIEss.ccm,user,’authjsp| v

By proceeding, you agree to the Microsoft Platform Policies 7!

Register
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5. Click Register.

Microsoft provides you with the Application (client) ID. Take note of this value, as you must enter it into the web interface later.

FIGURE 151 Noting the Application (Client) ID

£ Outh 2.0
E:.i OAuth 2.0 2 X
[§ Delete | & Encpoints |
B ovenien ﬂ Got s seeandl We weld love your feediback on Micrasoft identity platiorm (previcwsly Azure AD for developer). —+
B Quickstart Display name 1 Owuth 2.0
D : 08bi2dd7-Sod0-afsf-ga34-c187éadate ||
Manage | $147281-3lod-d0ec-Sbo3-fa 29564007
B Branding : dd617eca-bi1a-4T06-ETa2-TeSdclcaih
B authentication al
Cortificates & secrets o Welcaene 12 the rew and improved App registrations. Looking to learn how it's changed fram App registrations (Legacy)? Leam maore
B AP permissions :
Call APls Documentation
& Expose an AP
. owners & m @} I{A Ei
w Roles and administrators [Previ.. E‘ o
i &=
M nanddest EJ)’ l:;}
Build mere powertul 3pps with nich user and busingss data
Hppoo+ Rooleoaiey from Microsoft services and your own company’s daty
} Troubleshooting SOUNCER.
View API pormistions
& New supoor reguest -
6. Create a client secret using the following steps:
a) Under Manage, select Certificates & secrets.
b) Click New client secret.
c) Enter avalue in Description, select an option for Expires, and click Add.
d) Copy and save the client secret because you must enter this value when you log in to the web interface.
FIGURE 152 Noting the Client Secret
Client secrets
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
-+ New client secret
Description Expires Value Copy to clipboard
secretl 8/18/2021 4jSw_LW-NC.7TKTM612¢ch.e2.z04Yfp-2bo s}
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7. Inthe web interface, use the following settings on the Create WLAN configuration screen:
e Under Social Media Logins, select Microsoft.
e  Select Enable HTTPS.
e Under Microsoft Client ID, enter the application (client) ID, as shown in Figure 151.

e  Under Client Password, the client secret, as shown in Figure 152.

FIGURE 153 Microsoft Social Media Login Configuration

WLAN Configuration
Guest WLANs

Create WLAN

Social Media Logins: [ | FacebookWiFi
[] Google/Google+
] LinkedIn

Microsoft

@ Enable HTTPS () Enable HTTP

Input existing client ID/password or click here to generate one

Microsoft Client ID: l Client ID
Client Password: I Password
[] WeChat
GuestPass Self-Service: [ | Enable guestpass self service

Validity Period: (@) Effective from first use
Expire new guest passes if not used within days

() Effective from the creation time

Guest Access Walled Garden

A walled garden is a list of network destinations (URLs or IP addresses) that users can access without going through authentication.

A common use case for this feature is to allow unauthenticated guests to access a company's website or other specific locations prior to entering

guest pass or social media login information.

To create a guest access walled garden entry, go to WiFi Networks > Create/Edit (WLAN) > Advanced Options > Walled Garden. Click Create New

to create a new rule, and enter the destination IP address or domain name in the field.
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FIGURE 154 Enter domain name or IP addresses to allow access to unauthenticated users

Grace Period: (¥ Allow users to reconnect without re-authentication for | 480 | minutes
Authentication Method: « Open 802 1X EAP MAC Address

Encryption Method: WPA2 WPA3 WPAZ/WPA3-Mixed OWE @ None

Accounting Server: | Disabled "| + | &

Send Interim-Update every minutes

Hide Advanced Options w

Restricted Subnet Access | WLAN Priority | Access Control | Radio Control | Walled Garden | Others

Unauthenticated users are allowed to access the following destinations:

e_g. " mydomain.com mydomain.com, *. mydomain_*,192.168 80, 192168 24 or 192.168 80/2.

Order Destination Address Action

* mydomain.com| Save | Cancel

Creale New | Delete

“ LCancel -

Hotspot WLANSs

A hotspot is a venue or area that provides Internet access to devices with wireless networking capability. Hotspots are commonly available in public

venues such as hotels, airports, coffee shops and shopping malls.

Unleashed supports Hotspot WLANSs that conform to the WISPr (Wireless Internet Service Provider roaming) standard. For more information on

Hotspot services, see Hotspot Services on page 363.
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Configuring Global WLAN Settings

Complete the following steps to configure global settings for all WLANS.

1.  In the Wi-Fi Networks section, select the Summary WLAN box, and click Edit.

FIGURE 155 Configuring Global Settings for All WLANs

2 Wi-Fi Networks otal “ Working 41 Disabled 0 v
Traffic: 0.01 MB

Create = More - Dataduration:| 1hour V| DisplayMode: Card v

[Name al
Summary
Summary - 41 Wi-Fi Networks
41 Wi-Fi Networks enabled, 0 Wi-Fi Nefworks disabled
[
Clene E— J! Clients Total 2 Show Clients Info b

il ClientStatus  for last 1 hour
Dedicated

1 [ l ‘ W Excellent Moderate (il Poor

Clients Trafic
5-

1DD-Guest-Open

“
2 D D D : I I I I I I I I I
lients Tiaffic " . . .

2. From the Global Configuration dialog box, select one of the following tabs to configure settings for all WLANSs:

e  Zero-IT Activation: Select an Authentication Server from the list, or click Create Service to create a new one.

e  Default Web Portal Logo: Replace the RUCKUS logo with your own logo to be displayed on the login page when clients connect to a
Web Auth WLAN.

NOTE
The recommended image size is 138 x 40 pixels. The maximum file size is 20 KB.

e  Users: Create new users on the internal database.
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3. Click Apply to save your changes.

FIGURE 156 Global Configuration Settings for All WLANs

@

Global Configuration x

Zero-IT Activation | Default Web Portal Logo | Users

Zero-IT Activation simplifies the configuration of users’ wireless settings. Ask users to connect their wireless devices to either
wired network or dedicated activation WLAN/SSID , and then have them go to the Activation URL shown below. After they
download and run the Zero-IT Activation application, their wireless devices will be configured automatically for WLANSs that
support Zero-IT Activation.

Activation URL: hiips//192.165.0 4/activate

Authentication Server | Local Database v+

R

[ ] [ ] [ ] [ ]
Editing an Existing WLAN
To edit an existing WLAN, expand the Wi-Fi Networks section, click on the WLAN that you want to configure, and click Edit.

FIGURE 157 Click Edit to edit an existing WLAN

‘?‘ Wi-Fi Networks ‘ Al A Tota 4

Traffic: 0.01 MB

s TR e RS

[Name al
Summary
Summary - 41 Wi-Fi Networks
41 Wi-Fi Networks enabled, 0 Wi-Fi Networks disabled.
()
Crents E— J! Clients Total 2 Show Clients Info b
alil Clientstatus  foriast 1 hour
Dedicated
1 [ l ‘ @ Excellent Moderate (il Poor
Clients Traffic
5-
4
1DD-Guest-Open 3-
2 =
b I I I I I I I I
-
lients Traffic. . . .
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FIGURE 158 Modify WLAN settings

WLAN Configuration
Editing an Existing WLAN

Edit WLAN

Accounting Server

Show Advanced Options p

* Name:

Usage Type:

Authentication Method:

Encryption Method:

* Password:

MH350

@ Standard For most regular wireless network usage
® Open O 802.1X EAP O MAC Address

® WPA2 O WPA3 O WPA2/WPA3-Mixed O OWE O None

-

sassanns Show password Show QR Code

(] Allow Legacy Devices connect to this WLAN by previous password.

It only works for online Legacy Devices

: [ Disabled v‘ + &

Send Interim-Update every minutes

=}

If you made any changes, click OK to confirm your changes.
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Using a QR Code to Join a Wi-Fi Network

Instead of entering a Wi-Fi password manually, you can join a Wi-Fi network using a QR code.

Complete the following steps to join a Wi-Fi network using a QR code.

176

FIGURE 159 Joining a WLAN Using a QR Code

From the Unleashed Dashboard, expand the Wi-Fi Networks and select a WLAN. Select More > Show QR Code.

-

WiFi Networks

Traffic: 0.00 MB

Disable
Summary - Total 1 pelete

° ° o Show QR Code

Clients Traffic
1s-wpa
o 0 o ’
Clients. Traffic

Working 1 Disabled 0 v

1hour v | DisplayMode: Card v

1 WiFi Networks enabled, 0 WiFi Networks disabled

: 0 Clients

Client Status for last 1 hour

Show Clients Info p
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2.

In the QR Code page, click Print to print the QR code or scan the QR code using a smartphone camera.

FIGURE 160 QR Code Page

The Show QR Code option is not supported across all WLAN types. Refer to the following table for more information.

Do you want to print the QR code for this Wi-Fi network?

1. How to use Wi-Fi QR code?

X

‘You can print and share it to your users, and ask them to open the camera app on the smartphone and hold it over
the Code. A notification should pop up and connect them to the wireless network automatically. If this did not work,

check the smartphone settings and make sure that the QR Code scanning feature is enabled. If it still not working,
then you may need to ask your user to download a third-party QR Code scanner from smartphone app store.

2. How can | regenerate the QR code later?

You can to to WiFi Networks page and select your WiFi, click the "More” button and then click "Show QR Code"

from the dropdown list, a QR code page should pop up

TABLE 16 QR Code Support for WLAN Types

Open/None Yes
Open WPA2 Yes
Open WPA3 No
Open WPA2/WPA3-Mix No
Open OWE No
802.1x + WPA2 No
802.1x + WPA3 No
802.1x + WPA2/WPA3-Mix No
MAC + WPA2 Yes
MAC + WPA3 No
MAC + WPA2/WPA3-Mix No
MAC + None Yes

Deleting a WLAN

To delete a WLAN, in the Wi-Fi Networks section, select the WLAN box from the list on the left side that you want to delete, and click More >

Delete.

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A

WLAN Configuration
Deleting a WLAN

177



WLAN Configuration
Disabling a WLAN Temporarily

FIGURE 161 Deleting a WLAN

4 WiFi Networks

Traffic: 0.00 MB

Data duration:

Thour ~ | DisplayMode:| Card

Disable

Summary - Total 1

o 0 g Show QR Code

Clients. Traffic

J 0 Clients

Client Status for last 1 hour

Ruckus-Wireless 1

M o o o ’

Clients. Traffic 5-

Ruckus-Wireless 1

@ Excellent Moderate (@l Poor

Show Clients Info p

Click OK when prompted to delete the selected WLAN.

Disabling a WLAN Temporarily

Complete the following steps to temporarily disable a WLAN:

1. In the Wi-Fi Networks section, select the WLAN that you want to disable, and click More > Disable.

2. Click OK when prompted to disable the selected WLAN.

3. Click Enable to re-enable the WLAN.

FIGURE 162 Disabling a WLAN Temporarily

Total 1

Data duration:

Working 1 Disabled 0 v

1hour v Display Mode: Card v

P—3 _—
- WiFi Networks
Traffic: 0.00 ME
Summary - Total 1 Delete
5 o o Show QR Code
Clients Traffic

:10 Clients

Client Status for last 1 hour

Ruckus-Wireless 1

N o o o ’

Clients Traffic 5-

Ruckus-Wireless 1

D Excellent Moderate (i} Poor

Show Clients Info
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Advanced WLAN Configuration Overview

The WLAN Advanced options include settings such as Zero-IT and Dynamic PSK options, WLAN priority, VLAN, access controls, rate limiting,
application policies, URL filtering controls, radio controls and other advanced settings.

The advanced WLAN options available vary depending on the authentication and encryption methods chosen as well as the WLAN usage type.

Configuring Advanced WLAN Options

Complete the following steps to edit the advanced options for a WLAN.

1.  Select the WLAN you want to configure from the WiFi Networks component and click Edit, or click Create to create a new custom WLAN.

2. Click the arrow next to Show Advanced Options to expand the advanced options section.

FIGURE 163 Showing Advanced Options

Create WLAN X

* Name: |

Usage Type: * Standard for most reqular wireless network usage

L —J
-
(O Guest Access guest access policies and access control will be applied
ﬂ | © Hotspot Service known as WISPr -
Authentication Method: @ Open () 802.1XEAP () MAC Address

Summary - Total 1V
. Encryption Method: () WPAZ () WPA3 () WPAZ/WPA3-Mixed () OWE @ None

0 0 B8 Web Authentication: | Enable captive portal/Web authentication
Clie (Users will be redirected to a Web portal for authentication before they can access the WLAN.)
Accounting Server: | Disabled [+ 2 Sl
Send Interim-Update every minuies
Unleashed

0 0 5
Clients Traffic | 5—
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3. Use the following tabs to configure the advanced options according to your preferences:
o  Zero-IT & DPSK: Enable and configure Zero-IT and Dynamic PSK settings for the WLAN. See Zero-IT and DPSK Settings on page 180.

e  WLAN Priority: Contains options for setting the WLAN's priority level, WLAN visibility, VLAN, maximum number of clients and service
schedule. Refer to WLAN Priority Settings on page 187.

o  Access Control: Contains options for configuring Call Admission Control, rate limiting, access controls, application visibility policies,
and URL filtering. Refer to Access Control Settings on page 190.

e Radio Control: Contains options for configuring radio settings including 802.11k radio resource management, background scanning,
load balancing, and band balancing. Refer to Radio Control Settings on page 195.

e  Others: Contains options for configuring force DHCP, inactivity timeout, wireless client isolation, and enabling the Bypass Apple CNA.
Refer to Other Advanced WLAN Settings on page 198.

FIGURE 164 Advanced WLAN Options

Accounting Server | pizapled '| +

Send Interim-Update every minutes

Hide advanced options W'

WLAN Priority | Access Control | Radio Control | Others

Priority: @ High O Low
Hide SSID : [] Hide SSID in Beacon Broadcasting (Closed System)

Access VLAN : Enable Dynamic VLAN
Max Clients : Allow up to clients per AP radio

Service Schedule : @ Always on () Always off () Specific

4. Click OK to save your changes.

Zero-IT and DPSK Settings

Zero-IT and Dynamic Pre-Shared Key (DPSK) are two unique RUCKUS technologies that provide enhanced security, improved user credentials
maintenance, and reduced IT support requirements for client wireless configuration.

Zero-IT

Zero-IT Activation allows network users to self-activate their devices for secure access to your wireless networks with no manual configuration
required by the network administrator.

Once your Unleashed network is set up, you need only direct users to the Activation URL, and they will be able to automatically activate their

devices to securely access your wireless LAN.
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At the activation URL, users must first enter a valid user name and password to be granted this access. Users can be authenticated against either an
internal database (manually configured for each user), or against an external authentication server, such as Active Directory or RADIUS. For smaller
deployments, you can manually create user accounts on the internal user database from the Admin & Services > Users screen. If an external server
is used, you must configure Unleashed with the IP address and login for the external auth server.

Once authentication is successful, a Zero-IT Activation file is downloaded and run on the client device, automatically configuring the device's
wireless connection settings.

FIGURE 165 Enabling Zero-IT for a WLAN

Password: | | Show password

Accounting Server: | Disabled '| +

Send Interim-Update every minutes
Hide advancad options ¥

Zero-IT & DPSK | WLAN Priority | Access Control | Radio Control | Others

Zero-IT Activation™: ¢ Enable Zero-IT Activation

Dynamic PSK™: @ Disable ) Internal ) External

Dynamic PSK

Dynamic PSK (DPSK) is a unique RUCKUS feature that enhances the security of normal Pre-Shared Key (PSK) wireless networks. Unlike typical PSK
networks, which share a single key amongst all devices, a DPSK network assigns a unique key to every authenticated user. Therefore, when a person
leaves the organization, network administrators do not need to change the key on every device.
RUCKUS DPSK offers the following benefits over standard WPA2-PSK security:

e  Every device on the WLAN has its own unique DPSK that is valid for that device only (by default).

e  Each DPSK is bound to the MAC address of an authorized device; even if that PSK is shared with another user, it will not work for any other
machine.

e Since each device has its own DPSK, you can associate a user (or device) name with each key for easy reference.

e  Each DPSK may also have an expiration date; after that date, the key is no longer valid and will not work.

e  DPSKs can be created and removed without impacting any other device on the WLAN.

e If a hacker manages to crack the DPSK for one client, it does not expose other devices that are encrypting their traffic with their own

unique DPSKs.

DPSKs can be created in bulk and manually distributed to users and devices, or they can be sent as part of the Zero-IT automatic provisioning file
that is sent when a client connects to the network for the first time using Zero-IT Activation.

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A 181



Advanced WLAN Configuration
Zero-IT and DPSK Settings

NOTE
Zero-IT and DPSK features are only available on WLANs with WPA2 encryption.

Enabling Zero-IT for a WLAN

To enable Zero-IT for a WLAN:

Expand the Wi-Fi Networks section, and click Create (or Edit an existing WLAN).
Select Standard for Usage Type, and either Open or 802.1X EAP for Authentication Method, and WPA2 for Encryption Method.

1.
2
3. Click Show advanced options, then select the Zero-IT & DPSK tab.
4. Enable the Zero-IT Activation check box.

5

Optionally, enable Dynamic PSK to allow Zero-IT auto-configuration with Dynamic Pre-Shared Keys for each client. (See Enabling DPSK for
a WLAN on page 182 for more information).

6. Click OK to save.

This WLAN is now ready to allow users to self-configure their client devices using a Zero-IT auto-configuration file that will be provided once a user
successfully logs in to the WLAN.

Enabling DPSK for a WLAN

Complete the following steps to enable DPSK for a WLAN.

1. Expand the Wi-Fi Networks section, and click Create to configure a new WLAN (or Edit for an existing WLAN).
2. For Usage Type, select Standard.
3. For Authentication Method, select Open.
4. For Encryption Method, select WPA2.
5. Click Show advanced options and select the Zero-IT & DPSK tab.
6. For Dynamic PSK, choose one of the following options:
e Internal: Use the internal database for client authentication.

e  External: Use an external AAA (RADIUS) server for client authentication.
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If using an external RADIUS server for authentication, select the authentication server from the list and click OK to save.

FIGURE 166 Using an External RADIUS Server for DPSK Authentication

Encryption Method: ® WPA2 None o

Accounting Server: +

Send Interim-Update every minutes

Hide advanced options W

Zero-IT & DPSK ‘ WLAN Priority | Access Control | Radio Control | Others

Dynamic PSK™: ) Disable ) Internal @ External

Authentication Server | RADIUS 1 MIE

“ Cancel

If using an internal database, continue with the following steps.
For DPSK Type, select one of the following options:
o  Secure D-PSK: Includes almost all printable ASCII characters, including periods, hyphens, dashes, and so on. This option is more

secure; however it may be difficult to use for mobile clients whose keyboards may not contain the entire set of printable ASCII
characters.

o  Mobile Friendly D-PSK: Select this option if this WLAN is used for mobile clients. This range of characters is limited to lowercase
letters, uppercase letters, and numbers that makes it easier for users to input the DPSK when activating a mobile client to a Zero-IT
WLAN. (You may also want to limit the DPSK length to 8 characters for the convenience of your mobile client users.)

o  User Friendly D-PSK: This option includes numbers only. By default, the DPSK length is set to 8 characters automatically and the
maximum DPSK length is 62 characters.

NOTE
All generated DPSK keys (only numbers) must also be unique within the same WLAN and MAC address (bound or
unbound).

For DPSK Length, enter a PSK passphrase length (from 8 through 62 characters).

Expire D-PSK: Set the time interval from when the DPSK must expire. For Validity Period, select whether the DPSK expiration period will
start from first use or the creation time.

Limit D-PSK: By default, each authenticated user can generate multiple DPSKs. Select this option to limit the number of DPSKs that each
user can generate across multiple devices (1 through 4).

Shared D-PSK: Enable this option to allow a single user to share a single DPSK across multiple devices. By default, each DPSK is unique and
mapped to a single MAC address; the Shared D-PSK option allows the administrator to override this rule and allow a user to share a single
DPSK across multiple devices.

Click OK to save your changes.

This WLAN is now ready to authenticate users using DPSKs once their credentials are verified against either the internal database or an external
AAA server.
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FIGURE 167 Using the Internal Database for DPSK Authentication

Hide Advanced Options W

Zero-IT & DPSK | WLAN Priority | Access Control | Radio Control | Others

Zero-IT Activation™: Enable Zero-IT Activation

]
o
=
1]
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I
[=}
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WLAN users are provided with wireless configuration installer
Dynamic PSK™ : O Disable @ Internal O External

All generated D-PSK of the WLAN could be removed if configurations related to D-PSK

are changed for more detail, please refer to help document.

DPSK Type : O Secure D-PSK The key will include nearly all printable ASCII characters
O Mobile Friendly D-PSK The key will include numbers, lower case and upper case letters.
® User Friendly D-PSK  The key will only include numbers.

DPSK Length : character passphrase.
Expire D-PSK Set when the D-PSK should expire

Validity Period: @ Effective from first use O Effective from creation time

Limit D-PSK () Limit D-PSK generation per user to devices.

Currently allow 1~4 devices per user

Shared D-PSK (] Enable one D-PSK to share with devices(2-2048).

-

NOTE
For information on DPSK management and batch generation, refer to Dynamic PSK on page 355.

DPSK Functionality for Legacy and Non-Legacy Devices
The following use cases apply to DPSK functionality for legacy and non-legacy devices:
e If you change the name of the WLAN SSID, Unleashed deletes all the DPSKs of legacy and non-legacy devices.
e |f Dynamic PSK is changed from Internal to External or Disable, Unleashed deletes all the DPSKs of legacy and non-legacy devices.
e |f DPSK Validity Period or Shared DPSK options are changed, Unleashed deletes all the DPSKs of non-legacy devices only.
e |f Allow Legacy Devices to connect to WLAN by previous password is disabled, Unleashed deletes DPSKs of legacy devices only.
e If the legacy device is unmarked, Unleashed deletes the DPSK of this legacy device.

o |If the legacy device is deleted from the Ul, Unleashed does not delete the DPSKs of this legacy device.
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Using External DPSK with RADIUS Authentication
Using an external AAA server for managing Dynamic Pre-Shared Keys provides several advantages to internal DPSKs stored on the AP or controller.

The external DPSK feature allows customers to exceed the maximum number of DPSKs that can be stored on the controller, and provides the option
to store and manage DPSKs on the AAA server for distribution to multiple controllers.

To enable external DPSK using an external authentication server:
1.  Go to WiFi Networks > Create/Edit WLAN > Advanced Options > Zero-IT & DPSK.
2. In Dynamic PSK, select External.

3. In Authentication Server, select or create an AAA server entry.

4

Click OK.

FIGURE 168 External DPSK

Encryption Method: (= WPAZ WPA3 WPA2/WPA3-Mixed OWE None

Accounting Server: | Disabled '| + 7

Send Interim-Update every minutes

Hide Advanced Options W

Zero-IT & DPSK | 'WLAN Priority | Access Control | Radio Control | Others

Dynamic PSK™: ) Disable \mern4 ® External I

Authentication Server | Ruckus RADIUS '| + | &

5. The controller will send Access-Request messages to the RADIUS server with following attributes: Ruckus-SSID, Ruckus-—
BSSID, User-Name, Ruckus-Dpsk-Params.

6. The AAA server sends back a RADIUS Access—-Accept or Access—-Reject message with the following attributes: Access-
Accept: Calling-station-id, Tunnel-Type, Tunnel-Medium-Type, Tunnel-Private-Group-Id, MS-
MPPE-Recv-Key, Session-Timeout, Ruckus-User-Groups, User-Name.The MS-MPPE-Recv-Key is mandatory.

NOTE
If the User—Name attribute is empty in the Access—-Accept packet of external Radius server, the column User in the web
Ul uses the User-name attribute from the Access—-Request packet of Unleashed.
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7. The AAA server generates a DPSK key (PMK) for each wireless station. This key is encrypted and entered in the attribute MS-MPPE-
Recv-Key: PMK = PBKDF2 SHAl (PassPhrase, Wlan-SSID, Wlan-SSID-Len, 4096, 32).SeeRFC2548 Chapter
2.4.3.

NOTE
The WLAN-SSID attribute will exist in the authentication request. The AAA server can use this value to generate the PSK or the
AAA server can be pre-configured with WLAN-SSID value.

8. The AAA server calculates the wireless station’s Pairwise Transient Key (PTK) from the Ruckus-Dpsk-Paramns attribute (AKM Suite,
Cipher, Anonce, EAPOL-Key-Frame)inthe Access-Request message and generates the PMK key, and finally verifies the
Key MIC of the station. If it matches, the RADIUS server will send back an Access-Accept message with the MS-MPPE-Recv-Key
attribute.

9. With the DPSK keys generated managed by the AAA server, the controller's internal max DPSK limits are avoided and an unlimited number
of DPSKs can be generated.

External DPSK RADIUS Attribute Value Pairs
The RADIUS Attribute Value Pairs (AVP) and Vendor Specific Attributes (VSA) used in external DPSK generation are listed in the following table.

The following parameters are used in access-request messages.

TABLE 17 Access-Request Message Parameters

Parameter IAVP / VSA name Comment

1 SSID Ruckus-SSID Since DPSK passphrases are bound to SSIDs, it's expected that AAA
server will have the PMK lists indexed by SSID value.

2 UE's MAC address User-Name This AVP chosen for backward compatibility with MAC Authentication
use case. The AAA server can override this value with a real (human or
account) user-name when User-Name AVP is included in an Access-
IAccept or Access-Reject message.

3 IAP's BSSID Ruckus-BSSID Note: the AAA Interface Document needs to be updated. Currently it
states, "BSSID for each WLAN in each radio"; however, only a single
BSSID (the one the client has associated with) is included in the VSA.

4 /Anonce Ruckus-DPSK-params This is a new RUCKUS VSA, defined below.

5 Snonce Ruckus-DPSK-params IThe Snonce is parsed from the EAPOL Key Frame field of Ruckus-dpsk-
params.

6 MIC Ruckus-DPSK-params The MIC is parsed from the EAPOL Key Frame field of Ruckus-dpsk-
params.

7 4AWHS-M2 EAPOL Key frame Ruckus-DPSK-params The EAPOL-Key-Frame is used for the MIC calculation.

8 Cipher Ruckus-DPSK-params If the UE has negotiated TKIP-based encryption (this would be a really

old device), then the key integrity algorithm is different than AES
(Advance Encryption Standard, the encryption algorithm currently in
use). In this case, AAA server also has to use the same algorithm as the
UE in order to properly identify the PMK. TKIP is indicated according to
the Cipher octet (see below). Note that two different integrity
algorithms are used: HMAC-SHA1 ands HMAC-MD5.

9 IAKM Suite Ruckus-DPSK-params [The use of the AES key integrity and key hierarchy is indicated by the
IAKM Suite value. If the UE has negotiated FT encryption (FT - fast
transition, aka 802.11r), generating the PTK from the PMK uses a
different algorithm than AES. In this case, AAA server also has to use
the same algorithm as the UE in order to properly identify the PMK.
The AKM Suite value indicates whether FT is used.
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The following parameters are used in access-accept/access-reject messages.

TABLE 18 Access-accept/Access-reject Message Parameters

Parameter RADIUS AVP or VSA name Mandatory / Optional (Comment
1 MS-MPPE-Recv-Key MS-MPPE-Recv-Key Mandatory Included whenever the AAA server has found a
matching PMK (for either bound or unbound
case).
2 PMK-time Session-Timeout Mandatory Included whenever the AAA server has found a

matching PMK, this is PMK expired time for the
controller. Its range could be 0-14400 minutes.

3 User-name User-name Optional Included if admin desires the username to be
included in syslog events generated by the
controller.

4 IVLAN assignment The following triplet of AVPs: Optional Included if admin requires dynamic VLAN

1 Tunnel-Type assignment. Note: the Tag field in all three
: yp /AVPs is set to the same value (see RFC-2868 ).
2. Tunnel-Medium-Type .
u ium-Typ 1.  Tunnel-Type is set to the value
3. Tunnel-Private-Group-Id "VLAN". Note: the AVP encodes this
enumeration as an integer set to

the value of 13 (see RFC-3580).

2. Tunnel-Medium-Type is set to the
string value of "802"

3. Tunnel-Private-Group-Id is set to the
value "<VLAN ID>". VLAN ID has a
value between 1 and 4094 and is
encoded as a string (see RFC-3580).

5 Ruckus-User-Groups Ruckus-User-Groups Optional Ruckus-User-Groups is used as Role of UE, It is
the same as "Group Attributes " in ZD WebUI
Configuration "Roles and Policies ".

6 IAuthorization reason Reply-message Optional Included if AAA server sends an Access-Accept
in the workflow for DPSK passphrase renewal.
\When included, the ZD shall copy the contents
of this AVP to the relevant syslog message
(event ID 206 clientAuthorization).

WLAN Priority Settings

From the WLAN Priority tab, you can set a WLAN's priority level, visibility, VLAN, maximum number of clients allowed per AP radio, and service
schedule.
e  BSS Priority: Set the priority of this WLAN to Low if you would prefer that other WLAN traffic takes priority. For example, if you want to
prioritize internal traffic over guest WLAN traffic, you can set the priority in the guest WLAN configuration settings to Low. By default, all
WLANSs are set to High.
e  Hide SSID: Select this option if you do not want the ID of this WLAN advertised at any time. This will not affect performance or force the
WLAN user to perform any unnecessary tasks.
o  Access VLAN: By default, all wireless clients are placed into a single VLAN (with VLAN ID 1). If you want to tag this WLAN traffic with a
different VLAN ID, enter a valid VLAN ID (from 2 through 4094) in the field.
e  Enable Dynamic VLAN: Dynamic VLAN can be used to automatically and dynamically assign wireless clients to different VLANs based on
the RADIUS attributes. Enable Dynamic VLAN option is only available for 802.1X EAP WLANSs with a RADIUS server configured.
e  Max Clients: Limit the number of clients that can associate with this WLAN per AP radio (default is 100 clients, and the maximum is 256
clients).
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o Service Schedule: Use the Service Schedule tool to control which hours of the day or days of the week to enable or disable the WLAN
service. For example, a WLAN used for students at a school can be configured to provide wireless access only during school hours. Click a
day of the week to enable or disable this WLAN for the entire day. Colored cells indicate when the WLAN is enabled. Click and drag to
select specific times of day. You can also disable a WLAN temporarily, for example, for testing purposes.

NOTE

The Service Schedule tool will not work properly if the RUCKUS Unleashed network does not have the correct time. To ensure
the correct time is always maintained, configure an NTP server and point the RUCKUS Unleashed Master AP to the NTP server's
IP address, as described in Configuring the System Time on page 314.

NOTE

Beginning with RUCKUS Unleashed 200.15, the WLAN service schedule functionality is no longer based on the browser time
Zone.

- The WLAN service schedule is based on the configured RUCKUS Unleashed system time.

- You can change the system time from the Admin & Services > System > System Time screen.

- The WLAN service schedule configurations are migrated based on the RUCKUS Unleashed system time zone instead of the

browser time zone.

FIGURE 169 Configuring a Specific Service Schedule for a WLAN

WLAN Priority | Access Control Radio Control  Others
© BSS Priority: O High  Low
Hide SSID: Hide SSID in Beacon Broadcasting (Closed System)
Access VLAN: 1 Enable Dynamic VLAN
Max Clients: Allowupto 100 clients per AP radio

Service Schedule: O Always on Always off Specific

BSS Priority

Basic Service Set (BSS) Priority configures virtual access points (VAPs) to receive less airtime compared to others on the same radio, optimizing
network performance and resource allocation.

Feature Overview

The Airtime Fairness (ATF) functionality ensures that all VAPs and their clients on a radio receive equal airtime. VAPs refer to the capability of a
single physical access point (AP) to support multiple, distinct wireless networks by broadcasting multiple Service Set Identifiers (SSIDs). BSS Priority
allows the configuration of lower priority for specific VAPs, thus reducing their clients' airtime compared to those connected to higher-priority VAPs.
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The ATF feature calculates the total number of clients per radio and shares airtime equally. However, with BSS Priority, clients on lower priority VAPs
receive further reduced airtime units, ensuring higher priority VAPs and their clients get more airtime.

NOTE
By default, when a VAP is created on a WLAN, it is initially categorized as a high-priority VAP, meaning it will receive a larger share of
airtime compared to lower-priority VAPs on the same AP. For more information refer to

Functional Requirements

e Integration with ATF: BSS Priority works hand-in-hand with ATF to manage and allocate airtime fairly across different VAPs on the same
radio.

e  Periodic and Event-Driven Evaluation: Airtime units are recalculated every second and whenever a client joins or leaves a VAP, ensuring
dynamic and responsive airtime management.

e  Storage in Peer Structure: The allocated airtime for each client is stored in their respective peer structures, facilitating efficient tracking
and management of airtime distribution.

Platform Requirements

Implementing BSS Priority requires compatible hardware (APs and controllers), support for IEEE Std. 802.11ac and QoS, integration with the ATF
functionality, and effective configuration and monitoring tools. Ensuring these platform requirements are met will enable efficient and effective use
of BSS Priority to optimize airtime allocation and network performance.

Limitations of Current ATF Implementation

o Lapsing of Unused Airtime Units for High Priority VAP Clients: Unused airtime units for clients connected to high-priority VAPs are not
carried over or reallocated. This could lead to inefficiencies, as valuable airtime is wasted if not used by high-priority clients.

e Reallocation of Unused Airtime Units for Low Priority VAP Clients: Unused airtime units for clients connected to low-priority VAPs can be
utilized by high-priority VAP clients. While this helps in utilizing available airtime, it can lead to a scenario where low-priority clients might
consistently receive less airtime if high-priority clients always consume the extra available airtime.

e Applicability Only to Downlink (DL) Traffic: This implementation only applies to downlink traffic (from AP to clients). Uplink traffic (from
clients to AP) is not affected by these airtime allocation rules, which may result in inconsistent performance improvements.

e Client Count-Based Allocation: Airtime allocation is based purely on the number of connected clients. This approach does not account for
the actual data requirements or usage patterns of the clients, which can lead to suboptimal allocation in real-world usage scenarios where
client demands vary significantly.

o  Lack of Fairness for Low Priority Clients: Low-priority VAP clients may consistently receive less airtime, especially in environments with
heavy traffic from high-priority VAP clients. This could result in poor performance for clients connected to low-priority VAPs.

Best Practices

BSS Priority complements the IEEE 802.11ac standard by allowing finely tuned control over airtime allocation among VAPs on the same radio. This
ensures that the advanced capabilities of IEEE 802.11ac are used efficiently to provide the best possible performance for different types of users
and applications in a Wi-Fi network.

Prerequisites
BSS Priority in a Wi-Fi network has several prerequisites to ensure proper functionality and integration. The key prerequisites are listed below:

e  Compatible APs with the latest firmware supporting BSS Priority
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APs must comply with IEEE 802.11ac standards
Support for ATF functionality for managing airtime allocation

Ability to support multiple VAPs and a large number of clients

Access Control Settings

The Access Control tab provides the following options:

190

Call Admission Control: Disabled by default. Enable Wi-Fi Multimedia Admission Control (WMM-AC) to support Polycom/Spectralink
Voice Interoperability for Enterprise Wireless (VIEW) certification. When enabled, the AP announces in beacons if admission control is
mandatory for various access categories and admits only the traffic streams it can support based on available network resources. When
network resources are not sufficient to provide this level of performance, the new traffic stream is not admitted. Call Admission Control is
effective only when both the AP and the client support WMM-AC. RUCKUS APs are capable of handling hundreds of simultaneous clients,
but when it comes to VolP traffic, the number of VolP calls must be policed to ensure adequate voice and video quality. RUCKUS
recommends limiting bandwidth allocation to six calls (four active calls and two reserved for roaming) on the 2.4 GHz radio and ten calls
on the 5 GHz radio (seven active calls and three reserved for roaming). Enable this feature if you want this WLAN to serve as a VolP WLAN
to support Spectralink phones.

Rate Limit: Rate limiting controls fair access to the network. When enabled, the network traffic throughput of each network device (that
is, a client) is limited to the rate specified in the traffic policy, and that policy can be applied on either the uplink or downlink. Use the Per
Station Uplink and Per Station Downlink lists to limit the rate at which WLAN clients upload and download data. The "Disabled" state
means rate limiting is disabled; thus, traffic flows without prescribed limits.

NOTE
If SSID rate limiting is enabled, per Station rate limiting is not configurable.

Access Control: Use the Layer 2 MAC ACL, Layer 3/4 ACL, and Device Policy lists to apply to the VLAN. An access control entry or a device
policy must be created before being available here. For more information, refer to Access Control on page 342.

Application Visibility: Enable Application Visibility to allow APs to collect client application data, which can then be consolidated for use
by the application recognition and control pie charts (refer to Application Recognition and Control on page 346), and can be used to deny
access or rate limit application traffic based on administrator-configured application policies.

- Apply Policy Group: This option allows the administrator to deny application access or rate limit application traffic based on
predefined or user-defined applications. Using application policies, administrators can block specific applications if they are seen to
be consuming excessive network resources, or enforce network usage policies such as blocking social media sites. For more
information, refer to Application Policies on page 192.

URL Filtering: Enable URL Filtering and select a URL Filtering Profile from the list (or create a new one). For more information, see URL
Filtering on page 380.

WiFi Calling: Enable Wi-Fi Calling, which is a service for Android and iOS smartphones that allows clients to make and receive voice phone
calls over a Wi-Fi connection. For more information, see Wi-Fi Calling on page 386.

Qos Mirroring: For each WLAN, you can choose one of the following settings to manage Quality of Service (QoS) Mirroring. By default,
Enabled via Protocol is enabled.

-  Disabled: QoS mirroring is disabled for all clients on this WLAN.

- Enabled via Protocol: QoS mirroring is enabled only for clients that send Mirrored Stream Classification Service (MSCS) requests
during the handshake process. Legacy clients are not supported with this QoS preference.

- Enabled for All: Unilateral mode is applied for this option and QoS mirroring is enabled for all clients, including legacy clients and
MSCS-supported clients, on this WLAN.

For more information, refer to #unique_136.
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FIGURE 170 Advanced WLAN Settings - Access Control Configuration
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Quality of Service (QoS) Mirroring

The Quality of Service (QoS) Mirroring feature enables the AP to apply identical traffic priorities (Voice, Video, Best Effort or Background) to

downlink flows so that they correspond to their respective uplink flows. Due to either deliberate or unintentional factors, downlink packets

frequently lack priority markings. With QoS Mirroring, the AP gives precedence to real-time flows, such as voice, video conferencing, and gaming,

over asynchronous flows like file downloads and movie streaming, in accordance with the associated upstream traffic flows within the WLAN.

The following QoS mirroring modes are implemented:

e  Mirrored Stream Classification Service (MSCS) implemented as per IEEE standards

e  RUCKUS Unilateral QoS mirroring implemented as a RUCKUS Proprietary
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Mirrored Stream Classification Service

The Mirrored Stream Classification Service (MSCS) is a WI-FI CERTIFIED QoS Management™ technology that allows each client device to request the
AP to assign priorities to specified downlink traffic flows, aligning the priorities with what the client initially assigned to the corresponding uplink
traffic flows. In this operational mode, the client prompts the AP to initiate mirroring by sending the AP an MSCS request.

The AP performs QoS treatment for certain uplink IP flows that results in reduced latency and a better end-user experience with real-time
applications. For example, a client can request that gaming traffic has a higher priority on the network than other traffic associated with watching
streaming content or browsing the web. Even if there are other clients using the same network to the maximum, the game traffic is given the
highest priority, resulting in reduced latency and a better gaming experience.

MSCS begins only when the downlink packet from the server is tagged as differentiated services code point (DSCP) 0x00 (in other words, the packet
is not classified). The client devices use a dedicated frame exchange to trigger the MSCS process. The MSCS functionality works only for client
devices that support MSCS.

RUCKUS Unilateral Mirroring

Unilateral Mirroring is an exclusive RUCKUS feature that provides QoS mirroring without requiring signaling between the AP and the client,
extending the advantages of mirroring to legacy clients that lack support for MSCS. When QoS Mirroring is enabled for all clients, the AP
automatically assigns an equivalent priority to each downlink flow for a legacy client, mirroring each of its flow with the priority of its corresponding
uplink flow. Clients with MSCS support explicitly initiate mirroring by sending an MSCS request to the AP.

The Unilateral mirroring feature mirrors the downlink user priority (UP) or traffic identifier (TID) corresponding to its uplink UP/TID, and the AP does
not expect any request from the station (STA). The AP mirrors uplink UP/TID to downlink UP/TID when the downlink packets from the server are
DSCP 0x00. The client devices do not use a dedicated frame exchange to trigger the Unilateral QoS process. This mode supports both MSCS clients
and non-MSCS clients.

Application Policies

For instructions on configuring Application Control Policies, see Creating an Application Control Policy on page 193.

This option allows the administrator to deny application access by blocking any HTTP host name (FQDN - Fully Qualified Domain Name) or L4 port.
Using application denial policies, administrators can block specific applications if they are seen to be consuming excessive network resources, or
enforce network usage policies such as blocking social media sites.

The following usage guidelines need to be taken into consideration when defining application control policies:

e  "www.corporate.com" - This will block access to the host web server at the organization "corporate.com" i.e., the FQDN. It will not block
access to any other hosts such as ftp, ntp, smtp, etc. at the organization "corporate.com".

e "corporate.com" - This will block access to all hosts at the domain "corporate.com," i.e., it will block access to www.corporate.com,
ftp.corporate.com, smtp.corporate.com, etc.

e  "corporate" - This will block access to any FQDN containing the text "corporate" in any part of the FQDN. Care should be taken to use as
long as possible string for matching to prevent inadvertently blocking sites that may contain a shorter string match i.e., if the rule is "net"
then this will block access to any sites that have the text "net" in any part of the FQDN or ".net" as the FQDN suffix.

e  *.corporate.com - This is an invalid rule. Wildcard "*" and other regular expressions cannot be used in any part of the FQDN.

e  "www.corporate.com/games" - This is an invalid rule. The filter cannot parse and block access on text after the FQDN, i.e., in this example
it cannot filter the microsite "/games".

NOTE
Many global organizations have both a ".com" suffix and country specific suffix such as ".co.uk", ".fr", ".au".etc. To block access to, for
example, the host web server in all regional specific web sites for an organization, a rule like "www.corporate" could be used.
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NOTE

Many global organizations use distributed content delivery networks such as Akamai. In such cases creating a rule such as
"www.corporate.com" may not prevent access to the entire site. Further investigation of the content network behavior may need to be
undertaken to fully prevent access.

NOTE
When using port-based rules, there is no distinction between the TCP and UDP protocols, so care should be taken if wishing to block a
specific application port, as this will apply to both IP protocols and may inadvertently block another application using the other protocol.

Creating an Application Control Policy

Application control policies can be used to block access to certain applications, to rate limit traffic identified as belonging to certain applications, or
to perform QoS traffic shaping on traffic identified as belonging to a certain application.

NOTE
For more information on configuring and enforcing application control policies, see Application Policy on page 348.

To create an Application Control Policy:

N o v &

Go to WLAN > Advanced Options > Access Control.
Enable Application Visibility.

In Apply policy group, click Create New to create a new policy.

NOTE
Alternatively, go to Admin & Services > Services > Application Recognition & Control > Application Policy to configure multiple
application policies and then apply them to WLANSs one by one.

Enter a Name and optionally a Description for the policy.
In Rules, click Create New to create a new rule for this policy.
In Rule Type, select whether this will be a Denial policy, a Rate Limiting policy or a QoS policy.

In Application Type, Select System Defined or one of the user-defined application types (IP-based, port-based or application name-
based).
In Application, select the user-defined application from the list, or select the application category and application name from the list of

system-defined applications.

If the Rule Type you selected was Rate Limiting or QoS, enter the uplink and downlink speeds at which to limit this application, or the QoS
traffic shaping rules to enforce if it is a QoS rule.
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10. Click Save to save the rule, and click OK to save the policy.

FIGURE 171 Applying an Application Control Policy to a WLAN
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FIGURE 172 Creating an Application Control Policy for a specific website
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Radio Control Settings

The Radio Control tab provides options for configuring radio settings for the WLAN, such as load balancing, band balancing, fast BSS transition, and

radio resource management.

NOTE
The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The following 6G-
related options are visible but not functional in this Unleashed release 200.16 firmware:

o  Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization
option for Wi-Fi 7 APs

o  Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for Wi-Fi 7 APs
e  Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

e Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run a
background scan on the 6GHz radio every option in Background Scanning tab, respectively

e  Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field

The following options can be configured on a per-WLAN basis:

Fast BSS Transition: (Disabled by default.) The Fast BSS Transition feature uses messages and procedures defined in 802.11r to allow
continuous connectivity for wireless devices in motion, with fast and secure handoffs from one AP to another. A fast BSS transition is a BSS
transition in the same mobility domain that establishes the state necessary for data connectivity before the re-association rather than
after the re-association. In this way, clients that support the 11r standard (including iOS devices) can achieve significantly faster roaming
between APs.

Radio Resource Management: (Disabled by default.) Radio Resource Management utilizes 802.11k Neighbor Reports, which are sent by
the AP to inform clients of the preferred roaming target AP. The client sends a neighbor report request to an AP, and the AP returns a
neighbor report containing information about known neighbor APs that are candidates for a service set transition.

Background Scanning: Background scanning regularly samples the activity in all Access Points to assess RF usage for automatic optimal
channel selection, to detect rogue APs, and to determine which APs are near each other for radio resource management and load
balancing. These scans sample one channel at a time in each AP so as not to interfere with network use.

Load Balancing: Enabling load balancing can improve WLAN performance by helping to spread the client load between nearby access
points. The load balancing feature can be controlled from within the web interface to balance the number of clients per radio on adjacent
APs. "Adjacent APs" are determined by the Master AP by measuring the RSSI during channel scans. After startup, the Master AP uses
subsequent scans to update the list of adjacent radios periodically and when a new AP sends its first scan report. When an AP leaves, the
Master AP immediately updates the list of adjacent radios and refreshes the client limits at each affected AP. Once the Master AP is aware
of which APs are adjacent to each other, it begins managing the client load by sending desired client limits to the APs. These limits are
"soft values" that can be exceeded in several scenarios, including: (1) when a client’s signal is so weak that it may not be able to support a
link with another AP, and (2) when a client's signal is so strong that it really belongs on this AP. The APs maintain these desired client limits
and enforce them once they reach the limits by withholding probe responses and authentication responses on any radio that has reached
its limit.

Band Balancing: (Enabled by default.) Band balancing balances the client load on radios by distributing clients between the 2.4 GHz, 5
GHz, and 6 GHz radios. To balance the load on a radio, the AP encourages dual-band clients to connect to the 5 GHz band when the
configured percentage threshold is reached.

802.11d: (Enabled by default.) The 802.11d standard provides specifications for compliance with additional regulatory domains (countries
or regions) that were not defined in the original 802.11 standard. For optimal performance of Apple iOS devices, it is recommended that
you enable this option.

NOTE
Some legacy embedded devices (such as wireless barcode scanners) may not operate properly if the 802.11d option is enabled.
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e  Enable WLAN on: (Enabled by default on both radios.) Manually enable or disable WLAN service per radio. Select 2.4 GHz, 5 GHz, or 6
GHz. This option allows you to create separate WLANs on the three radios independently.

For more information, refer to Creating Separate WLANSs for 2.4, 5, and 6 GHz Radios on page 197.

e  OFDM Only: Enable this option to disable CCK rates of 1, 2, 5.5, and 11 Mbps; therefore, 802.11b-only clients cannot connect to the
WLAN. Beacons and probe responses are transmitted at 6 Mbps, and data frames at 6, 9, 18, 24, 36, 48, and 54 Mbps. Enforcing higher
minimum data rates increases overall network throughput capacity, but reduces the distance at which clients are able to remain
connected. OFDM Only is supported only on the 2.4 GHz and 5 GHz radios.

e  BSS Min Rate: Use this option to configure the minimum transmission rate supported by the WLAN. When OFDM Only is enabled, BSS
Min Rate offers three options: Default, 12 Mbps, and 24 Mbps. If set to Default, Mgmt Tx rate is fixed at 6 Mbps. This option can also be
used to prevent 802.11b clients from connecting, and to allow greater client density with higher data rates. BSS Min Rate is supported
only on the 2.4 GHz and 5 GHz radios.

NOTE
When BSS Min Rate is set to a non-default value, Mgmt Tx Rate cannot be set manually and its value must be consistent with
BSS Min Rate.

e  Mgmt Tx Rate: Use this setting to configure the rate at which management frames are sent. The default is 2 Mbps. This option is only
available if both OFDM Only and BSS Min Rate are disabled. (Otherwise, Mgmt Tx Rate is defined by those settings.)

®  Wi-Fi 6/7: Use this setting to allow some legacy Wi-Fi 5 clients with out-of-date drivers to interoperate with a Wi-Fi 6 or Wi-Fi 7 AP. By
default, Wi-Fi 6/7 is enabled. Use this setting if you cannot ensure that all the client drivers on the network are up-to-date and free of
bugs. Wi-Fi 6 or Wi-Fi 7 clients connecting to this WLAN on a Wi-Fi 6 or Wi-Fi 7 AP will not be able use Wi-Fi 6/7 features such as
Orthogonal Frequency-Division Multiple Access (OFDMA), Target Wake Time (TWT), 6 GHz operation, Preamble puncturing, 320 MHz
bandwidth, and Multi-Link Operation (MLO).

NOTE
If you turn off WiFi 6/7 mode, the 6 GHz radio will stop working.
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FIGURE 173 Radio Control Options
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Creating Separate WLANs for 2.4, 5, and 6 GHz Radios

Use the Enable WLAN on option to configure 2.4, 5, or 6 GHz radio service on or off for the WLAN. This allows you to create separate WLANSs that

each operates on one or the other of the 2.4, 5, or 6 GHz radios.

Advanced WLAN Configuration
Radio Control Settings

In some scenarios, it may be preferable to deploy a separate WLAN/SSID for each radio; one 2.4 GHz SSID, one 5 GHz SSID, and one 6 GHz SSID. In
this way, you can ensure that all 2.4 GHz-only devices connect to the 2.4 GHz WLAN only, while 5 GHz-capable devices are allowed to connect to the
5 GHz WLAN, and the 6 GHz-capable devices are allowed to connect to the 6 GHz WLAN.

NOTE

The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The following 6G-

related options are visible but not functional in this Unleashed release 200.16 firmware:

o  Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization
option for Wi-Fi 7 APs

o  Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for Wi-Fi 7 APs

o Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

o Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run a

background scan on the 6GHz radio every option in Background Scanning tab, respectively

e  Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field
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Complete the following steps to create a separate WLANSs for 2.4, 5, and 6 GHz radios.

1. Within the WiFi Networks component, select the WLAN that you want to configure, and click Create to create a custom WLAN.
2.  Click the arrow next to Show Advanced Options to expand the advanced options section.

3.  Click the Radio Control tab.

4. For Enable WLAN on, select one of the options: 2.5 GHz, 5 GHz, or 6 GHz.

FIGURE 174 Enabling WLAN on the Radios
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5. Click OK to save.

To verify that devices operating at 2.4 GHz are only connected to the 2.4 GHz WLAN, and similarly, devices operating at 5 GHz and 6 GHz are
exclusively connected to the 5 GHz and 6 GHz WLANSs, respectively, click the Clients component and view the list of connected wireless clients.
Check the WLAN and Radio columns to view connection status.

Other Advanced WLAN Settings

The Others tab provides the following options:

e  Force DHCP: (Disabled by default) Enable this option to force clients to obtain a valid IP address from DHCP within the specified number of
seconds, thereby preventing clients configured with a static IP address from connecting to the WLAN.

e Inactivity Timeout: Enter a value in minutes after which idle stations will be disconnected (from 1 through 500 minutes).
o  Wireless Client Isolation: Select the level of client isolation you want to enforce:

- Isolate wireless client traffic from other clients on the same AP: Enables client isolation on the same access point (clients on the
same subnet but connected to other APs will still be able to communicate).

- Isolate wireless client traffic from all hosts on the same VLAN/subnet: Prevents clients from communicating with any host on the
same subnet or VLAN other than those listed on the client isolation allowlist. If this option is chosen, you must select an allowlist
from the list. (Refer to Configuring Client Isolation Allowlists on page 200.)
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e  Bypass Apple CNA Feature: With Bypass Apple CNA enabled, captive portal (web-based authentication) login must be performed by
opening a browser to any unauthenticated page (HTTP) to be redirected to the login page. This option is available when you select Usage
Type as Guest Access or Hotspot Service. (Refer to Bypass Apple CNA on page 201.)

e  Tunnel Mode: Select this check box if you want to tunnel the WLAN traffic back to the Dedicated Master. Tunnel mode enables wireless
clients to roam across different APs on different subnets. If the WLAN has clients that require uninterrupted wireless connection (for
example, VolIP devices), RUCKUS recommends enabling tunnel mode.

NOTE
When tunnel mode is enabled on a WLAN, multicast video packets are blocked on that WLAN; however, multicast voice packets
are allowed.

e  DTIM Interval: Configure the Delivery Traffic Indication Message (DTIM) interval to control how often DTIM messages are transmitted.
This setting affects the frequency of data transmissions per broadcast beacon. Setting the DTIM interval to a lower value results in more
frequent DTIM messages, which can prevent mobile devices from going into power save mode and thereby increasing battery
consumption.

e Directed MC/BC Threshold: Select Enable and enter a value to set the client count at which an AP will stop converting group-addressed
data traffic to unicast traffic. This setting allows RUCKUS APs to convert incoming broadcast (BC) and multicast (MC) traffic to unicast,
reducing airtime utilization and improving data throughput performance. If Directed MC/BC Threshold is enabled, the default threshold
value is 5. If Directed MC/BC Threshold is disabled, the threshold value is 1.

NOTE
During migration from earlier versions (starting from 200.7) to Unleashed 200.15, the following conditions apply:

- If the threshold value is 0 or 1 in the earlier versions, the threshold value will be 1 and Directed MC/BC Threshold will be
disabled in Unleashed 200.15.

- If the threshold value is between 2 through 10 in the earlier versions, the threshold value will be between 2 through 10
and Directed MC/BC Threshold will be enabled in Unleashed 200.15.

- If the threshold value is more than 10 in the earlier versions, the threshold value will be 10 and Directed MC/BC Threshold
will be enabled in Unleashed 200.15.

e Client Traffic Logging: Configure options for log generation and delivery to the syslog server (refer to Client Connection Troubleshooting
on page 287):

- Send traffic flow data to syslog server: RUCKUS Unleashed sends client flow data only to the syslog server.
- Send connection records to syslog server: RUCKUS Unleashed sends client connection event logs only to the syslog server.
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FIGURE 175 Configuring Other Advanced WLAN Settings
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Configuring Client Isolation Allowlists

When Wireless Client Isolation is enabled on a WLAN, all communication between clients and other local devices is blocked at the access point.

To prevent clients from communicating with other nodes, the access point drops all ARP packets from stations on the WLAN where client isolation is
enabled and which are destined to IP addresses that are not part of a per-WLAN allowlist.

You can create exceptions to client isolation (for example, allowing access to a local printer) by creating client isolation allowlists.

Complete the following steps to configure a client isolation allowlist:

1.
2.

200

Go to Wi-Fi Networks > Advanced Options > Others.

Under Wireless Client Isolation, select both the options:

e Isolate wireless client traffic from other clients on the same AP

e Isolate wireless client traffic from all hosts on the same VLAN/subnet
Click Create Allowlist.

Enter a name and a description (optional) for the allowlist.

Auto Allowlist is enabled by Default, which allows the APs to auto-discover gateway devices and add them to the isolation allowlist.
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Under Rules, click Create New to create multiple device-specific rules for each device to be allowlisted. For each rule, enter the following:
o  Description: Description of the device.

e  MAC Address: Enter the MAC address of the device.

e  |Pv4 Address: Enter the IP address of the device.

Click Save to save the rule you created.

To change the order in which rules are implemented, select the order from the drop-down menu in the Order column. You can also edit or
clone rules from the Action column. To delete a rule, select the check box next to the rule and click Delete.

Click OK to save the allowlist.

FIGURE 176 Creating a Client Isolation Allowlist
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Bypass Apple CNA

Some Apple iOS and OS X clients include a feature called Captive Network Assistant (Apple CNA), which allows clients to connect to an open captive

portal WLAN without displaying the login page.

When a client connects to a wireless network, the CNA feature launches a pre-browser login utility and it sends a request to a success page on the

Apple website. If the success page is returned, the device assumes it has network connectivity and no action is taken. However, this login utility is

not a fully functional browser, and does not support HTML, HTML5, PHP or other embedded video. In some situations, the ability to skip the login
page for open WLANSs is a benefit. However, for other guest or public access designs, the lack of ability to control the entire web authentication

process is not desirable.

ZoneDirector provides an option to work around the Apple CNA feature if it is not desirable for your specific deployment. With CNA bypass enabled,
captive portal (web-based authentication) login must be performed by opening a browser to any unauthenticated page (http) to get redirected to

the login page.
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To enable Apple CNA bypass, use the following procedure:

202

1.

v ok N

Expand the WiFi Networks component and select the WLAN you want to configure, then click Edit.
Select one of the following WLAN usage types:

e  Standard Usage with Web Auth enabled

o  Guest Access (including Social Media)

e  Hotspot (WISPr)

Click Show Advanced Options.

Click the Others tab.

Select the Enable check box next to Bypass Apple CNA Feature.

Click OK to save your changes.

FIGURE 177 Enable Bypass Apple CNA feature
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Access Points Configuration Overview

The Access Points component provides tools for monitoring and configuring all APs at once, configuring each AP individually, or configuring multiple
groups of APs with a set of common custom settings.

The Access Points component on the dashboard presents an overview of the connected and disconnected APs that are recognized by this RUCKUS
Unleashed network.

The Access Points component offers two display modes:

Card display mode
Table display mode

The Access Points component offers the following options:

Summary AP box: Click this box to view a summary of all AP clients, signal quality, and traffic statistics.

Individual AP boxes: Click any of these boxes to view details specific to the indicated AP.

View mode: Switch between AP and AP Group views. AP mode lets you view and configure APs individually, while AP Group mode lets you

create and manage AP groups. For more information, refer to Working with AP Groups.

Data Duration: Select the duration of time interval (10 minute, 1 hour, and 12 hours) to view the client status and traffic information of

the indicated WLAN.

Display Mode: Switch between card and table display modes. If there are more than 20 APs or AP groups, they are displayed in table

mode automatically. The display mode returns to the default (card mode) when the web interface is refreshed.

NOTE

You can configure 32 AP groups in Dedicated mode and 10 AP groups in local bridge mode from the web interface, CLI, and

mobile app.

Search field: Search AP or AP groups in card or table display mode.

Sort: Sort items with Device Name, Clients, Mac Address, Model, SN, Version in AP page and Group Name, APs, Clients, WLANSs in AP

group name.
Show Mesh Topology: Click this link to view the Mesh topology.
Show Clients Info: Click this link to view a table of currently connected clients.

Show Events & Alarms: Click this link to view a table of events and alarms.
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minute intervals (over the last 10 minutes).

Duration.

FIGURE 178 Access Points Component: Card Display Mode
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You can sort the items in the table by clicking the Device Name, Clients, Mac Address, Model, SN, and Version column headings for APs, and the
Group Name, APs, Clients, and WLANs column headings for AP groups.

In the table display mode and group view mode, you can click individual rows to view information about the APs, WLANSs, and clients associated
with the selected AP group.

FIGURE 180 Viewing Individual AP Information in Table Display Mode
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N T e S T S
No data available.
0-0 of 0 shown n

Show Mesh Topology

Click this link to display the Mesh topology.

The Mesh Topology table displays the relationships between Root APs and Mesh APs in the Mesh. The table includes the following information:
®  Access Points: Lists the APs in the Mesh by MAC address.
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e  Signal: Displays the signal quality of the Mesh link to/from the uplink AP.

e  Description: The AP description, if configured.

e  Channel: Displays the channel used by the Mesh link, as well as the channel width (20/40/80).
e [P Address: The IP address of the Root or Mesh AP.

o Clients: Number of clients connected to the AP.

FIGURE 181 Mesh Topology
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Show Client Info

Click this link to display the currently connected clients list.
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FIGURE 182 Client Info summary

Access Point Configuration
Show Client Info
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Show Events and Alarms

Click this link to display a list of events and alarms for all APs or for the selected AP.

FIGURE 183 Show/hide Events & Alarms
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Configuring Global AP Settings

Global AP settings are applied to all members of the RUCKUS Unleashed network, unless overridden by AP group or individual AP settings.
Complete the following steps to configure settings for all APs connected to the RUCKUS Unleashed network in the "System Default" AP group.

1. From the dashboard, select Access Points.
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2. Select the Summary AP box and click the Edit button in the Access Points component.

FIGURE 184 Configuring Global AP Settings

Access Point Configuration
Configuring Global AP Settings
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3. Inthe Edit AP Group dialog box, select System Default from the AP Group list and click OK.

4. Configure the global AP settings from the following tabs:

e  WLAN Assign: Assign WLANs to or from the System Default AP group using the left and right arrows.

e Radio (2.4G): Configure options for the 2.4 GHz radio on all APs.

e Radio (5G): Configure options for the 5 GHz radio on all APs.

e Radio (6G): Configure options for the 6 GHz radio on all APs.

NOTE

The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs.
The following 6G-related options are visible but not functional in this Unleashed release 200.16 firmware:

- Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz
channelization option for Wi-Fi 7 APs
- Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for

Wi-Fi 7 APs

- Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

- Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and
Run a background scan on the 6GHz radio every option in Background Scanning tab, respectively

- Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field

o  Other: Configure model-specific controls, including the maximum number of clients by AP model and whether to disable status LEDs.

5. Click OK to save your changes.
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Radio (2.4G)

You can select or clear channels from which to choose during the automatic channel selection process or select a specific channel on which to

operate, or enable Call Admission Control or Spectralink Compatibility for this radio.

Additionally, you can disable WLAN service for this radio entirely.

FIGURE 185 System Default AP Group: 2.4 GHz Radio Configuration

Edit AP(4c:b1:¢cd:18:€9:d0)

General | Radio 2.4 GHz ‘ Radio 5.0 GHz | MNetwork | Other

Radio 2.4 GHz

Channelization

Channel

TX Power

Call Admission Control

WLAN Service

Protection Mode

[CJ Override Group Config

O Override Group Config [ Auto |
[J Override Group Config :
[J Overnride Group Config :

[J Override Group Config |

Qverride Group Config
O Override Group Config [ RTS/CTS |

Radio (5G)

You can select or clear channels from which to choose during the automatic channel selection process or select a specific channel on which to

operate, or enable Call Admission Control or Spectralink Compatibility for this radio.

Additionally, you can disable WLAN service for this radio entirely by selecting Enable 5 GHz band check box and enabling the Overide Group Config

toggle switch to ON.
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FIGURE 186 System Default AP Group: 5 GHz Radio Configuration

Access Point Configuration
Configuring Global AP Settings

Edit AP(c8:26:08:16:26:a0)

* Device Name dhcp-10-223-28-55

General Radio 2.4 GHz | Radio 5.0 GHz | Radio 6 GHz

Enable 5 GHz band Owerride Group Config
Radio 5.0 GHz Override Group Config

Channelization Owverride Group Config
Channel Override Group Config
TX Power  Override Group Config

Call Admission Control Override Group Config

Network

Lower 5G

Other

Upper 5G

If you select the Enable 5 GHz band check box, the 5 GHz radio is disabled.

Radio (6G)

NOTE

The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The following 6G-

related options are visible but not functional in this Unleashed release 200.16 firmware:

e  Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization

option for Wi-Fi 7 APs

o  Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for Wi-Fi 7 APs

e Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

o Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run a

background scan on the 6GHz radio every option in Background Scanning tab, respectively

o  Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field

Navigating to the Radio (6G) tab for the System Default AP Group allows you to view and manage the following information:

Enable 6 GHz band

Channelization

(which is 160 MHz).

Allows you to enable or disable 6 GHz radio settings on the third radio in these APs (default is Enabled).
Allows selection of channel width for the 6 GHz radios (Auto, 20, 40, 80, 160, or 320 MHz). Default setting is Auto

Radio 6 GHz Allows selection of the spectrum-specific channels from which to choose during the automatic channel selection
process.

Channel Allows you to select a specific channel on which to operate. (Auto allows the system to choose the best available
channel).
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TX Power Allows you to manually set the transmit power on all 6 GHz radios.

. Auto: Default setting that dynamically adjusts the transmit power of an AP based on real-time
conditions

. Full: Maximum allowable transmit power according to country regulations
. Min: Minimum allowable transmit power according to country regulations

Call Admission Control Allows you to enable or disable Wi-Fi Multimedia Admission Control (WMM-AC) to support Polycom/Spectralink
Voice Interoperability for Enterprise Wireless (VIEW) certification (disabled by default).

FIGURE 187 System Default AP Group: 6 GHz Radio Configuration

Name  System Default
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Radia 6 GHz
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Configuring the 6 GHz Radio

You can configure the 6 GHz radio setting on an AP or AP Group from the Radio 6 GHz tab or Radio (6G) tab, respectively. You can configure settings
for all APs connected to the RUCKUS Unleashed network in the "System Default" AP group, unless overridden by settings for another AP group or
individual AP settings.

NOTE

The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The following 6G-
related options are visible but not functional in this Unleashed release 200.16 firmware:

o  Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization
option for Wi-Fi 7 APs

o  Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on é GHz option and Wi-Fi 6/7 option for Wi-Fi 7 APs
o Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

o Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run a
background scan on the 6GHz radio every option in Background Scanning tab, respectively

e  Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field

You can select or clear channels from which to choose during the automatic channel selection process, or select a specific channel on which to
operate, or enable Call Admission Control for this radio.

You can disable the WLAN service for this radio entirely by selecting the Override Group Config checkbox in the Enable 6 GHz band field, and
toggling the switch OFF.
Complete the following steps to configure a 6 GHz radio setting on an AP or AP Group.

1. From the dashboard, select Access Points.

The Access Points page is displayed.
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2. Depending on your requirements, configure the 6 GHz radio at the AP level or at the AP Group level.
e  To configure a 6 GHz radio on an AP, click the AP you want to configure, then click Edit.

e To configure a 6 GHz radio on an AP Group, select the Access Point Groups view, select the System Default access point group, then
click the Edit button.

3. Inthe Edit AP page, select the Radio 6 GHz tab; in the Edit AP Group page, select the Radio (6G) tab.

4. The Enable 6 GHz band toggle switch is set by default to ON. Click the toggle switch to disable, or subsequently re-enable, the 6 GHz
band.

5. For Channelization, choose the desired channel bandwidth from the drop-down list. If you are editing at the AP level, then also select the
Override Group Config checkbox.
These options represent the range of channel bandwidths that each radio frequency can support.
® 2.4 GHzradio: Auto, 20, or 40 MHz.
e 5 GHzradio: Auto, 20, 40, 80, or 160 MHz.
e 6 GHzradio: Auto, 20, 40, 80, 160, or 320 MHz.
If 320 channelization is selected, then the 320 MHz-1 and 320 MHz-2 radio channels are displayed in the Radio 6 GHz field, and the

Channel field will display options for 320 MHz-1 and 320 MHz-2 if an applicable channel is selected. With Auto selection, the 320 MHz-1
and 320 MHz-2 options are not displayed. For more information, refer to Support for 320 MHz channelization on page 215.

6. For Radio 6 GHz, select or deselect the center frequencies on which the radio will broadcast. If you are editing at the AP level, then also
select the Override Group Config checkbox.

7. For Channel, select Auto or a channel number from the list.
e  Select 1 through 233 for 20 MHz channel.
o  Select 1 through 229 for 40 MHz channel.

e  Select 1 through 221 for 80, 160, or 320 MHz channels. For the 320 MHz channel, select 33 through 189 to choose between 320
MHz-1 and 320 MHz-2 channel options. If you select from 1 through 29, or from 193 through 221, the 320 MHz-1 and 320 MHz-2
options are automatically selected and locked, respectively. Select the radio channels by clicking on them. The 320 MHz channels
consist of any two adjacent 160 MHz channels.

8. For TX Power, choose the desired transmit power from the list (default is Auto). If you are editing at the AP level, then also select the
Override Group Config checkbox.

9.  For Call Admission Control, enable Wi-Fi Multimedia Admission Control (WMM-AC) to support Polycom/Spectralink Voice Interoperability
for Enterprise Wireless (VIEW) certification (default is Off). If you are editing at the AP level, then also select the Override Group Config
checkbox.

NOTE
Call Admission Control is effective only when both the AP and the client support WMM-AC.

10. Click OK.

Support for 6 GHz Radio

The 6G networks enable high-speed, high bandwidth with low latency network communication at a faster rate than a 5G network.

Feature Overview

The 6 GHz frequency band operates at higher frequencies, enabling faster data transfer and seamless connectivity. The 6G networks enhances
machine-to-machine communication in the Internet-of-Things (IoT) era. The technology opens up possibilities for new applications, including
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networked vehicles, smart factories, and collaborative virtual reality. It also promises improvements in public safety, health monitoring systems, and
facial recognition technology. Lastly, 6G aims to provide faster, lower-cost, and more energy-efficient connectivity.

The 6 GHz radio is supported on the tri-band APs. Following are the 6 GHz radio features supported in Unleashed:

®  6G auto channel selection

®  6G RF scan and report

e Load balance and band balance

e  Mesh support
e  Statistic (per AP, VAP, and Station)

e  Packet capture

Requirements

RUCKUS Unleashed 200.16 introduces 6 GHz radio support for RUCKUS Wi-Fi 7 tri-band APs.

Considerations

e  Country code must support 6 GHz radio.

e  Encryption methods other than WPA3 and OWE are not supported on the 6 GHz radio. Only WPA3 is used with WPA2/WPA3-Mixed mode.

e If you turn off WiFi 6/7 mode, the 6 GHz radio will stop working.

Best Practices

This feature has no special recommendations for feature enablement or usage.

Prerequisites

To manage and utilize the 6 GHz radio, an AP in the RUCKUS Unleashed network must upgrade to version 200.16 or a later version.

NOTE

The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The following 6G-
related options are visible but not functional in this Unleashed release 200.16 firmware:

214

Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization
option for Wi-Fi 7 APs

Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for Wi-Fi 7 APs
Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run a
background scan on the 6GHz radio every option in Background Scanning tab, respectively

Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field
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Support for 320 MHz channelization

Support for 320 MHz channelization is a feature of Wi-Fi 7 that provides ultra-wide bandwidth for increased throughput and transmission rates.

Feature Overview

The 320 MHz channelization is supported on the 6 GHz radio in RUCKUS tri-band APs that support Wi-Fi 7 standards (IEEE 802.11be). The 320 MHz
channels operate on the less-congested 6 GHz band. IEEE standard 802.11be defines the 320 MHz channelization methodology as six channels,
spaced 160 MHz apart, and grouped as follows:

e 320 MHz-1: Channels with center frequencies numbered 31, 95, and 159.
e 320 MHz-2: Channels with center frequencies numbered 63, 127, and 191.

Following are the benefits:

o Increased throughput, transmission rates, and data transfer: The ultra-wide 320 MHz bandwidth can quadruple the data transfer rate
compared to 80 MHz and double it compared to 160 MHz, significantly enhancing the transmission capacity of Wi-Fi 7.

e  Minimized latency: The expanded bandwidth reduces transmission delays, potentially reaching a maximum theoretical rate of 46 Gbps.

o  Reduced signal disruption: The 320 MHz channels operate on the less-crowded 6 GHz band, which avoids common wireless transmission
protocol bands, leading to less signal interference.

Requirements

The 320 MHz channelization option is supported only on the RUCKUS tri-band APs supporting Wi-Fi 7 (IEEE standard 802.11be).

Considerations
e  Country code must support 6 GHz radio.

®  You can configure 320 MHz channelization for the 6 GHz radio globally for all APs in an AP group and also for individual APs.

Best Practices

This feature has no special recommendations for feature enablement or usage.

Prerequisites

To use the 320 MHz channelization, an AP in the RUCKUS Unleashed network must upgrade to version 200.16 or a later version.

NOTE
The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The following 6G-
related options are visible but not functional in this Unleashed release 200.16 firmware:

o  Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization
option for Wi-Fi 7 APs

o  Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for Wi-Fi 7 APs
e Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

o Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run a
background scan on the 6GHz radio every option in Background Scanning tab, respectively

o Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field
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Other

The Access Points > Summary > Edit > Other page provides the following options:

o Preferred Master: Select a specific AP to be the Master AP and, if the preferred Master AP reboots, it will resume the role of Master AP
again once it rejoins the Unleashed network. By default, there is no preference as to which AP should become the Master AP; the first AP
that is deployed automatically becomes the Master AP. Using the Preferred Master setting, users can configure one AP to have priority.
Any (non-mesh) AP can become the Master if the preferred Master is offline, but when the Preferred Master comes back online, it will

assume the Master role again.

o  Model Specific Control: Select which AP model to configure from the drop-down list. The options below can be configured independently
for each Unleashed AP model. See Modifying Model Specific Controls on page 216.

FIGURE 188 Configuring other AP settings

Edit AP Group X

Name | System Defaul

Radio B/G/N(2.4G) | Radio AINIAC(5G) ‘ Cther |

Model Specific Control Cc110 v
Max Clients  Allow M ax clients to associate with this AP

Status LEDs Disable Status LEDs

Modifying Model Specific Controls
The following settings can be applied to all APs of a particular model that are members of the AP group:
Some options are available for specific AP models only.

To configure model-specific settings for the AP group, select the AP model from the Model Specific Control list.
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FIGURE 189 Model Specific Controls

Name System Default |

AP Assign | WLAN Assign | Radio BIG/N(2.4G) | Radio AINIAC(5G) | Other ‘

Model Specific Control

Max Clients  Allow Max| 100 |clients to associate with this AP
Status LEDs Disable Status LEDs

Port Setting Edit Port Setting

Configure any of the following settings for each model independently, and click Finish to save your changes:

Makx Clients: Set the maximum number of clients that can associate per AP. Note that different AP models have different maximum client
limitations.

PoE Out Ports: Enable PoE out ports (specific AP models only).

Status LEDs: Disable the external LEDs on certain AP models. This can be useful if your APs are installed in a public location and you don't
want to draw attention to them.

External Antenna: On APs with external antenna options, select Enable for the external antenna to be enabled. When enabled, enter a
gain value in the range of 0 to 90 dBi. Default is 3 dBi.

Port Settings: Refer to Configuring AP Ethernet Ports on page 241 for more information on configuring AP-specific Ethernet port settings.
PoE Operating Mode: Select PoE operating mode, Auto, 802.3af or 802.3at PoE (specific AP models only). Default is Auto. If 802.3af PoE is

selected, the AP will operate in 802.3af mode (not 802.3at mode), and will consume less power than in 802.3at mode. However, when
this option is selected, some AP features are disabled to reduce power consumption, such as the USB port and one of the Ethernet ports.

NOTE

On some APs, an additional mode - 802.3at+ PoE - is available. This mode enables all features on the AP but requires an
Ethernet switch that supports the 802.3at+ standard due to the higher power draw from the port to which the AP is connected.
For a list of PoE operating modes by AP model, refer to Unleashed Access Point Power Supply Considerations on page 457.
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FIGURE 190 PoE Operating Mode

Name System Default
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802 .3at PoE

802.3at+ PoE

Disabling Access Point LEDs
In some situations, customers may wish to disable the LED lights on the access points to avoid drawing attention to them, when installed in a public
location, for example.

To disable status LEDs on all APs of a specific model:

1. Go to Access Points > Summary > Edit > Other.
2. Select the AP model from the list and enable the option Disable Status LEDs. The setting must be configured for each AP model
individually.
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3. Click Finish to save your changes.

FIGURE 191 Select model and enable the option "Disable Status LEDs"

Access Point Configuration
Monitoring an Individual AP

Edit AP Group

‘ Name [ System Default

Radio (2.4G) | Radio (5G) | Other |

Model Specific Control
Max Clients
Status LEDs

PoE Operating Mode

clients to associate with this AP

Allow Max

« Disable Status LEDs

Monitoring an Individual AP

Click one of the AP boxes in the Access Points component to monitor and configure that specific AP individually.

You can edit, restart, or remove an AP from the network from the individual AP monitoring page. The individual AP monitoring page also includes

graphs displaying signal quality and traffic statistics, and links to more detailed information on the AP and its connected clients.
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FIGURE 192 Viewing Individual APs
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The individual AP monitoring screen contains the following elements:
e  Edit: Click this button to configure an AP individually.
®  Restart: Click this button to restart the AP.
e  Approve: If auto-approval is disabled, click this button to approve the AP and allow it to join the network.
e  Remove: Click this button to remove this AP from the network.

e  Show Clients Info: Click this link to display a list of clients currently connected to the AP. Details for each client include MAC address, IP
address, OS, Host Name, MAC address of the AP to which the client is currently connected, WLAN name, Signal Strength indicator, Auth
status, and duration online.

o  Show AP Info: Click this link to display AP-specific information including MAC address, IP address, external IP and port number, model
name, serial number, and firmware version.

e Client Status: Displays a breakdown of client numbers by signal quality (Excellent, Moderate, or Poor) over time, in one-minute intervals.

e  Traffic: Displays the total traffic (Tx + Rx) on the AP radio in one-minute intervals.

Show Client Info

Click the Show Client Info link to display a list of clients connected to this AP.
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FIGURE 193 Show Client Info from AP page

L § Access Points Total 4 Working 3 v
m EE Data duration: 1hour Display Mode: Card v

| AP Name / MAC /1P / SN O.|
Unleashed [d4:c1:9e:35:¢9:40]
Summary - Total 4 Access Points
— !
Clients Traffic
Search QA
Unleashe..[...35:¢9:40] 64:a2-19:bc-cb 53 192.168.0.13 i OnePlus_6T
1 1 246 .
00 0:03:8¢:1:73:38 192.168.0.11 NIA
. e
Clients Traffic 04:b1:67:47:c4:20 192.168.0.8 * MyClient
Mesh 1-3 of 3 shown n
RuckusAP[...1c:12:c0]
2 1.1 246 4";-." 2 WLANS Show WLANS Info p
56
Falt s Tcaff, i

Show WLANSs Info

Click Show WLANS Info to display the list of WLANS that are currently deployed on this AP. The list displays the WLAN name (ESSID), BSSID (MAC
address), radio, and state (up or down).

FIGURE 194 Showing WLAN Information for an Individual AP
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Show AP Info

Click Show AP Info to display detailed information on this AP. The AP info page displays general information about the AP, including the radio
channels in use, Mesh type, maximum number of clients, and firmware version. The Save Logs and Speed Test buttons are also available.

Click Save Logs to generate a log file (.txt) that can be useful for troubleshooting. Click Speed Test to measure the connection performance of the
AP.

NOTE
Speed Test option is displayed for member APs only.

NOTE

The maximum number of clients (Max Clients) displayed for the Master AP may be lower than the configured maximum because the
Master must perform additional tasks other than serving clients. The Master AP maximum client load varies by AP model. These limits
apply only to the current Master AP. All other member APs honor the maximum number of clients set from the global AP model-specific
controls page (Access Points > Summary > Edit > Others > Max Clients) .

FIGURE 195 Showing AP Information for an Individual AP

N - 113 Clients Fiow Clients o P =
Clients Traffic
":'? 2 WLANs Show WLANS Info P
Ruckus-U..[...35:¢9:40] fiide AP Info ¥
1 08 B0 ' — ESC Device Name Ruckus-Unleashed
S L Status Connected
Uptime 5m9s
Description
Location
IMac Address d4:c1:9e:35:¢9:40
IP Address 192.168.0.14
Model R610
SIN 941849001125
Group Name System Default

GPS Coordinates
Mesh Type Disabled

Current Channel(802.11a/n/ac) 157

For Download Logs, you can click Support Logs to save AP support log as a .txt file, and click AP Dump Logs to save the AP dump log as a .tar file on
your computer.

NOTE
AP Dump Logs and Download buttons are displayed only when an AP reboots unexpectedly.
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Power Consumption Mode
Max Clients

Version

Fixed Member Role

Download Logs

Ethernet Port Status &

GPS Coordinates

Mesh Type Disabled
Current Channel(802.11a/n/ac/ax) 161
Current Channel(802.11b/g/n/ax) "
LACP/LAG Disabled

802.3af Switch/Injector
100
200.10.10.5.88

no

I Support Logs .‘.l IAP dump Logs £

Port Interface Logic Link Physical Link Label
Port1 eth0 Down Down 10/100/1000 Port1
Port2 eth1 Up Up 1000Mbps full 100/1000/2500 PoE Port2

The table under Ethernet Port Status displays the current link status of the Ethernet ports on the AP. Hover over the

illustration of the physical port locations on the AP.

FIGURE 197 Ethernet Port Status

icon to display an

Radio © 2 4GHz ® 5GHz

@ Local Mode (Capture a limited snapshot an each AP, then Stop
and Save to file)
Filter
or MAC address)

‘ (Packets to/from one IP

O Streaming Mode(Use Wireshark\'s Remote Capture Option to
connect to wifi0 or wifi1)

| start || save

Neighbor APs
Access Point

No data available

Ethernet Port Status[@]

Port Interface Logic Link Physical Link Label

Port1 eth0 Down Down 10/100/1000 Port1

Port2 eth1 Up Up 1000Mbps full 100/1000/2500 PoE Port2
Packet Capture

Use this feature to capture wireless packets during normal operation and save them in local files or stream them to Wireshark.

Channel

SNR

The Packet Capture section displays radio channels and capture modes. For more information, refer to Capturing Remote Packets on page 410.
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FIGURE 198 Packet Capture
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Use this feature to capture wireless packets during normal operation and save them in local files or stream them to Wireshark

Neighbor APs

Access Point

No data available

Channel SNR

The Neighbor APs section displays channel, path score, and SNR of nearby APs.

FIGURE 199 Neighbor APs

Neighbor APs

Access Point Channel SNR

doihtcd: 182860 149 21 dB

o838 fc 33 ae 0 44 65 dB

Path Score (status)
BEG

alate]

The Radio information section provides channel and transmission details on the AP's 2.4 GHz and 5 GHz radios.
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FIGURE 200 Radio information
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Show Events and Alarms

Click Show Events and Alarms to view lists of event and alarm messages for this AP.

FIGURE 201 Show AP-specific Events & Alarms
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Client Status and Traffic Graphs

The Client Status and Traffic graphs provide a graphical display of the number and signal quality of connected clients and transmit/receive traffic

over the last hour.

FIGURE 202 Client status and traffic graphs
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To configure a specific AP, from the dashboard, click Access Points. Select the AP you want to configure and click Edit.

226

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A



Access Point Configuration
Configuring an Individual AP

FIGURE 203 Configuring an AP
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FIGURE 204 Editing Configuration Settings of an AP

Edit AP(34:20:€3:19:06:40) X

General | Radio 2.4 GHz | Radio 5.0 GHz | Network | Mesh | Other

* MAC Address l34:20:a3:19'_06:40

* Device Name | R550

Description

Location

Latitude: Longitude:
GPS Coordinates o

In general, the settings available on the Edit AP page for an individual AP are the same as those for global AP settings (refer to Configuring Global AP
Settings on page 208). Configuring these settings for an individual AP overrides the global AP settings.
However, some settings are only configurable on a per-AP basis, as follows:

o  General: Configure the device name of the AP, the description, location, and GPS coordinates.

e Radio 2.4 GHz: Enable or disable WLAN service for this radio.
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Radio 5 GHz: Enable or disable WLAN service for this radio.

NOTE

For the country code "US", 11ax and 11ac APs support channel 144. For the country codes "UK" and "JP", only 11ax APs support
channel 144.

Radio 6 GHz: Enable or disable WLAN service for this radio.

Network: Configure a manual (static) IP address, or allow the AP to obtain an IP address using DHCP.

FIGURE 205 Configuring an AP with a Static IP Address

General | Radio 2.4 GHz | Radio 5.0 GHz ‘ Network | Mesh | Other

Device IP Settings  |Pv4 @® Manual O DHCP O Keep AP's setting
IP Address 192.168.10.136
Netmask 2552552550
Gateway 192.168.10.1
Primary DNS Server 137.117.0.1
Secondary DNS Server 8888

B -

NOTE

You cannot configure the IP address settings for the current Master AP from the Network tab. You must go to the Admin &
Services > System > IP Settings screen to change the IP settings of the Master AP.

Mesh: Configure the following Mesh settings when the system Mesh is enabled.

- Set the Mesh Mode of an AP to manually configure the AP's Mesh role in the Mesh network (Auto (default), Root AP, Mesh AP, or
Disable). Refer to Smart Mesh Networking Terms on page 326 for more information about AP Mesh roles. In most cases, RUCKUS

recommends setting the Mesh mode to Auto to reduce the risk of isolating a Mesh AP. Select Disable if you do not want this AP to be
part of your Mesh network.

NOTE

Beginning with Unleashed 200.15, when the system Mesh is enabled, you can configure the RUCKUS Unleashed Master
AP's Mesh mode to Auto (default), Root AP, or Disable.

- For Uplink Selection, choose one of the following options:

NOTE
This option is available only when the Mesh Mode is set to Auto or Mesh AP.

»  Smart (Mesh APs will automatically select the best uplink) (default): Select this option so that the Mesh APs automatically
connect to a Mesh node. Refer to Overview of Smart Mesh Networking on page 325 for more information.
> Manual (Only selected APs can be used for uplink): Select this option to manually configure the uplink APs.
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- Max Hops: Select the maximum number of Mesh hops for the AP from the list (1, 2, 3, and Unlimited (default)). Mesh hops is the
number of wireless Mesh links a data packet takes from one Mesh AP to the Root AP. Max Hops can be configured when the Mesh
mode is set to Auto or Mesh AP, and the uplink selection is set to Smart.

NOTE
In a Mesh network, every hop reduces throughput by approximately 50%, affecting latency. When designing a Mesh
network, RUCKUS recommends allowing no more than three hops to ensure good overall performance within the Mesh.

FIGURE 206 Configuring AP Mesh Settings

Edit AP(34:fa:9f:1d:16:00) X
General | Radio 2.4 GHz | Radio 5.0 GHz = Network | Mesh | Other
Mesh Mode = Auto ~ | (Mesh role is automatically assigned)
@® Smart (Mesh APs will automatically select the best uplink)

Uplink Selection
Manual (Only selected APs can be used for uplink)

Max Hops | Unlimited e

[

o  Other: Configure the following settings.

- Bonjour Gateway: Select the Choose Bonjour Gateway check box and designate this AP to serve as a Bonjour Gateway AP (refer to
Bonjour Gateway on page 352).

- Status LEDs: Select Override Group Config to disable the status LEDs of the AP.

- Port Setting: Select Override Group Config to override the port settings of the AP group, and configure a specific port for this AP.
When Port Setting is enabled, the administrator can configure the rate limiting value of an Ethernet port in uplink and downlink
directions and control the bandwidth of an AP's Ethernet port (user port). The value of rate limiting ranges from 1 Mbps through
1000 Mbps (integer values), including Disabled. You can also configure the rate limiting values from the CLI interface (AP
configuration mode).

NOTE
Port Setting is supported only on the H350 AP and H550 AP since they have multiple Ethernet ports.

NOTE
Port Setting is not supported in the Gateway mode.

NOTE
Rate limiting cannot be configured for the WAN port since it is not the user port. Hence, port 3 on the H350 AP and port 5
on the H550 AP cannot be configured.

From the AP groups settings, you can configure Ethernet ports on all the APs of a certain model. Refer to Configuring AP Ethernet
Ports on page 241 for more information.
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FIGURE 207 Configuring Other AP Settings
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Renaming an AP

Renaming an AP allows the AP to be more easily identifiable in Unleashed dashboard components, tables, charts and graphs and other user
interface elements.

To rename an AP, replace the Device Name field on the Edit AP form with a recognizable name for the AP.
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FIGURE 208 Renaming an AP

Edit AP(d4:c1:9e:35:¢9:40) X

| General ‘ Radio 2.4 GHz | Radio 5.0 GHz | Network | Other

MAC Address | d4 c1.9e.35.c_9.40

Description |

\
Device Name | R&10 - Lobby |
|
|

Location |

Latituge| | Longitude |

GPS Coordinates

“ Cancel

Working with AP Groups

Access Point Groups can be used to define configuration options and apply them to groups of APs at once, without having to modify each AP's
settings individually.

For each group, administrators can create a configuration profile that defines the channels, radio settings, Ethernet ports and other configurable
fields for all members of the group, or for all APs of a specific model in the group. By default, all AP's are members of the "System Default" AP
group.

AP group configuration settings can be overridden by individual AP settings. For example, if you want to set the transmit power to a lower setting for
only a few specific APs, leave the Tx Power Adjustment at Auto in the System Default AP Group, then go to the individual AP configuration page, and
set the Tx Power setting to a lower setting.

AP group settings can be viewed and configured when the view mode on the Access Points screen is set to "AP Group."
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FIGURE 209 Set View Mode to AP Group
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Viewing AP Group Members

Select an AP group to view details on all APs that are members of the AP group.

To view AP group membership:

1. Go to Access Points and click the Group View button.

You can view details of each member of the AP group, including its MAC address, IP address, Device Name, Model number, Status, Mesh

Mode, Channel, and Serial Number.
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2. Inthe AP table, click on the MAC address of the AP to view the AP detail page of each AP.

NOTE
By default, only AP group view is displayed if there are more than 25 APs in the network.

FIGURE 210 Viewing Members of an AP Group
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Modifying the System Default AP Group

If you want to configure global settings for default behavior for all access points, modify the System Default AP group and apply settings to all APs at
once.

To modify the System Default Access Point group and apply global configuration:

1. Go to Access Points.
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Select the Access Point Groups view, select the System Default access point group, and click the Edit button.

FIGURE 211 Modifying the System Default AP Group
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The Edit AP Group page appears.

Assign APs to or from this AP group using the left and right arrows on the AP Assign tab.

Assign WLANSs to or from this AP group using the left and right arrows on the WLAN Assign tab.

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A



Access Point Configuration
Working with AP Groups

5. Onthe Radio (2.4G), Radio (5G), and Radio (6G) tabs, modify any of the following settings that you want to apply to the System Default
AP group.

NOTE

The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The

following 6G-related options are visible but not functional in this Unleashed release 200.16 firmware:

o  Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization
option for Wi-Fi 7 APs

o  Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for Wi-Fi
7 APs

e  Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

e Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run

a background scan on the 6GHz radio every option in Background Scanning tab, respectively

e  Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field

e Channel Range: To limit the available channels for 2.4 GHz, 5 GHz indoor (lower and upper) and 5 GHz outdoor (lower and upper),
and 6 GHz channel selection, cancel the channel selection by clicking on any channels that you do not want the APs to use.

NOTE
For country codes "US", "UK", and "JP", channel 144 is supported if DFS channel is enabled.

o Channelization: Select Auto, 20MHz or 40MHz channel width for the 2.4 GHz radio. Select Auto, 20, 40, or 80 MHz channel width for
the 5 GHz radio. Select Auto, 20, 40, 80, 160, or 320 MHz channel width for the 6 GHz radio.

o Channel: Select Auto or manually assign a channel for the 2.4 GHz, 5 GHz, or 6 GHz radio.

e  TXPower: Allows you to manually set the transmit power on all 2.4 GHz, 5 GHz, or 6 GHz radios (default is Auto), where
Full is the maximum allowable Tx power according to country regulations.

Min is the 0dBm per chain for 11n APs, 2dBm per chain for 11ac APs.

e Call Admission Control: (Disabled by default). Enable Wi-Fi Multimedia Admission Control (WMM-AC) to support Polycom/
Spectralink VIEW certification.

®  WLAN Service: This option allows users to disable WLAN service on the 2.4, 5, or 6 GHz radios on all APs in the AP group.

e  Protection Mode: If you activate Protection Mode, you control how 802.11 devices know when they should communicate with
another device. The use of RTS/CTS (Request to Send/Clear to Send) reduces collisions and increases the performance of the network
if hidden stations are present. However, RTS/CTS (and CTS-only) introduce overhead and may in fact reduce overall performance in
some situations. Through the proper use of RTS/CTS and CTS-only, you can fine-tune the operation of your wireless LAN depending
on the physical operating environment.

- CTS-only: Choose this option to force all destination devices to acknowledge their ability to receive data when a transmission is
initiated. Use this option for compliance with the Wi-Fi Alliance certification.

- RTS/CTS: Choose this option to force both sending and receiving devices to confirm a data exchange on both ends before
proceeding.

- None: Choose this option to disable both RTS and CTS acknowledgment.
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6. On the Other tab, modify settings for all APs of a specific model in the System Default AP group. For more information on model-specific
controls, see Modifying Model Specific Controls on page 216.
o  Model Specific Control: Select the AP model to which the settings will apply.
- Max Clients: Set the maximum number of clients that can associate per AP. Note that different AP models have different

maximum client limitations.
- Status LEDs: When managed by ZoneDirector, you can disable the external LEDs on certain AP models. This can be useful if your

APs are installed in a public location and you don't want to draw attention to them.

- PoE Operating Mode: Options vary depending on AP model selected from the Model Specific Control list. For a list of PoE
operating modes by AP model, refer to Unleashed Access Point Power Supply Considerations on page 457.

- Port Setting: Refer to Configuring AP Ethernet Ports on page 241 for more information on configuring AP-specific Ethernet port
settings.

7. Click OK to save your changes.

FIGURE 212 Configuring AP Group Settings

Edit AP Group X

Name | System Default

Radio {2.461‘ Radio (5G) | Other

Radio 2.4 GHz M1 @2 @3 M4 M5 86 B7 M5 Mo @10 @n
Channelization Auto
Channel Auto

TX Power Auto

Call Admission Control Off ~

WLAN Service Disable v

Protection Mode RTS/CTS v
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Creating a New AP Group
Create new AP groups to apply custom settings to a group of APs distinct from the system default group's settings.
To create a new AP group:

1. Go to Access Points > AP Groups, and click Create.

FIGURE 213 Creating a New AP Group

] 1 Access Points Total 3 Working 3 Disconnected 0 v

nE Data duration | 1 hour v

Summary - Total 1 AP Group
Summary
1 l aha >
Clients Trafiic 3 Access Point(s) connecied, 0 Access Poini(s) disconnected
System Default Mesh Status :Enabled
Show Mesh Topology p
1 1 l aha
Clients Trafiic .
2 Client(s) Show Client(s) Info p

Client Status for last 1 hour

B cucellent Moderate [l Poor

The Create AP Group form appears.
2. Assign APs to or from this AP group using the left and right arrows on the Step 1 - Assign APs screen.
3. Assign WLANSs to or from this AP group using the left and right arrows on the Step 2 - Assign WLANSs screen.

NOTE
A maximum of 13 WLANs can be selected to create an AP group.
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On the Radio (2.4G), Radio (5G), and Radio (6G) tabs, modify any of the following settings that you want to apply to the group:

NOTE
The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The
following 6G-related options are visible but not functional in this Unleashed release 200.16 firmware:

o  Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization
option for Wi-Fi 7 APs

e  Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for Wi-Fi
7 APs

o Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

e Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run
a background scan on the 6GHz radio every option in Background Scanning tab, respectively

o  Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field

Channel Range: To limit the available channels for 2.4 GHz, 5 GHz Indoor, 5 GHz Outdoor, and 6 GHz channel selection, deselect any
channels that you do not want the APs to use.

Channelization: Select Auto, 20 MHz or 40MHz channel width for the 2.4 GHz radio, or Auto, 20, 40, or 80 MHz channel width for the
5 GHz radio, or Auto, 20, 40, 80, 160, or 320 MHz channel width for the 6 GHz radio.

Channel: Select Auto or manually assign a channel for the 2.4 GHz, 5 GHz, or 6 GHz radios.

TX Power: Allows you to manually set the transmit power on all 2.4 GHz, 5 GHz, or 6 GHz radios (default is Auto).
Max = max allowable Tx power according to country regulations

Min = 0dBm per chain for 11n APs, 2dBm per chain for 11ac APs

Call Admission Control: (Disabled by default). Enable Wi-Fi Multimedia Admission Control (WMM-AC) to support Polycom/
Spectralink VIEW certification.

WLAN Service: This option allows users to disable WLAN service on the 2.4, 5, or 6 GHz radios on all APs in the AP group.

Protection Mode: Protection Mode allows control over how 802.11 devices know when they should communicate with another
device. The use of RTS/CTS (Request to Send/Clear to Send) reduces collisions and increases the performance of the network if
hidden stations are present. However, RTS/CTS (and CTS-only) introduce overhead and may in fact reduce overall performance in
some situations. Through the proper use of RTS/CTS and CTS-only, you can fine-tune the operation of your wireless LAN depending
on the physical operating environment.

- CTS-only: Choose this option to force all destination devices to acknowledge their ability to receive data when a transmission is
initiated. Use this option for compliance with the Wi-Fi Alliance certification.

- RTS/CTS: Choose this option to force both sending and receiving devices to confirm a data exchange on both ends before
proceeding.

- None: Choose this option to disable both RTS and CTS acknowledgment.
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5. On the Other tab, modify any of the following settings that you want to apply to the System Default AP group:

Model Specific Control: Select the AP model to which the settings will apply. For more information, see Modifying Model Specific
Controls.

Max Clients: Set the maximum number of clients that can associate per AP. Note that different AP models have different maximum

client limitations.

Status LEDs: When managed by ZoneDirector, you can disable the external LEDs on certain AP models. This can be useful if your APs
are installed in a public location and you don't want to draw attention to them.

PoE Operating Mode: Options vary depending on AP model selected in Model Specific Control. For a list of POE operating modes by
AP model, refer to Unleashed Access Point Power Supply Considerations.

Port Setting: Refer to Configuring AP Ethernet Ports for more information on configuring AP-specific Ethernet port settings.

FIGURE 214 Creating a New AP Group

Step 1-Assign APs
Create AP Group . °

Name ‘AP Group 2

Select APs

Available APs from | System Default Selected APs for this Group

ch here Q| search here Q|
Unleashed (d4.c1:9e:35:c9:40) X RuckusAP (f0:p0:52:1c:12:c0)

RuCKUSAP (f0:b0:52:1b:0:40)

Modifying Model Specific Controls

The following settings can be applied to all APs of a particular model that are members of the AP group:

Some options are available for specific AP models only.

To configure model-specific settings for the AP group, select the AP model from the Model Specific Control list.
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FIGURE 215 Model Specific Controls

Name System Default |

AP Assign | WLAN Assign | Radio BIG/N(2.4G) | Radio AINIAC(5G) | Other ‘

Model Specific Control

Max Clients  Allow Max| 100 |clients to associate with this AP
Status LEDs Disable Status LEDs

Port Setting Edit Port Setting

Configure any of the following settings for each model independently, and click Finish to save your changes:

240

Makx Clients: Set the maximum number of clients that can associate per AP. Note that different AP models have different maximum client
limitations.

PoE Out Ports: Enable PoE out ports (specific AP models only).

Status LEDs: Disable the external LEDs on certain AP models. This can be useful if your APs are installed in a public location and you don't
want to draw attention to them.

External Antenna: On APs with external antenna options, select Enable for the external antenna to be enabled. When enabled, enter a
gain value in the range of 0 to 90 dBi. Default is 3 dBi.

Port Settings: Refer to Configuring AP Ethernet Ports on page 241 for more information on configuring AP-specific Ethernet port settings.
PoE Operating Mode: Select PoE operating mode, Auto, 802.3af or 802.3at PoE (specific AP models only). Default is Auto. If 802.3af PoE is

selected, the AP will operate in 802.3af mode (not 802.3at mode), and will consume less power than in 802.3at mode. However, when
this option is selected, some AP features are disabled to reduce power consumption, such as the USB port and one of the Ethernet ports.

NOTE

On some APs, an additional mode - 802.3at+ PoE - is available. This mode enables all features on the AP but requires an
Ethernet switch that supports the 802.3at+ standard due to the higher power draw from the port to which the AP is connected.
For a list of PoE operating modes by AP model, refer to Unleashed Access Point Power Supply Considerations on page 457.
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FIGURE 216 PoE Operating Mode

Name System Default

Radio B/G/N(2.4G) | Radio A/INFAC(3G) | Other |

Model Specific Control | R720 v
Max Clients  Allow Max| 100 | clients o associate with this AP

Status LEDs Disable Status LEDs
PoE Operating Mode
Auto
502 .3af PoE
802 .3at PoE

802.3at+ PoE

Configuring AP Ethernet Ports

You can use AP groups to configure Ethernet ports on all APs of a certain model.

NOTE
Currently, only Unleashed H320 and H510 wall-plate APs provide Ethernet port configuration options.

To configure Ethernet ports for all APs of the same model:

Go to Access Points.
In the AP Groups view, click Edit for the group you want to configure.

On the Other tab, locate the Model Specific Control section, and select the AP model that you want to configure from the list.

1
2
3
4. Click the Port Setting button. The page refreshes to display the Ethernet ports on the AP model currently selected.
5. Deselect the check box next to Enable to disable this LAN port entirely. All ports are enabled by default.

6. Select DHCP_Opt82 if you want to enable this option for this port (see DHCP Option 82).

7

For any enabled ports, you can choose whether the port will be used as a Trunk Port, an Access Port or a General Port. The following
restrictions apply:
o  All APs must be configured with at least one Trunk Port.

e  For Wall Plate APs (such as the H510), the LAN5/Uplink port on the rear of the AP is defined as a Trunk Port and is not configurable.
The front-facing LAN ports are configurable.

e  For all other APs, you can configure each port individually as either a Trunk Port, Access Port or General Port. (See Designating
Ethernet Port Type for more information.)

8. To segment this port's traffic into a separate VLAN from the native VLAN, use the VLAN Untag ID field.
9. In Guest VLAN, enter the VLAN ID for the guest VLAN, if configured.
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10. In Dynamic VLAN, enable the check box to enable dynamic VLAN assignment based on RADIUS settings.

FIGURE 217 Configuring AP Ethernet Ports - H510

* Name

[ system Deraut
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Guest VLAN
Guest VLAN
Guest VLAN
Guest VLAN
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FIGURE 218 Configuring AP Ethernet Ports - H350
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11. In Rate Limiting Uplink and Rate Limiting Downlink, select a value starting from 1 through 500 (Mbps).

NOTE
Memory type of 11ax and cypress is 500 Mbps, and other APs (QCA, dakota, mips) is 200 Mpbs.

NOTE
Rate Limit supports maximum of 100 clients per WLAN. If the number of clients is more than 100, it will run out of memory of
AP.

12. In 802.1X, select whether the port will be used as an 802.1X Supplicant, Authenticator (port-based or MAC-based), or whether 802.1X is
disabled on the port. AP Ethernet ports can be individually configured to serve as either an 802.1X supplicant (authenticating the AP to an
upstream authenticator switch port), or as an 802.1X authenticator (receiving 802.1X authentication requests from downstream
supplicants). A single port cannot provide both supplicant and authenticator functionality at the same time.

e Disabled: 802.1X authentication is disabled for this port.
e  Supplicant: This port authenticates itself to an upstream Authenticator port.

e Authenticator (Port-Based): This port accepts auth requests from downstream stations. In Port-based mode, only a single MAC host
must be authenticated for all hosts to be granted access to the network.

e Authenticator (MAC-Based): This port accepts auth requests from downstream stations. In MAC-based mode, each MAC host is
individually authenticated. Each newly-learned MAC address triggers an EAPOL request-identify frame.

For more information on port based 802.1X, see Using Port Based 802.1X.

13. In Authenticator (options appear if any port is configured as an Authenticator), select an Authentication Server and Accounting Server
against which to authenticate clients from the drop-down list.

Optionally, Enable MAC authentication bypass (Use device MAC address as username and password) to allow specific devices to bypass
802.1X authentication.

14. In Supplicant (options appear if any port is configured as a Supplicant), select the supplicant authentication method:
®  MAC Address: Use the station's MAC address as the user name and password.

e User Name and Password: Enter the login info for authenticating this supplicant port to an upstream authenticator port.
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15. Click Finish to save your changes.

FIGURE 219 H510 Port Settings: Enable, DHCP Option 82, Port Type, and VLAN Untag ID
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FIGURE 220 H510 Port Settings: Guest VLAN, Dynamic VLAN and 802.1X
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* Name System Default
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Designating Ethernet Port Type
Ethernet ports are defined as one of the following port types:
e  Trunk Ports
®  Access Ports
o  General Ports
All three port types are used to define how to manage the following two aspects of VLAN processing:
e  Which VLANSs are processed vs. dropped
e  What to do with untagged packets (in other words, Native VLAN)

For most RUCKUS APs, you can set which ports you want to be your Access, Trunk and General Ports from the Unleashed web interface, as long as at

least one port on each AP is designated as a Trunk Port.

NOTE

By default, all ports are enabled as Trunk Ports with Untag VLAN set as 1 (except for Wall Plate APs, such as H510, whose four front-

bottom ports are enabled as Access Ports by default, and whose rear port is a Trunk Port and is non-configurable).

If configured as an Access Port, all untagged ingress traffic is sent to the configured Untag VLAN, and all egress traffic is sent untagged. If configured

as a Trunk Port, all untagged ingress traffic is the configured Untag VLAN (by default, 1), and all VLAN-tagged traffic on VLANs 1-4094 will be seen

when present on the network.
The default Untag VLAN for each port is VLAN 1. Change the Untag VLAN to:
e  Segment all ingress traffic on this Access Port to a specific VLAN

o  Redefine the Native VLAN on this Trunk Port to match your network configuration
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Trunk Ports

Trunk links are required to pass VLAN information between switches. Trunking is a function that must be enabled on both sides of a link. If two
switches are connected together, for example, both switch ports must be configured as trunk ports. The Trunk port is a member of all the VLANs
that exist on the AP/switch and carries traffic for all VLANs between switches.

For a Trunk port, the VLAN Untag ID field is used to define the native VLAN - the VLAN into which untagged ingress packets are placed upon arrival.
If your network uses a different VLAN as the native VLAN, configure the AP Trunk port's VLAN Untag ID with the native VLAN used throughout your
network.

Access Ports

Access ports provide access to the network and can be configured as members of a specific VLAN, thereby separating the traffic on these ports from
traffic on other VLANSs.

All Access Ports are set to Untag (native) VLAN 1 by default. This means that all Access Ports belong to the native VLAN and are all part of a single
broadcast domain. When untagged frames from a client arrive at an AP's Access Port, they are given an 802.1Q VLAN header with "1" as their VLAN
ID before being passed onto the wired network.

When VLAN 1 traffic arrives destined for the client, the VLAN tag is removed and it is sent as plain (untagged) 802.11 traffic. When any tagged traffic
other than VLAN 1 traffic arrives at the same Access Port, it is dropped rather than forwarded to the client.

To remove ports from the native VLAN and assign them to specific VLANS, select Access Portand enter any valid VLAN ID in the VLAN IDfield (valid
VLAN IDs are 2-4094).

The following table describes the behavior of incoming and outgoing traffic for Access Ports with VLANs configured.

TABLE 19 Access Ports with VLANs configured

VLAN Settings Incoming Traffic (from the client) Outgoing Traffic (to the client)

Access Port, Untag VLAN 1 All incoming traffic is native VLAN (VLAN 1). All outgoing traffic on the port is sent untagged.

Access Port, Untag VLAN [2-4094] All incoming traffic is sent to the VLANs specified. Only traffic belonging to the specified VLAN is
forwarded. All other VLAN traffic is dropped.

General Ports

General ports are user-defined ports that can have any combination of up to 20 VLAN IDs assigned. General ports function similarly to Trunk ports,
except that where Trunk ports pass all VLAN traffic, General ports pass only the VLAN traffic that is defined by the user.

To configure an AP Ethernet port as a General port, select General Port and enter multiple valid VLAN IDs separated by commas or a range
separated by a hyphen.

NOTE
You must also include the Untag (native) VLAN ID in the Members field when defining the VLANs that a General port will pass. For
example, if you enter 1 as the Untag VLAN ID and want the port to pass traffic on VLANs 200 and 300, you would enter: 1,200,300.

Using Port Based 802.1X

802.1X authentication provides the ability to secure the network and optionally bind service policies for an authenticated user.

NOTE
802.1X port settings are unavailable when mesh mode is enabled.

802.1X provides logical port control and leverages the EAP authentication and RADIUS protocols to allow the network policy to be effectively
applied in real time, no matter where the user connects to the network.
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AP Ethernet ports can be individually configured to serve as either an 802.1X supplicant (authenticating the AP to an upstream authenticator switch
port), or as an 802.1X authenticator (receiving 802.1X authentication requests from downstream supplicants). A single port cannot provide both

supplicant and authenticator functionality at the same time.
If port based 802.1X is enabled on any ports, you can monitor connected wired clients by expanding the Clients Dashboard component and clicking

Wired Clients to display a list of authenticated 802.1X wired clients.

FIGURE 222 Monitor currently connected 802.1X wired clients

‘Working 1 Disabled 0 >

= WIFI Networks [ Total 1
Traffic: 0.09 MB

D Clients - Total 1 Connected 1 Disconnected 0 v

Clients

1 clients connected, 0 clients disconnected

Wired Clients 0 wired clients connected

This table lists all currently connected 802.1X wired client devices. Only those devices with a status of "authorized" are permitted access to the network
Search Q z =

No data available
0-0 of 0 shown n

Wireless Clients 1 wireless clients connected

I a A Drint

Restarting an AP

To restart an AP, expand the Access Points section, click the AP's box on the left side, then click Restart.

FIGURE 223 Click Restart to reboot a single AP
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NOTE

Restarting the Unleashed Master AP will prompt you to click OK to confirm, as the network will experience a brief service interruption
during the restart process. Additionally, restarting the Master AP will force another AP to assume the role of Master (when more than

one Unleashed AP exists on the network).

Removing an AP

To remove a member AP from the Unleashed network, expand the Access Points section, click the AP's box on the left side, then click Remove.

Once removed, the Approve button becomes available. Click Approve to allow the AP to rejoin the Unleashed network.

FIGURE 224 Removing an AP
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e  |CX Switch Management Overview
e  Preparing an ICX Switch for Unleashed Management

o Approving a New SWitch t0 JOIN UNIEASNEd.........coouiiiiiiiiiii ettt ettt e b e et e et e e esbe e e sbe e e sbeeesnaaaesssaaenns

e  Monitoring Connected ICX Switches

e Managing Switch Ports.......cccccvviviiiiiiiieiniieens
e  Audio-Visual Profile Support for an ICX Switch
e  Fanless Mode Support for an ICX Switch

e  Backing up and Restoring a SWitCh CONfIGUIAtiON......cccuiiiiiiiiiieece ettt ettt et e et e e abe e e abeeesaaaaessbaaenes

e  Backing up and Restoring a Switch List
e  Upgrading ICX Switch Firmware

ICX Switch Management Overview

Beginning with Unleashed 200.8, the administrator can monitor and manage RUCKUS ICX switches and routers in the ICX 7000 series and above.

Unleashed can manage up to 8 switches at a time. Beginning with Unleashed 200.15, Unleashed supports 16 ICX switches in the Dedicated mode.

ICX switch management allows you to monitor status, view usage statistics, and perform basic management operations including configuration

backup and firmware management.
The following capabilities are supported:
o  ICX switch registration and authentication
e  Switch inventory (including model, firmware version, and last backup)
e  Health and performance monitoring (status, traffic stats, errors, clients) with alarms
e  Switch configuration file backup and restore

e  Firmware upgrades

Requirements

NOTE

For more information on ICX device capabilities and configuration, refer to the RUCKUS Fastlron documentation set available at the

following URL:

https://support.ruckuswireless.com. On the site, select Products > RUCKUS ICX Switches > Technical Documents, and choose the

platform and document of interest.

The following items are required to manage ICX devices:

o  The ICX switch must be running Fastlron software version 08.0.90 or higher.

o The Unleashed Master AP's IP address must be reachable by the ICX device through the Management interface or through router

interfaces.

e |CX devices will be automatically discovered by the Unleashed Master. If automatic switch approval is enabled, all ICX switches discovered

on the network will be listed in the Switches dashboard component. To disable automatic approval, go to Admin & Services > System >

System Info > Switch Approval and disable the Approval option.

ICX devices running either router or switch images can be managed by Unleashed.
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FIGURE 225 Switch auto approval
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Preparing an ICX Switch for Unleashed Management

Unleashed uses LLDP (Link Layer Discovery Protocol) for communication with the ICX switch. Preparing the switch for Unleashed management
requires that the device is running compatible firmware that supports LLDP and that its management IP address and login name and password are
discoverable by the Unleashed Master AP.

The easiest way to do this is to reset the switch to factory default settings and allow Unleashed to auto-discover and auto-configure the switch for
Unleashed management.

Beginning with ICX version 8.0.90, ICX switches in factory default state use the default user name and password super/sp-admin. When the
Unleashed Master AP connects to an ICX switch via LLDP, it will attempt to log in using this default username and password. If successful, Unleashed
will automatically change the ICX login to match the Unleashed admin login name and password.

To prepare an ICX switch for Unleashed management:
1.  Confirm that the switch is running Fastlron firmware version 08.0.90 or later using the following command:

SSHEICX7150-Cl2-Switch#show version
Copyright (c) Ruckus Networks, Inc. All rights reserved.
UNIT 1: compiled on Jun 6 2019 at 20:57:00 labeled as SPS08091
(28774816 bytes) from Primary SPS08091.bin (UFI)
SW: Version 08.0.91T211
Compressed Primary Boot Code size = 786944, Version:10.1.16T225 (mnz10116)
Compiled on Sat May 25 10:09:26 2019
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2. If your device is running an earlier version, you must upgrade to version 08.0.90 or later. Refer to the Release Notes, Upgrade Guide and
Installation Guide for the relevant Fastlron release for upgrade instructions.

NOTE
Upgrading to a more recent release may require several steps (depending on the version of the original firmware) as each
release has different upgrade requirements. Be sure to carefully read the Fastlron documents to ensure a successful upgrade.

3. AnICX switch running 08.0.90 or later firmware in factory default state will attempt to register with an Unleashed Master AP via LLDP. An
easy way to prepare a switch for Unleashed management is to reset the switch to factory default state. Use the following command to
restore the switch to factory default settings:

SSHEICX7150-Cl2-Switch#erase system factory-default
System will go for reload after factory reset. Please enter 'y' to confirm, 'n' to exit

(enter 'y' or 'n'): y
R IR R Ik I b b b b b b b b b b b b S dh b b b b b E b b b b b b b b b b b b b b b b b b b b b b b b i
* Factory Reset Alert *

R R R R R R R R R R R R R R R R R R R R R R R R R R

*

Please pay attention to the details listed below *
1. uboot params will be erased, you might want to
backup the uboot params

stop at uboot and do 'printenv' to read uboot params
2. All configuration will be erased, you might want to
backup the config

3. Core Files, Logs will be erased

4. SAU license will be restored to original SKU

use show license sau for more detials

5. XML license will be erased

*
*
*
*
*
*
*
*
*
R R R R

R I R I kb b b b b b b b b b b b b b I b b b b b b h h b b b b b b b b b b 2 b b b b b b b b b 2 b b b b b i

I have read the alert and factory reset can be performed now.

Please enter 'y' to confirm, 'n' to exit
KAk hkhkhkhkhkhkhkdkhkhkhhkhkhkkhkhkhhkhkhkhkhkhkdhhkhhhhhhkhhhkhkhrhkhkdhkhkhkhkhkhkhhkhhkhkhhxkhxdx*x

(enter 'y' or 'n'):
4.  When the factory reset is complete, the switch will reboot and perform LLDP neighbor discovery.

5. If Auto Approval is enabled (Admin & Services > System > System Info > Switch Approval), Unleashed will automatically approve the switch
join request. If disabled, you must manually approve each switch join request.

6. The switch should now be visible on the Unleashed dashboard as connected, or "Pending" if auto-approval is disabled.
7.  If the switch does not appear on the Unleashed dashboard after performing a factory reset, there are a number of possible explanations:
e LLDP info does not exist: This typically indicates the switch is not running compatible firmware. Upgrade to 08.0.90 or later.

e LLDP info exists, but Management IP info does not exist: This typically indicates the switch is in router mode. In this case, the admin
must obtain the IP address from the router or DHCP server and then click the Add button to configure the IP address, admin name
and password for the switch.

8. Use the following command to verify whether or not LLDP neighbor information exists:

SSHEICX7150-Cl2-Switch#show 1ldp neighbors

Lcl Port Chassis ID Port ID Port Description System Name
1/1/1 348£.2712.c950 348£.2712.c950 ethO RuckusAP
1/1/3 d4cl1.9e35.c940 d4cl.9e35.c940 ethO Ruckus-Unleas~

SSHE@ICX7150-Cl2-Switch#
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9.

ruckus (ap-mode) # get 11ldp neighbors

Interface: ethO, wvia: LLDP, RID: 1, Time: 3 days, 02:55:58
Chassis:
ChassisID: mac 78:a6:el:2e:03:ce
SysName: ICX7150-Cl2-Switch
SysDescr: Not received
MgmtIP: 192.168.0.24
Capability: Bridge, on
Port:
PortID: mac 78:a6:el:2e:03:d0
PortDescr: GigabitEthernetl/1/3
MFS: 1522
PMD autoneg: supported: yes, enabled: yes
Adv: 10Base-T, HD: yes, FD: yes
Adv: 100Base-TX, HD: yes, FD: yes
Adv: 1000Base-T, HD: yes, FD: yes

MAU oper type: 1000BaseTFD - Four-pair Category 5 UTP, full duplex mode
MDI Power: supported: yes, enabled: yes, pair control: no
Device type: PSE

Power pairs: signal
Class: class 4
Power type: 2

Power Source: unknown

Power Priority: low

PD requested power Value: 26200

PSE allocated power Value: 26200
UPOE : 0

ruckus (ap-mode) #

Additionally, you can verify whether the AP can receive LLDP information from its neighbors using the AP CLI. To check the AP's LLDP info,
use the following command:

10. After approval, if the switch is in factory default state, Unleashed will log in to the switch and change the default username/password to

11.

12.

the Unleashed admin login name and password, and begin managing the switch.

Password to authenticate to the switch and then manage it automatically.

unchanged and will require the user to manually approve them and enter the new user name and password.

If the switch is not in factory default state, select the switch in "Pending" state and click Approve, then enter the Admin Name and

If the Unleashed login name and password are changed via the web interface, the new login will be synched to any connected switches
that registered with Unleashed in factory default state. Connected switches that registered as non-factory default switches will remain
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Approving a New Switch to Join Unleashed

Once an ICX switch has been discovered, it is listed in the web interface as "pending" until the administrator approves the join request by entering

the switch admin user name and password (if auto-approval is disabled).

To approve a new switch to join Unleashed management:

ICX Switch Management
Approving a New Switch to Join Unleashed

1. Expand the Switches component, and select a switch that is marked as "Pending" in the list on the left side of the page.

FIGURE 226 Select a switch that is pending approval

—mx _
=m Switches

Tota

Working 0 Disconnected 0

Data duration: | 1 hour

v

Summary - Total 1 ICX

0 0

Ports

C] Ports Info

Summary

Hide Ports Info "%

v

ICX715.[ e1:2e:03:ce]
1 o 0
@ Connected PoE Budget Usage
Fars B Connected with Warnin (Total: 0 mWWatts)
B Available Use.d
@ 5locked by Admin - Available (0%)
0
NOTE

RUCKUS Unleashed does not recognize older versions of ICX switches and displays the following warning message: "Unleashed

system only supports ICX firmware version 08.0.90 or later."
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Click Approve. If the switch is in factory default state, it will automatically connect and be listed among the connected switch devices once
the connection is established and the page is refreshed.

FIGURE 227 Click Approve

Working 0 Disconnected 0 v

Data duration: 1 hour v

= i Total 1
=X Switches ota

=3cn

Summary - Total 1 ICX

=Unlzashad system only supports ICX firmware version 03.0.90 or later

0 0 ICX Switch is Pending to join
Ports

Device Name: [CX7150-C12-Switch

MAC Address: 78.a6.e1.2e.03.ce

ICX715..[.e1:2e:03:ce]
0 4

Ports

IP Address: 192.168.0.24

—
=)

Pending for approval

If the switch is not in factory default state, the Unleashed Master is unable to login using the default user name and password, and the
following message appears. Click Continue to manually enter the login credentials.

FIGURE 228 Click Continue

Working 0 Disconnected 0 v

Data duration: 1 hour v

=x Switches Tota 1
=

e [

Summary - Total 1 ICX

#Unleashed system only supports ICX firmware version 08.0.90 or later

o o ICX Switch is Pending to join
Ports

Device Name: ICX7150-C12-Switch

MAC Address: 78a6e12e03ce

ICX715..[.e1:2e:03:ce]

1 0 0 ’
Unable to login to this switch with default credential, please provide admin user
Ports name & password of this switch to continue..

IP Address: 192 168024
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4. In the Approve Switch to Join Unleashed dialog that appears, enter the Admin Name and Password to authenticate to the switch.

FIGURE 229 Enter admin user name and password for switch authentication

Approve Switch Join Unleashed

Admin Name | admin

Password

Cancel

5. Click OK. Unleashed immediately attempts to verify and approve the switch. If successful, the switch status will change to Connecting
before joining Unleashed.

FIGURE 230 ICX switch connecting

g Switches ota 1 Working 0 Disconnected 0 v

#Unleashed system only supports ICX firmware version 05.0.90 ar later.

Summary - Total 1 ICX
o o ICX Switch is Connecting

Ports

MAC Address: 00:00°:00:00:00:00

IP Address: 192 168024

ICX715..[..00:00:00:00]
1 0 0 ’

Ports

Name: [CX7150-C12-Switch
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Monitoring Connected ICX Switches

Expand the Switches dashboard component and select a connected switch to view general information, port status, health details, and events and

alarms on the selected switch.

The following details are displayed when the links are expanded:

o  General Info: Displays general device information such as device name, IP address, MAC address, software version, and uptime.

o  Ports Info: Displays the number of ports used and available, PoE power budget usage, and details on specific ports when selected from

the port diagram or port list.

o  Health: Displays hardware status information such as CPU and memory utilization.

e  Events & Alarms: Displays a list of alarm and event system messages.

FIGURE 231 Selecting a Switch to Monitor Details

—xa N
= Switches

EREEC

Summary - Total 3 ICX

4 82

Ports

[d4:c1:9e:45:16:e0]

L + w2

Ports

Data duration: 1 hours v

[00:00:00:00:00:00]

2 0 0

Ports

ICX7150-24P-Switch [d4:c1:9e:45:16:e0]

To manage the ICX switchjc

g Ports Info

'@ Health

Q Events & Alarms
Events Alarms

Show General Info

Show Ports Info p

Show Health p

Hide Events & Alarms ™

Click Show Health to view the switch's health status information, including CPU and memory utilization, power supply usage, and temperature

details. Hover over a segment of the charts to view time-specific details.
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FIGURE 232 Monitoring Switch Health Details

Ports

'v” Health Hide Health ¥
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Memeory Usage: 42%

100%

Click Show Events & Alarms to expand the section and view switch event and alarm lists.

FIGURE 233 Viewing Switch Event and Alarm Lists

1-1 of 1 shown n

m Health Show Health p

Q Events & Alarms Hide Events & Alarms ¥
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1-10f 1 shown n
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Accessing the RUCKUS Switch Home Page

To access the RUCKUS switch home page from within Unleashed without manual login, click the To manage the ICX switch, click here link. Enter the
user name and password, and click Login to log in to the RUCKUS switch home page.

FIGURE 234 Logging In to the RUCKUS Switch Home Page

Ruckus Switch WebUI

Usertame

Password

NOTE
®  Access to the RUCKUS switch home page is supported only for ICX firmware version 9.0.0 or later.

®  Access to the RUCKUS switch home page redirection is available only when an ICX switch is connected.

o You can extend the available redirection window time. The standard available redirection window time is 10 minutes.

Managing Switch Ports

The "Ports Info" link expands to display information on overall switch status such as the number of ports used and available and PoE power budget
usage. Individual switch ports can be managed by selecting the specific port from the switch port diagram or from the port list table below.
To manage ICX switch ports:

1. Expand the Switches dashboard component, and select a connected switch from the list on the left.
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2. Click Show Ports Info to expand the port details view.

FIGURE 235 The "Ports Info" view displays summary info and per-port details

ICX Switch Management
Managing Switch Ports

Summary - Total 1 ICX

ICX7150-C12-Switch [78:a6:e1:2e:03:ce]

To manage the ICX switch, click here.

Q Ports Info

W connected
[ Connected with Warnin

W Avsilsble
B 2iocked by Admin

Reset Port

. iy Dost

Show General Info P

Hide Ports Info

30000

PoE Budget Usage
(Total: 124,000 mWatts)

Used
W Available (76%)

3. Select an individual port from the port diagram or port list table.

FIGURE 236 Select a switch port to display details on that port
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Reset Port

[[] Management Port

=
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©
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1 1
2 2
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Search Q 2 @
Port Number Link Status

4. Review the details in the switch port list for the port selected.
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5. Toreboot a device connected to a PoE switch port, click the Reset Port button. The port reset button can be used to power cycle a

connected device by powering down and back up a PoE port.

FIGURE 237 Resetting a switch port
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6. Scroll down to view the traffic trend chart and LLDP neighbor list for a port.

FIGURE 238 Viewing a port's traffic statistics and LLDP neighbors
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Audio-Visual Profile Support for an ICX Switch

An Audio-Visual (AV) profile manages and optimizes audio and video signals over an IP network, such as a local area network (LAN) or the internet,

to provide scalable, flexible, and reliable audio-visual delivery systems.

Overview

The AV profile is designed to deliver audio-visual applications using IP network infrastructure. With an AV profile created from the RUCKUS
Unleashed web interface, a RUCKUS AP can transmit configuration settings to an ICX AV switch, enabling the switch to effectively handle Audio-
Visual traffic. An ICX AV switch can also be configured from the ICX CLI interface. Based on the AV template, the configuration is pushed to an ICX AV

switch.
Requirements
e  Supported only on the following ICX AV switches:
- Software: Fastlron release 10.0.20a and later, 10.0.10d and later
- Hardware: ICX 8200-24PV, ICX 8200-48P, ICX 8200-48PF, ICX 8200-48PF2, ICX 8200-CO8PFV
e  Maximum ICXs and AV profiles supported in RUCKUS Unleashed:
- Maximum of eight ICX switches for Unleashed bridge mode
- Maximum of 16 ICX switches for Unleashed Dedicated mode
- Maximum of eight AV profiles supported for one ICX switch
e  10G uplink port and Ethernet cable (CAT 5, CAT 6, or CAT 7) with a cable length of less than 125 meters
e  VLAN tagging:
- Each AV profile belongs to a unique VLAN, two different profiles cannot share the same VLAN
e  Set PTP Transparent Clock (TC) per interface
e Disable EEE
e  Disable MTU, the value is set to 1500 by default
e Disable jumbo frame and storm control
Considerations
Here are the considerations when implementing a configuration:
e  Reconfiguring a switch: The switch needs to be reconfigured whenever it is reconnected.
®  Replacing a switch: If a new switch replaces an old one, you must reconfigure and delete the old entry from the RUCKUS Unleashed web
interface to keep your network configurations up-to-date.
e  Updating stack unit ID: If a stack reboots, the stack unit ID in the XML ports-list nodes may vary and need to be updated.
e  Stack unit limit: A stack can contain at most 12 units.
e  Overriding conflicting QoS settings: Conflicting QoS settings will be overridden when pushing the configuration and the old configuration
setting will not work. A warning message is displayed in the RUCKUS Unleashed web interface.
e  VLAN range: The valid VLAN range is between 1 through 4086.
e  Template limit: Six default templates are provided and an additional eight custom templates can be created.
e AV profile limit: A maximum of eight AV profiles per ICX switch can be created, and a port can only be bound to one AV profile.
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e  Strict priority forwarding policy: Applied on AV output queues (0-7), all other DSCP will be mapped to a forwarding queue having a priority
of 5 or lower.

e  Symmetrical flow control: The ICX switch applies to 0 through 4 queues by default.
Limitations and Exceptions

Following are the limitations and exceptions:

e An AV profile for an ICX switch can be configured from the RUCKUS Unleashed web interface and the ICX CLI interface, but the
configuration of other switch settings must be carried out directly on the switch. Therefore, potential configuration conflicts may arise,
such as the possibility of AV profile settings being overridden later within the switch itself.

e By default, the Maximum Transmission Unit (MTU) size is set to 1500 bytes for Ethernet Il encapsulation.
e  When enabled, Strict mode is applied to all queues and cannot be set on specific queues.

o  Use the broadcast limit, multicast limit, and unknown-unicast limit Fastiron commands to manage traffic limits on broadcast, multicast,
and unknown-unicast traffic, respectively.

e  The Quality of Service (QoS) setting is global, and a profile created by the user that includes QoS settings may potentially conflict with
those in the template.

e  The ICX 8200 family of switches support one-step PTP transparent clock mode, so FOLLOWUP messages will be discarded.
e  Astack port cannot be bound to an AV profile.

e  Cannot configure Class of Service (CoS)-related QoS settings from an AV profile.

Best Practices

This feature has no special recommendations for feature enablement or usage.

Prerequisites

Beginning with RUCKUS Unleashed 200.16, AV profile support is available on a RUCKUS Unleashed-managed ICX switch. Ensure that the ICX switch
is managed by an Unleashed AP.

AV Profile Overview

Navigating to the AV Profiles tab allows you to view the following information about all the AV profiles configured on the ICX switches associated
with the RUCKUS Unleashed network. The information is displayed in table format, reflecting a default subset of columns. You can control which
information is included and excluded by clicking the # icon and selecting or deselecting column names check boxes.

Name Name of the AV profile.

Profile Template Name of the AV profile template.

Color Color of the AV profile as seen from the ports diagram in the AV Profiles tab.
Untagged VLAN Access VLAN associated with the specific ICX AV switch.

IGMP Internet Group Management Protocol (IGMP) settings (Enabled or Disabled).

° Querier Version (V2 or V3): Version of IGMP

. Querier Election (IP address): Configurable IP address used in the Querier Election process.
IGMP and Querier Version settings are pre-configured for the built-in templates. Only for custom
templates, you can configure these settings. For the Data AV profile template, the IGMP setting is
disabled.
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DHCP Relay Dynamic Host Configuration Protocol (DHCP) Relay settings (Enabled or Disabled).
. VLAN IP Address: IP address of the VLAN
° Netmask IP address: IP address of the netmask

. DHCP Server IP address: IP address of the DHCP server that the relay agent forwards the
DHCP requests from the clients on its network.

Actions Available actions for the AV profile (edit and delete).

You can search the results using the Search field. Enter the AV profile name, profile template, IGMP, or DHCP relay setting in the Search field. All
matching AV profiles are displayed.

You can refresh the table by clicking the < icon.
You can edit or delete the AV profiles using the Edit or Delete options.

You can sort the AV Profiles table using the following criteria:
e  Rows: Search the AV Profiles table using key words.

o  Columns: Select the columns to be displayed. Click any column header to sort the table by that column.

FIGURE 239 AV Profiles Tab
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Dante Audio-Video Dante Audic&Video Enabled 0
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Data Data Disabled 0
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The AV Profile Template (Shared) table allows you to view the following information about all the AV profile templates.
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Name Name of the AV profile template. Built-in AV templates are defined as follows:

. AES67 Audio-Video: Use this template to connect the ICX switch to the AES67 audio devices
and their controller. AES67 is a standard that transmits high-quality audio over IP networks.

. Dante Audio-Video: Use this template to connect the ICX switch to the Dante audio devices
and their controller. Dante is a technology that transmits video and multiple channels of
audio over Ethernet cables.

° NDI5-Video: Use this template to connect the ICX switch to the video systems. Network
Device Interface (NDI5) is a standard that allows video systems to communicate with one
another over IP.

. Q_SYS-Video: Use this template to connect the ICX switch to the IP audio Q-SYS devices and
their controller. Q_SYS is a cloud platform that integrates audio, video, and control processing
in one system.

° Video: Use this template to connect the ICX switch to the IP video devices and their
controller.

° Data: Use this template to connect the ICX switch to other network devices as well as to
computers.

. Custom: Use this template to build your customized AV profile template.

Description Description of the AV profile template.
PTPv2 Precision Time Protocol (PTP) v2 setting (Enabled or Disabled).
Actions Available actions for the AV profile template (edit, clone, and delete).

You can search the results using the Search field. Enter the AV profile template name in the Search field. All matching AV profile templates are
displayed.

You can refresh the table by clicking the < icon.
You can edit, clone, or delete the AV profile templates using the Edit, Clone, or Delete options.

You can sort the AV Profiles table using the following criteria:
o  Rows: Search the AV Profiles table using key words.

o  Columns: Select the columns to be displayed. Click any column header to sort the table by that column.

Creating an AV Profile on an ICX Switch

Using an AV profile that is created from the RUCKUS Unleashed web interface allows the ICX AV switch to effectively handle Audio-Visual traffic.

If a RUCKUS Unleashed AP is directly connected to an ICX switch port, and the ICX username and password has not changed, then the Unleashed
network will manage the ICX switch automatically, else click the To manage the ICX switch, click here link and enter the username and password. If
an Unleashed AP is not connected to the ICX switch, then add the ICX switch manually by adding the IP address, admin name, and password.
1.  From the Switches component, select a specific ICX switch, and click Show Ports Info.
By default, the Ports Detail tab is displayed.
2. Select the AV Profiles tab and from the AV Profiles table, click Create.
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3. Inthe Create New dialog box, select the ports to which you want to bind an AV profile and enter the AV profile name.

FIGURE 240 Creating an AV Profile on an ICX Switch
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4. Select the AV Profile Template from the list or click the 4 icon to create a new AV profile template. You can also create an AV profile
template by clicking Create in the AV Profile Template (Shared) table.

a) Inthe Create New dialog box, enter an AV profile template name and description.
A maximum of eight AV profiles per ICX switch can be created, and a port can only be bound to one AV profile.
b) Enable PTPv2.

c) For Quality of Service, create a QoS prioritization rule by clicking Create New. Select QoS Type (DSCP), Value, Queue (0 through 6),
and click Save and then click OK.

5.  For Color, select the color for the AV profile and click OK.
6. For Untagged VLAN, enter the untagged VLAN ID.
The ports bound to an AV profile are set to untagged for that VLAN, while unbound ports are tagged for the same VLAN.
7. To configure the IGMP settings, select the IGMP check box and complete the following steps:
a) For Querier Version, select V2 or V3.
b) Enable Querier Election and enter the Querier IP address.
NOTE

IGMP and Querier Version settings are pre-configured for the built-in templates. Only for custom templates, you can configure
these settings. For the Data AV profile template, IGMP setting is disabled.
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8. To configure the DHCP setting, enable the DHCP Relay check box and enter the VLAN IP address, Netmask IP address, and DHCP Server IP
address, and then click OK.

Fanless Mode Support for an ICX Switch

Fanless mode, when enabled, allows the device to run silently with zero RPM fan speed, while limiting the Power over Ethernet (PoE) budget to 150
Watts.

Overview

Beginning with Unleashed 200.16, fanless mode on an ICX switch can be enabled or disabled from the RUCKUS Unleashed web interface. If fanless
mode is disabled, the fan speed is reset to auto and the PoE budget is reinstated to the default value.

Requirements
e  ICX 7150-24P, ICX 7150-48P, ICX 8200-24, ICX 8200-24P, ICX 8200-48, ICX 8200-48P, and ICX 8200-48PF devices support fanless mode.

o  Fanless mode can be enabled only if the PoE power allocation is less than or equal to 150 Watts.

Considerations

e Even if fanless mode is configured on a switch, fans will be turned on temporarily during bootup or reboot and will be turned off after the

bootup.

e Infanless mode operation, if the temperature of the switch goes beyond a maximum limit, the switch reboots. When fanless mode is
enabled on an ICX 8200 device with both 1G and 10G SFPs installed, the maximum temperature for the 10G SFP ports is used.

e  When fanless mode is enabled, inserting a 25G SFP will disable the port. If a 25G SFP is already inserted in a port, the optic must be
removed before fanless mode can be enabled.

e |f the PoE power allocation is more than 150W, PoE load must be reduced by disabling PoE on interfaces manually or by unplugging PoE
devices.

Best Practices

Check for PoE allocation on the switch before enabling fanless mode.

Prerequisites
e |f the PoE power allocation is more than 150W, PoE load must be reduced by disabling PoE on interfaces manually or by unplugging PoE
devices.

e  When fanless mode is enabled, inserting a high-speed optic such as a 25G SFP will disable the port to prevent overheating. If a 25G SFP is
already inserted in a port, the optic must be removed before fanless mode can be enabled.
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Enabling Fanless Mode on an ICX Switch

Fanless mode enables the device to operate with the fans disabled while limiting the PoE budget to 150 Watts. That is, when fanless mode is
enabled, the fan speed is set to zero RPM, thus allowing the device to operate silently. You can enable fanless mode on an ICX switch from the
RUCKUS Unleashed web interface.

Before enabling the fanless mode on an ICX switch, ensure that the PoE power allocation is less than or equal to 150 Watts.

NOTE
ICX 7150-24P, ICX 7150-48P, ICX 8200-24, ICX 8200-24P, ICX 8200-48, ICX 8200-48P, and ICX 8200-48PF devices support fanless mode.

1. From the dashboard, expand the Switches component, select a specific ICX switch, and click Edit.
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2.

In the Edit Switch dialog box, for Enable Fans, select a specific switch unit for which you wish to disable fanless mode or click Unselect All

to disable all the fans on the switch and click OK.

FIGURE 241 Edit Switch: Enabling Fanless Mode

Edit Switch

Device Name  1CXE200-24F Router

Enable Fans Salect All  Unsebect All
BunTt BunT2

)

You can also enable the fanless mode from the Ports Detail tab. From the Switches component, click Show Ports Info to expand the port
details view. In the Ports Detail tab, for a specific switch unit, click the @ icon to enable the fanless mode. A confirmation message is

displayed. Click Yes.

FIGURE 242 Ports Detail Tab: Enabling Fanless Mode
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If a fan is enabled on a switch unit, then the @ icon will appear rotating in green, else it will appear stationary in black.
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Backing up and Restoring a Switch Configuration

RUCKUS Unleashed ICX switch management provides tools for performing a backup of the current ICX switch configuration and restore to a
previously saved configuration backup file.
Use the following procedure to perform a backup and restore of the current switch configuration:

1. Expand the Switches dashboard component and select a connected switch from the device list on the left.

2. Click More > Back Up Configuration.

NOTE
Only connected switches can backup and restore the configuration.

FIGURE 243 Backing up a Switch Configuration

= swich oo 2 [
— witches :

Upgrade
Summary - Total 2 ICX
Restore Configuration dhcp-10-223-39-229 [c0:¢5:20:b1:72:89]
7 [
- To manage the ICX switch, click here.

Ports

Show General Info

dhcp-10-223-3..[c0:c5:20:b1:72:89]

1 * 6
Q Ports Info Hide Ports Info %

Pors

The switch status displays "Downloading" as the configuration file is generated and prepared for download. When finished, the backup file

is created as a .txt file that can be saved to your local computer.

3. Save the backup file to a convenient location.

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A 269



ICX Switch Management
Backing up and Restoring a Switch Configuration

4. To restore configuration settings from a previously saved backup file, select the switch and click More > Restore Configuration.

FIGURE 244 Restoring a Switch Configuration

— Switches
Upgrade
Summary - Total 2 ICX Back Up Configuration
dhcp-10-223-39-229 [c0:¢5:20:b1:72:89]
7 13
- To manage the ICX switch, click here.
Ports

Show General Info p

dhep-10-223-3..[c0:65:20:b1:72:89]
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‘ :] Ports Info Hide Ports Info %
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5. Inthe Restore dialog box, click Browse and select a valid backup file.

6. Click Restore.

FIGURE 245 Restoring Switch Configuration from a Backup File

Restore x

Local File Name icx_config_mac_78a6e12e03ce_2019 155955 txt (775 bytes) Cancel h

PoE Budget Usage

Total 16
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7. Click Yes to confirm.

ICX Switch Management
Backing up and Restoring a Switch List

The ICX Switch is Restoring screen appears, notifying you that the restore process may take 10 minutes or more.

FIGURE 246 Switch Restore in Process

—mx B
=m Switches

Summary - Total 1 ICX

Data duration

Disconnected 0

1 hour

v

ICX715..[..e1:2e:03:ce]

# Unleashed sys

tem only supports ICX firmware version 05.0.80 or later

ICX Switch is Restoring

Device Name: [CX7130-C12-Switch
MAC Address: 78a6el2e03ce
IP Address: 192.168.0.24
This ICX switch is restoring, and the Unleashed network may reboot and go

temporarily out of service during this period.It may take at least 10 minutes. Please
DO NOT power off or reboot the switch

v

When the process is finished, the restored switch appears in the connected device list.

Backing up and Restoring a Switch List

RUCKUS Unleashed ICX switch management provides tools for performing a backup of the current ICX switch list and restore to a previously saved
configuration backup file. Use the Backup ICX List and Restore ICX List options when you want to reset a switch to factory default settings to join a

new RUCKUS Unleashed system.

NOTE

You can restore only the ICX switch list that is in the same mode (Dedicated, Bridge, or Gateway) as the backup ICX list. For example, if the
new RUCKUS Unleashed system is in Dedicated mode, it cannot restore the ICX switch list that is in Bridge mode.
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Use the following procedure to perform a backup and restore of the current switch configuration list:

272

4.

1.

Expand the Switches dashboard component. Select Summary and click Backup ICX List.

FIGURE 247 Backing up a Switch Configuration List
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When finished, all the ICX switches including the disconnected ICX switches are backed up and restored. The backup file is created as
a .bak file that can be saved to your local computer.

Save the backup file to a convenient location.

To restore configuration settings from a previously saved backup file, select Summary and click Restore ICX List. Alternately, you can
restore the switch list from the Admin & Services > Administration > Backup & Restore screen by selecting the Restore ICX Switches List
option from the Restore Configuration section. Refer to Backup and Restore on page 392 for more information.

FIGURE 248 Restoring a Switch Configuration List

= i
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In the Restore dialog box, click Browse and select a valid backup file.
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5. Click Restore.

FIGURE 249 Restoring a Switch List from a Backup File
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A confirmation message appears notifying you to confirm the restore process.

FIGURE 250 Switch Restore Confirmation Message

?

Restore ICX device list?

I
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6. Click Yes to confirm.

The Restoring screen appears, notifying you that the restore process has begun. A progress bar shows the relative status of the restore
process.

NOTE
The restore process may take 10 minutes or more, during which time the Unleashed network may reboot and go temporarily
out of service. Do not manually power off or reboot the switch.

FIGURE 251 Switch Restore in Process

Restoring

Unleashed is being restored to a previously archived configuration. Once restore is complete, you will be automatically
reconnected to https://10.223.39.225/admin/login.jsp

When the process is finished, the restored switch list appears when you click the Summary box.

Upgrading ICX Switch Firmware

Unleashed management requires Fastlron firmware version 08.0.90 or later.
To upgrade the firmware of an ICX switch, use the following procedure:

1. Expand the Switches dashboard component and select a connected switch from the connected device list on the left.

RUCKUS Unleashed 200.16 User Guide
274 Part Number: 800-73635-001 Rev A



Click More > Upgrade.

FIGURE 252 Upgrading an ICX switch

ICX Switch Management
Upgrading ICX Switch Firmware
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In the Upgrade dialog, click Choose File and select a valid Fastlron image file.

FIGURE 253 Choose upgrade image file

Upgrade

Local File Name Choose File No file choosen

PoE Budget Usage
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continue.

FIGURE 254 Upgrade warning message

?

Please note that Master AP currently connects to this ICX
switch, upgrade this switch may cause a power outage in
the Unleashed network, are you sure want to continue?

5.  When the upgrade is complete, Unleashed reboots and displays the switch in the connected device list.

FIGURE 255 Verify switch version
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Client Management Overview

The Unleashed Admin Interface provides tools for monitoring and managing wireless clients, including blocking and deleting client devices, viewing
an overview of client traffic, and drilling down into details about a specific client's connection status and traffic statistics.

Viewing the Clients List

To view a list of currently connected wireless clients, expand the Clients section on the Dashboard.

FIGURE 256 Viewing the currently connected Clients list
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The clients list displays the number of connected and blocked clients, along with a table that lists the details on the client such as its MAC address,
IP address, OS, Hostname, User, connected AP, WLAN, and Signal level indicator.

To view additional details about a specific client, select the client from the list and click Show Details.

FIGURE 257 Click Show Details to view client details
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FIGURE 258 Viewing details on a specific client
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Renaming a Client

Unleashed collects client host names from the client's operating system and displays them in client lists, tables and charts on the web interface.

However, the host names provided by the OS are often not very useful in identifying clients on the network.

Entering a custom host name manually via the web interface is one way to address this issue.

Any renamed clients will be displayed using the new name whenever they are online. The maximum number of marked clients is 520. When this

max is reached, Unleashed will delete the oldest renamed offline stations, 10 stations at a time, and trigger an alarm event to indicate the renamed

stations have been deleted.
To rename a connected wireless client:
1. Open the Clients component, and select the client you want to rename from the list.

2. Click Rename.

FIGURE 259 Rename a client
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The Rename Client dialog appears.
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Enter the New Name, and click OK.

FIGURE 260 Enter new client name

3 clients connected, 0 clients disconnected

RenameClient X

Renamed Client will be reported in this page even if it is disconnected
later, until it is deleted. You can have up to 520 renamed clients, The
client name will be set to original if apply the empty new name

CurrentName:
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The new client name now appears in clients lists in the Host Name column.

FIGURE 261 New name appears in Host Name
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Deleting a Client

Follow these steps to temporarily disconnect a client device from your WLAN. (The user can simply reconnect manually, if they prefer.) This is

helpful as a troubleshooting tip for problematic network connections.
1. Expand the Clients component on the Dashboard.
2. Select a client from the list, and click Delete.

FIGURE 262 Click the Delete button to temporarily delete a client. The client will be able to reconnect.

=
D Clients - Total 3 Disconnected 0 v
Clients
3 clients connected, 0 clients disconnected.
Wired Clients 0 wired clients connected >
Wireless Clients 3 wireless clients connected v
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Delete |
10:03:8c::73:38 192.168.0.11 N/A Unleashed Unleashed E
04:b1:67:47:c4:20 192.168.0.8 * MyClient RuckusAP Unleashed E
1-3 of 3 shown n
https://192.168.0.3/2dmin/dashboard jsplprivilege=rw (1) o

The entry is deleted from the Active Clients list, and the listed device is disconnected from your WLAN.

The user can reconnect at any time, which, if this proves to be a problem, may prompt you to consider Permanently Blocking a Client Device on

page 281.

Permanently Blocking a Client Device

Complete

1.
2.

the following steps to permanently block a client device from WLAN connections.

Expand the Clients component on the dashboard.

In the Status column of the clients list, identify any unauthorized users.
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3. Select an AP from the list, and click the Block button from the More pull-down menu to move this client to the blocked clients list.

FIGURE 263 Blocking a Client Permanently

0 o — - .
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m
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The status of the client is changed to Blocked, preventing the listed device from using your RUCKUS WLANS.

Marking a Client as a Favorite

Designating a client as a "favorite" client provides a way to monitor the client's behavior, triggering a report when the client goes online or offline.

NOTE

Unleashed supports a maximum of 20 favorite clients.

To mark a client as a favorite, use the following procedure:

1. Expand the Clients component on the Unleashed Dashboard.
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2. Select a client from the list, and click Mark Favorite.

FIGURE 264 Mark Favorite

Working with Clients
Running a Speed Performance Test on a Wireless Client
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An alarm event will be generated each time this client goes online or offline.

Running a Speed Performance Test on a Wireless Client

You can test the wireless throughput to a client using the Speed Test tool.

Before performing this procedure, ensure that your RUCKUS Unleashed client is running version 200.16 or later, and that the station (device) you
want to test has the iPerf3 tool installed directly or available through the RUCKUS Unleashed mobile app.

1. Install (https://iperf.fr/iperf-download.php) and enable the iPerf3 service as server mode. For more information about iPerf3, refer to

iPerf3 Integration in Unleashed on page 286.

2. Expand the Clients component on the dashboard.
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3. Select a client from the clients list, click the More option, and select Speed Test.

FIGURE 265 Selecting a Client for Speed Test
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The Speed Test dialog box is displayed.
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Click Start to begin the speed test.

FIGURE 266 Running the Speed Test

Working with Clients
Running a Speed Performance Test on a Wireless Client

Speed Test
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device. For more detail, refer to online help or iperf3 docs.
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When the test is complete, the average downlink and uplink speed results are displayed along with packet loss percentages.

FIGURE 267 Speed Test Results
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5. (Optional) Click Test Again to rerun the test.

iPerf3 Integration in Unleashed

iPerf3 is a third-party open-source speed measurement tool, widely used to measure network performance and maximum achievable throughput
by sending traffic between one host and another.

Overview
iPerf3 effectively tests on higher performance Wi-Fi chips and inspects bandwidth issues between two endpoints.
iPerf3 implementation in RUCKUS Unleashed:

e A station connects with an AP through Wi-Fi

o Adedicated Master AP or Master AP connects with a member AP by Mesh or Ethernet

Requirements
® As a station, Windows and MAC OS devices must install the iPerf3 tool.
e  Asa station, Android and iOS devices must install the RUCKUS Unleashed Mobile App (UMA) integrated with the iPerf3 tool.
e  Ensure you have access to both the systems that you want to test for network performance testing.

e  Ensure that any firewalls in your network allow traffic on the port that iPerf3 uses (the default is 5201).

Considerations

iPerf3 in RUCKUS Unleashed handles only TCP streams.

Best Practices

This feature has no special recommendations for feature enablement or usage.

Prerequisites
e  Supported in RUCKUS Unleashed 200.16 and later versions.

e Install the iPerf3 tool in the devices on which you want to perform network performance test.
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Working with Clients
Client Connection Troubleshooting

The client connectivity trace feature is designed to help customers diagnose wireless client connection issues to determine why a client fails to

connect to the wireless network.

To perform a client connectivity trace:

1.

2.

NOTE

Open the Clients section, and select the problematic client from the list.

Alternatively, go to Admin & Services > Administration > Diagnostics > Client Troubleshooting, and locate the Client

Connection Logs section.

As of release 200.8, client connection traces can be performed on clients connected to the following WLAN types:

NOTE

e WPA2

e  Web Auth
e  Hotspot

e  Guest Access

Click Troubleshooting.

FIGURE 268 Click Troubleshooting to perform client connectivity trace

D Clients -

Clients

2 clients connected, 0 clients disconnected.

Wired Clients

Wireless Clients

Show details ' Mark Favorite

10:03:8C::73:38 192.168.0.2

04:b1:67:47-c4:20 192.168.0.11

1 § Access Points

0 wired clients connected

2 wireless clients connecied

Truubleshuonng More =

W

Total 2 Disconnected 0 v

Unleashed Unleashed

RuckusAP Unleashed E

1-2 of 2 shown n

Total 3 Disconnected 0 > J

The Troubleshooting screen appears.
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3.

4.
5.

In Connectivity Trace, click the Start button to begin. The association trace begins. The page refreshes to display detailed results.

FIGURE 269 Click Start to begin connectivity trace

Troubleshooting

“Client MAC Address 3cad9f4:48afd0
Please connect your client manually after start troubleshooting, if the client is connected, it will be disconnected firstly and then connect

X Import E 3

FIGURE 270 Connectivity trace in progress

Connectivity Trace » Start W Stop W Clear L Import & Export

Access Points hearing client's probe requests:

Name Radio Client SNR (dBm) Latency (ms) Connection Failure (%)  Airtime Utilization (%)
Ruckus-Unleashed 5GHz (38) 58 0 000 0

RuckusAP 5GHz (36) 39 0 0.00 0

RuckusAP 2.4GHz (1) ar 0 0.00 12

Ruckus-Unleashed 2.4GHz (11) 92 0 0.00 3

1-4 of 4 shown n

v 802 11 Disassociation 9:56:46
AP: RuckusAP(f0'b0°52:1c:12:c0) SSID: Unleashed Radio: 5GHz Time:9:56:46

v 802 11 Authentication Request 9:56:46

|seapeoig

133G YWY

aalnaq e

v 802 11 Authentication Request 9:56:46

payses|up)
1aaisg 4OHA
[enod anide

802.11 Authentication Response9.56.:46

4 <%

802.11 Association Request ~ 9:56:46

(09/21:91'2G/09:0) 1o 85990y

v 802 11 Association Request 9:56:46

Examine the results to isolate the problematic step in the process.

If needed, you can download the client connectivity data to a file, which can later be imported for analysis. Click Export to download the
data file and save it to your local computer. Click Import to import a previously exported file back into Unleashed.
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Adding User Accounts to the Internal User Database

Marking a Client as a Legacy Device

Designating a wireless client as a legacy device provides a way to change a password, but allows original connected wireless devices to continue

using the previous password. On a large-scale deployment, marking a wireless client as a legacy device is effective because the customer is not

required to change the passwords on all the connected wireless devices.

Complete the following steps to mark a wireless client as a legacy device.

1.  From the Unleashed dashboard, expand the Clients component.

2. Under Wireless Clients, select a client from the list and click Mark Legacy.

FIGURE 271 Marking a Client as a Legacy Device

Favorite Legacy Device | Mac Address IP Address “

Yes

Yes

No

No

Yes

Yes

Yes

No

MNo

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Troubleshooting

2816:ad:b4:71:de

38:19:d3:34:07:95

34:36:3bcdeb:b0

8e:3a:13:10:05:7b

Tae2:d9:66:66:39

24:11:45:b7:c2:92

92:c6:€3:66:2d:ae

16:67.0b:00:h0:%e

ca:50:19:69:58.ca

965:76:53:3a:17:d4

192.168.10.245

192.168.10.252

192.168.10.250

192.168.10.153

192.168.10.152

192.168.10.164

Authorized

Authorized

Authorized

Authorized

Authorized

Authorized

Disconnected

Disconnected

Disconnected

Disconnected

H0KDPAKAAI

=
b

=
=

The devices marked as legacy devices are allowed to connect to the WLAN with the previous password. For more information, refer to

"Creating a New WLAN".

3. (Optional) Select a client and click More > Unmark Legacy to unmark the wireless client.

Adding User Accounts to the Internal User Database

1. Go to Admin & Services > System > Users and click Create New.

2. Enter a User Name, optional Full Name, Password, Confirm Password, and select a Role for this user.
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3. Click OK to create the new user.

FIGURE 272 Creating a new User on the Internal User Database

Create New b ST

* Username ‘

Full Name |

* Confirm Password ‘

* Password ‘ ‘

Role | Default v

Authenticating Clients Using an External Database

In addition to the Internal User Database, Unleashed also supports authenticating clients using an external authentication server.

To enable this feature, you must first create an "AAA Server" entry, and then apply the AAA server to one or more WLANSs with external
authentication enabled. Unleashed supports the following types of external authentication servers:
e  Microsoft Active Directory

e RADIUS

For more information on configuring AAA servers, see AAA Servers on page 337.
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Admin & Services Overview

The Admin & Services settings provide tools for use in managing many of the "under the hood" features of your Unleashed deployment.

These options allow you to configure system settings such as system name and IP address, configure services such as Application Recognition and
Control, Guest Access and Hotspot services, and perform administration functions such as changing the admin user name and password,
performing an upgrade and performing diagnostics.

The Admin & Services component is divided into the following sub-components:
e  System Settings on page 291
e  Services on page 336

e  Administration Settings on page 390

System Settings

System settings include options for changing the system name, preferred Master AP, IP address, time zone, country code, users, user roles and mesh
settings.

To configure system settings, click Admin & Services > System. The menu expands to display additional options under the System tab.
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System Settings

FIGURE 273 Click Admin & Services, and expand the System tab to configure system settings

ﬁ- Admin & Services

L System v
|P Settings
System Time

Country Code

Roles
Users
Mesh
&, Services B
¥ Administration 3

System Info

Name*

Ruckus-Unleashed |

System Version [ 200.9.10.4.43 |

UnIeashedID|unS\M8490011251572982362879 || Generate || Copy |

Preferred Master

Upon applying this change, the Preferred Master AP will become the Master AP and the previous Master AP will be rebooted to become a
Member AR, the selected Secondary AP will become Master ance Preferred Master is down. Please note there may be a brief network
disruption when changing Master AP.

Primary Preferred Master | Ruckus-Unieashed[R6710 -« 7 |

Secondary Preferred Master| No Preference v ‘

Disable WLAN service on Master AP | I7 the Unlcashed Network conteins 3 or more connected APs. the Master AP will not
provide WiFi senvice
PRIY

Switch Approval

Approval ¥ Automatically apprave all join requests from switches

System Info Settings

System Info settings include options for configuring system name, preferred Master, automatic switch approval, email and SMS server settings.

Changing the System Name

The System Info page displays the current system firmware version and provides an option to reconfigure the system name.

To change the system name:

292

1.
2.

Go to Admin & Services > System > System Info.

In System Name, delete the text, and then type a new name. The name should be between 1 and 32 characters in length, using letters,
numbers, underscores (_) and hyphens (-). Do not use spaces or other special characters. Do not start with a hyphen (-) or underscore (_).

System names are case sensitive.
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3. Click Apply to save your settings. The change goes into effect immediately.

FIGURE 274 The System Info page displays the firmware version and system name

¢ Admin & Services
L System v
IP Settings

System Time

Country Code

Roles

Users

Mesh
&, Services >
L2 Administration [ 2

System Info

Namet | Ruckus-Unleashed |

System Versiol 200370443 ]

Unleashed ID | ung418450011251572982362879 || Generate |[ copy |

Preferred Master

Upon applying this change, the Preferred Master AP will become the Master AP and the previous Master AP will be rebooted to become a
Member AP, the selected Secondary AP will become Master once Preferred Master is down. Please note there may be a brief network
disruption when changing Master AP.

Primary Preferred Master | Ruckus-Unleashed[R610 - ¢ |

Secondary Preferred Master | No Preference v

Disable WLAN =ervice on Master AP [ I the Unlzashed Network contains 3 or more connected APs. the Master AP will not

provide WiFi service
Apply

Switch Approval

Approval (¢ Automatically approve all join requests from switches

Generating an Unleashed ID

The Unleashed ID uniquely identifies each Unleashed network for use in remote management via either the Unleashed Mobile App or the

Unleashed Multi-Site Manager.

1. Goto Admin & Services > System > System Info.

2. Click the Generate button next to Unleashed ID.
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Designating a Preferred Master AP

3.

A new ID number appears in the Unleashed ID field. You can now use this number for remote management of this Unleashed network
using the Unleashed Mobile App or Unleashed Multi-Site Manager.

FIGURE 275 Generating a new Unleashed ID for use in remote management

a Admin & Services

L1 system v
System Info

IP Settings

System Time

Country Code

Roles

Users

Mesh

&, services >

13 Administration 3

System Info

Name*

Ruckus-Unleashed |

System Version [ 200.9.10.4.43 |

Unleashed ID [ un9418490011251572982362879 ||| Generate |

Upon applying this change, the Preferred Master AP will become the Master AP and the previous Master AP will be rebooted to become a
Member AP, the selected Secondary AP will become Master once Preferred Master is down. Please note there may be a brief network
disruption when changing Master AP.

Preferred Master

Primary Preferred Master | Ruckus-Unleashed[R610 - v |

Secondary Preferred Master | No Preference v

Disable WLAN =ervice on Master AP [ I the Unleashed Network contains 3 or more connected APs. the Master AP will nat
provide WiFi service
PRIy

Switch Approval

Approval # Automatically approve all join requests from switches

The Preferred Master settings allow an administrator to manually designate the primary and secondary preferred Master APs.

By default, there is no preference as to which AP should become the Master AP. The first AP that is deployed automatically becomes the Master AP.
If the Master AP goes offline for any reason, any other Ethernet-connected member AP can take over the role of the Master AP.

By using the Preferred Master option, the administrator can designate the APs that will have a priority as the Master AP.

Complete the following steps to configure the primary and the secondary preferred Master APs.

294

1.

Go to Admin & Services > System > System Info.
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2. Under Preferred Master, from the Primary Preferred Master list, select a primary preferred Master AP.

The Primary Preferred Master list displays the best Master AP at the top of the list. The recommended best Master AP is displayed in

green and is indicated by a ‘5 ("thumbs up" symbol), as shown in the following figure and you can choose this AP as the primary
preferred Master.

FIGURE 276 Designating APs as the Preferred Masters

L] System v System Info

Name* | Ruckus-Unleashed |

System Version | 200.9.10 4 151 |

IP Settings

Unleashed ID|un9418490011251572982382879 || Generate |[ copy |

System Time

Country Code

Preferred Master

Roles Upon applying this change, the Primary Preferred Master AP will become the Master AP and the previous Master AP will be rebooted to
become a Member AP, the selected Secondary Preferred Master will become Master once Primary Preferred Master is down. Please note
Users there may be a brief network disruption when changing Master AP

Mesh

I Primary Preferred Master | R710-M[R710 -ec8ca22652 - | I

Secondary Preferred Mas erence
Disable WLAN service on Master AP | I R71P-2[R710 - 58:b6:33:3b:ed:20] e connected APs, the Master AP will not

&, Services > R710-1[R710 - 38 7 3638°81°50]
R710-M[R710 - ec'8c: g Apply
€ Administrat > TT10s[T710S - 74 3e 231°08 60] t
ministration i
Swilch Approval | RB10[R61D - =c8¢ a2 0 41:¢0] |
Approval b TR10-1[TE10- ec Bca2 13 cad0] 1 swilches
TEI0[TE10 - d8:38:fc: 1 :8b:00] Apply
) TE10s[T610S - ec:8c:a2:13:02.b0]
Email Server
H320[H320 - 24:79:2a14:¢7-60]
(] Enable Email Server o

3. From the Secondary Preferred Master list, select a secondary preferred Master AP.

When the primary preferred Master AP is offline, the secondary preferred Master AP assumes the role of the Master AP. When the
primary preferred Master AP returns online, it rejoins the Unleashed network and resumes the role of the Master AP again.

Disabling WLAN Service on the Master AP

Because the Master AP has to perform a number of tasks at once, it may be useful in some scenarios to reduce the compute load on the Master AP
by disabling its WLAN service and allow the Master to focus on controller functions.

To disable WLAN service on the Master AP to allow it to focus on controller functions:

1. Go to Admin & Services > System > System Info.

2. Inthe Preferred Master section, deselect the Enable WLAN service on Master AP option.
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3.

Click Apply to save your changes.

NOTE

This feature will only take effect when the Unleashed network contains at least three other connected APs to provide WLAN

service.

FIGURE 277 Disabling Master AP WLAN service

1 system v

IP Settings

System Time

Country Code

Roles
Users
Mesh
&, Services »
3 Administration >

System Info

Name* | Ruckus-Unleashed |

System Version | 200.9.10 4 151 |

Unleashed ID|un9418490011251572982382879 || Generate |[ copy |

Preferred Master
Upon applying this change, the Primary Preferred Master AP will become the Master AP and the previous Master AP will be rebooted to
become a Member AP, the selected Secondary Preferred Master will become Master once Primary Preferred Master is down. Please note
there may be a brief network disruption when changing Master AP

Primary Preferred Master | Ruckus Unleashed[R610 - cv |

Secondary Preferred Master | No Preference v|

Disable WLAN service on Master AP [ If the Unleashed Network contains 3 or more connected APs. the Master AP will not

Apply

provide WiFi service

Switch Approval

Approval [g Automatically approve all join reguests from switches
Apply

Email Server

[ Enable Email Server -

Configuring Global Access Point Policies

The Access Point Policies settings allow you to define how new APs are detected and approved for use in WLAN coverage, as well as policies on
Dedicated Master discovery and communicating with the Dedicated Master.

Complete the following steps to review and revise the general AP policies.

296

1.

Go to Admin & Services > System > System Info.
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2. Review the current settings under Access Point Policies. You can change the following settings:

e  Approval: This option is enabled by default, which means that all join requests from any RUCKUS AP will be approved automatically.
If you want to manually review and approve the joining of new APs to the WLAN, clear the Approval check box.

o Dedicated Master Discovery Policy: If you have multiple Dedicated Masters on the network and want specific APs to join a specific
Dedicated Master, you can limit Dedicated Master discovery. Ensure that Dedicated Master setup is completed.

Select one of the following options:

- Use DHCP OPTION 43 or auto discovery on same subnet (AP settings will be ignored): Add the Option 43 setting under DHCP
server in the Linux DHCP server.
#Ruckus Option 43 configuration as below:
option space ruckus_info;
option ruckus_info.zdiplist code 3 = text;

vendor-option-space ruckus_info;
option ruckus info.zdiplist "10.223.26.121";

- Configure Primary and Secondary Unleashed Settings to AP: Enter the IP addresses (or FQDNSs) of the primary and secondary
Dedicated Master units to which you want APs to join. APs will first attempt to join the primary Dedicated Master. If they cannot
find or are unable to join the primary Dedicated Master, they will attempt to join the secondary Dedicated Master. If still
unsuccessful, APs will stop attempting for a brief period of time, and then they will restart the joining process. They will repeat
this process until they successfully join either the primary or secondary Dedicated Master.

NOTE
If you have two Dedicated Masters, RUCKUS recommends using Smart Redundancy. For information on Smart Redundancy
configuration, refer to Smart Redundancy Configuration on page 74.

e  Management VLAN: You can enable the Dedicated Master management VLAN if you want to separate management traffic from
regular network traffic. The following options are available:

- Keep AP's setting: Select this option if you want to preserve the Management VLAN settings as configured on the AP. Note that
the Management VLAN on the AP is disabled by default.

- VLAN ID: Select this option and enter a valid VLAN ID to segment management traffic into the specified VLAN. Valid VLAN IDs
are from 1 through 4094.

e  Tunnel MTU: Use this field to set the Maximum Transmission Unit for tunnel packets between a Dedicated Master and the APs. The
MTU is the size of the largest protocol data unit (in bytes) that can be passed. Supported MTU values range from 850 through 1500
(the default is 1500).

e  Auto Recovery: Set an AP auto-recovery time in minutes, after which APs will reboot in attempt to reconnect to Dedicated Master.
Default is 30 minutes.
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3. Click Apply to save and apply your settings.

FIGURE 278 Configuring Global AP Policies

L] System v System Info

IP Settings. System Version | 2001361224

I Unleashed ID [ un2320720064691656261275542 | [ Generate [ copy |

Country Code

Access Paint Policies
Roles Approval B Automatically approve lljoin requests from APs. ({To enhance wireless security, deactivate this option. This means you must manually “allow” each newly discovered AP.)
Users Dedicated Master Discovery Policy ® Use DHCP OPTION 43 or auto discovery on same subnet (AP settings will be ignored)

O Configure Primary and Secondary Unleashed Settings to AP(IF or domain name is acceptable)

Seconcary uneasneasasr [ |

Mesh

8, services > O Keep AP's Primary and Secondary Unleashed Settings
Management VLAN ® Keep AP's setting O VLAN ID :
& Administration > Tunnel MTU - (To limit the maximum transmission unit size between Unleashed and AP, range: 850 ~ 1500)

Auto Recovery [ AP reboots if discennected from Unleashed for more than Minutes.
Apply

Enabling Automatic Switch Approval
To enable automatic approval of RUCKUS ICX switches, use the following procedure:

1. Go to Admin & Services > System > System Info, and locate the Switch Approval section.
2. Enable the Approval option.
3. Click Apply to save your changes.

FIGURE 279 Enable automatic approval of ICX switches

Sysiem lime Apply o

Country Code
Preferred Master

Roles Upon applying this change. the Primary Preferred Master AP will become the Master AP and the previous Master AP will be rebooied o
become a Member AP, the selected Secondary Preferred Master will become Master once Primary Preferred Master is down. Please note
o there may be a brief network disruption when changing Master AP,
voan Primary Preferred Master | Ruckus-Unleashed[R610 - (v |
es
Secondary Preferred Master | No Preference ~|
Disable WLAN service on Master AP [ If the Unleashed Network contains 3 or more connected APs, the Master AP will nat

&, services > provide WIFi service
£ Administration > Switch Approval

I Approval g Automatically approve all join requests from switches I

Email Server

[] Enable Email Server

From Email Address |

SMTP Server Name |

SMTP Authentication Username |

SMTP Authentication Password |

|
|
SMTP Server Port | |
|
|
|

Coanfirm SMTP A1 ipati [
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Configuring Email Server Settings

In order for Unleashed to send guest pass codes to guest users via email, it needs to have an email server configured.

To configure email server SMTP settings:

1. Go to Admin & Services > System > System Info.

2. Inthe Email Server section, enable the Enable Email Server check box, and then enter the following:

From email address: Type the email address from which Unleashed will send email messages.

SMTP Server name: Type the full name of the server provided by your ISP or mail administrator. Often, the SMTP server name is in
the format smtp.company.com.

SMTP Server port: Type the SMTP port number provided by your ISP or mail administrator. Often, the SMTP port number is 465 or
587. The default SMTP port value is 587.

SMTP Authentication username: Type the user name provided by your ISP or mail administrator. This might be just the part of your
email address before the @ symbol, or it might be your complete email address. If you are using a free email service (such as Hotmail
or Gmail), you typically have to type your complete email address.

SMTP Authentication password: Type the password that is associated with the user name above.

Confirm SMTP Authentication password: Retype the password you typed above to confirm.

SMTP Encryption Options: If your mail server uses TLS encryption, click the SMTP Encryption Options link, and then select the TLS

check box. Additionally, select the STARTTLS check box that appears after you select the TLS check box. Check with your ISP or mail
administrator for the correct encryption settings that you need to set.

3. To verify that Unleashed can send email messages using the SMTP settings you configured, click the Test button.

If Unleashed is able to send the test message, the message Success! appears at the bottom of the Email Notification page.

If Unleashed is unable to send the test message, the message Failed! appears at the bottom of the Email Notification page. Go
back to the previous step, and then verify that the SMTP settings are correct.
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4. Click Apply. The email server settings you configured become active immediately.

FIGURE 280 Email Server settings

1 SEIVICES |4 AFRIY .

Swilch Approval
Q& Administration >

Approval ¥ Automatically approve all join requests from switches
Apply

Email Server

¥ Enable Email Server

From Email Address | test@example.com

SMTP Server Name | smtp.example.com

SMTP Server Port | 557

SMTP Authentication Password | sraeeare

|
|
|
SMTP Authentication Usemame | username |
|
|

Confirm SMTP Authentication Password | mrersas

SMTP Encryption Options

SMS Settings
Enable SMS Server
Country Code No default and ask user to input
Use default and allow user to change
Use default and disallow user to change

Twilio account information

Configuring SMS Server Settings
In order for Unleashed to send guest pass codes to guest users via SMS, it needs to have an SMS server configured.
To configure SMS server settings:

1. Go to Admin & Services > System > System Info.
2. Inthe SMS Settings section, enable the Enable SMS Server check box.
3. In Country Code, select one of the following options:

e  CountryCode: This option is only available with "Customized Server" SMS server type (for Twilio and Clickatell, the country code is
mandatory and cannot be unchecked). When unchecked, the guest registration page does not support country code input.

o No default and ask user to input: The guest registration page does not provide a default country code and the guest user is asked to
input one.

o  Use default and allow user to change: The guest registration page provides a default country code and allows the guest user to
change it.

o Use default and disallow user to change: The guest registration page provides a default country code and the guest user is not
allowed to change it.

4. Select Twilio, Clickatell, or Customized Server, depending on your SMS service provider.

5. Enter your Account SID, Auth Token and From Phone Number (Twilio) or your User Name, Password and API ID (Clickatell), or Method
(Get or Post) and the URL for a custom SMS service provider.

6. Click the Test button to test your settings.
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7. Once confirmed, click Apply to save your changes.

FIGURE 281 Configuring SMS settings

SMTP Encryption Options

SMS Settings
«# Enable SMS Server
Country Code ® No default and ask user to input
Use defaul:lj and allow user to change
Use defaul:lj and disallow user to change

® Twilio account information
Account SID

| [register a new Twilio account]

| [register a new Clickatell account]

Auth Teken

From PhoneNumber

User Name

Password

APl 1d

\
\
\
Clickatell account information
\
\
\
\

From PhoneNumber

Customized Server

Method ‘ GET v |

URL

IP Settings

The IP Settings page provides options for configuring the Unleashed Master AP's IP address, IP address mode, management IP interface and DHCP
options.

Configuring Device IP Address Settings

If you want to update the IP address and DNS server settings of your Master AP, complete the following steps.

NOTE

As soon as the IP address has been changed (applied), you will be disconnected from your web interface connection to the Master AP.
You can log in to the web interface again by using the new IP address in your web browser.

Complete the following steps to change the IP address settings:
1. Go to Admin & Services > System > IP Settings.
2. Review the IP Settings options.

NOTE
Upon enabling Gateway mode, all devices will reboot immediately. Refer to Gateway Mode on page 302.
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3. Under WAN IP Address, select one of the following options:

e  Manual: If you select Manual, enter the correct information in the active fields (IP Address, Netmask, Gateway, Primary DNS Server,
Access VLAN are required).

e  DHCP: If you select DHCP, for Access VLAN, enter the VLAN ID.

NOTE
The default value of the VLAN ID is 1. VLAN is configurable only in the Dedicated mode.

4. Click Apply to save your settings. You will lose connection to the Master AP.

5. Tologin again to the web interface, use the newly assigned IP address in your web browser or use the Universal Plug and Play (UPnP)
application to rediscover the Master AP.

FIGURE 282 Configuring Device IP Address Settings

L1 system
L Sy N IP Settings | Management Interface | DHCP Assigned Address | DHCP Reserved Address | Management Access Control
System Info

1P Settings

If Unleashed was assigned static network addressing, click "Manual’ and make the correct entries. If you click "DHCP”, no "Manual® entries are needed
System Time

WAN IP Address v
Country Gode © Manual ® DHCP
[EE IP Address | 10.75.46.181
=D Netmask [255255255.0
Mesh
= Gateway | 10.75.46.254
Primary DNS Server | 10.10.10.10
© .
S Services > Secondary DNS Server | 10.10.10.190
© Administration 4
Apply

Gateway Mode

Gateway mode provides a solution for small and midsize business (SMB) customers who want to provide private IP addresses for clients and do not
have an existing gateway router, or who connect to their Internet service provider (ISP) over PPPoE. Enabling Gateway mode provides Network
Address Translation (NAT) and DHCP functionality to assign private IP addresses to member APs and clients.

Only the H350 AP and the H550 AP support dual WAN ports, where one Ethernet port is configured as the active WAN port and the other Ethernet
port is configured as the standby WAN port for the RUCKUS Unleashed gateway. At any given point, only one Ethernet port acts as the active WAN
port. The traffic moves through the active WAN port. If the active WAN port fails, the traffic is automatically switched to the standby WAN port until
the active WAN port recovers.

NOTE
If Gateway mode is enabled, the maximum number of APs in a RUCKUS Unleashed network is 25, even if the Master AP can otherwise
support more APs.
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FIGURE 283 Gateway Mode Topology

Internet

Acts as DHCP
Server, NAT,
L3/L4 Firewall

iy ™

Router/Modem

Gateway functionality can be restored with minimum user intervention when a Gateway Master AP is out of service. If the Gateway Master AP goes
down, simply replace it with one of the member APs and connect the uplink Ethernet cable to the WAN port, and the member AP will become the
new gateway.

If the gateway recovery mechanism does not work, you can still access the web interface of the new Master AP to configure it manually.

Configuring Gateway Mode
The Master AP can be configured to serve as a gateway router.
Complete the following steps to configure the Master AP as a gateway:

1. Go to Admin & Services > System > IP Settings.
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2.

Under IP Settings, enable the Gateway Mode option and configure the WAN and LAN IP address settings.

NOTE

Alternatively, in the factory default state, you can connect to the Master AP and perform the initial setup as described in step
2b - Setup Using a Web Browser. On the second wizard screen (Management IP) select Enabled in Gateway Mode. Refer to
Advanced Install on page 44 for more information.

FIGURE 284 Enabling Gateway Mode

Q; Admin & Services

1 system v

System Info

1P Settings

System Time

Country Code

Roles

Users

Mesh

o .
&, services |

3 Administration B

{ IP Settings } DHCP Client List | Reserve DHCP Client IPs

IP Settings

If Unleashed was assigned static network addressing, click "Manual" and make the correct entries. If you click "DHCP", no "Manual"
entries are needed.

« Gateway Mode

WAN Selection N LAN & WLAN IP Address v
WAN Port | PORT 2 v * Router 1P [10.106.01 |
T = * Netmask [255.255.00 |
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3. Designate which port will be the WAN (uplink) port. The Gateway AP must have at least two Ethernet ports. Under WAN Selection, use

the AP diagram to identify which port is LAN1 and LAN2 on the AP, and select the relevant port from the WAN Port list.

FIGURE 285 Configuring WAN, Standby WAN, and LAN & WLAN IP Addresses

WAN Port

WAN Port

Manual

IP Address

Netmask

Gateway

Primary DNS Server

Secondary DNS Server
Standby WAN Port &

WAN Port
® Manual

IP Address
Netmask

Gateway

Primary DNS Server

Secondary DNS Server

PORT 1

@ DHCP

10.223.38.237

255.265.255.0

10.223.38.254

10.10.10.120

10.10.10.10

Disabled

PPPOE

DHCP

LAN & WLAN Client IP Addresses
Starting IP | 10.106.0.2
Ending IP | 10.106.7.209
Number of IPs | 2000
Lease Time | Twelve hours
Primary DNS Server | 10.10.10.190

Secondary DNS Server | 10.10.70.10

LAN & WLAN IP Address
Router IP | 10.106.0.1

Netmask  255.255.0.0

4. Configure how the WAN (uplink) port obtains its IP address:

e  DHCP (Dynamic): When DHCP (Dynamic) is selected, the WAN port is assigned an IP address automatically.

e  Manual (Static): When Manual (Static) is selected, enter an IP address, netmask, gateway address, and primary DNS server
addresses in the required fields, and (optionally) enter the secondary DNS server address.

o  PPPoE: When PPPoE is selected, enter the PPPoE username and PPPoE password in the fields provided.

5. Configure local subnet settings for the LAN port:

e  LAN & WLAN Client IP Addresses

- Starting IP and Ending IP: Enter the first and last IP addresses that will be issued in this scope.

- Number of IPs: Enter the total number of addresses in this scope.
- Lease Time: Select a duration for IP address lease time from the list.

- Primary DNS Server and Secondary DNS Server: Enter the primary and secondary DNS server addresses.

e LAN & WLAN IP Address

- Router IP: Enter the IP address for the LAN port.

- Netmask: Enter the netmask.
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Designate which port will be the standby WAN (uplink) port and configure how the standby WAN port obtains its IP address:
e  DHCP (Dynamic): When DHCP (Dynamic) is selected, the WAN port is assigned an IP address automatically.

e  Manual (Static): When Manual (Static) is selected, enter an IP address, netmask, gateway address, and primary DNS server address
in the required fields, and (optionally) enter the secondary DNS server address.

NOTE
A standby WAN port is applicable only for the H350 AP and H550 AP.

Click Apply. Once setup is complete, the Gateway AP will begin providing DHCP and NAT service for clients, and clients will be assigned IP
addresses from the DHCP scope that you configured.

Gateway Mode Limitations and Considerations

There are several important limitations and factors to consider when enabling gateway mode.

All Unleashed AP models with multiple Ethernet ports support gateway mode. If your network's WAN bandwidth is higher than 100 Mbps,
RUCKUS recommends using 802.11ac Wave 2 or later APs (such as R510, R610, R710, R720) to enjoy the fastest internet access
experience.

The Master AP acts as the gateway for both wired and wireless clients.

The gateway AP provides IP addresses and performs NAT (routing) functions in addition to serving as the Unleashed Master AP, and
servicing wireless clients. For this reason, it is preferable to use an AP with higher CPU/memory resources, especially 802.11ac Wave 2 or
later APs (e.g., R510, R610, R710, R720) as the Gateway AP, if possible.

If gateway mode is enabled, the maximum number of APs in an Unleashed network is 25, even if the Master AP could otherwise support
more.

No VLAN support in gateway mode.
Bonjour Gateway is not supported in gateway mode (no VLANS).

When Mesh is enabled in gateway mode, and when the WAN IP address is obtained via PPPoE, the Master AP cannot be part of a Mesh
tree. However, Mesh can still be enabled and any member AP can be a Root AP or Mesh AP.

The WAN and LAN IP addresses must be in different IP subnets, and the address ranges may not overlap.

If gateway mode is enabled, redundancy is disabled. This means that if the Master (gateway) AP goes offline for any reason, a member AP
will not be able to take over and become the new Master.

Configuring M510 as Unleashed Master in Gateway Mode

The Unleashed M510 provides additional options for configuring the LTE uplink mode.

To configure the M510 LTE WAN connection settings:

306

1.

Go to Admin & Services > System > IP Settings.
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2. IN WAN connection, select one of the following options:

e  Ethernet (Primary) with cellular failover: M510 in Gateway Mode with the Ethernet port as the WAN port and the LTE connection as
the backup WAN port, only one of which can be active at any time. If the Ethernet connection goes down, the LTE connection
becomes active to provide a backup internet uplink.

o  Cellular only: M510 configured as Master AP in Gateway Mode with an LTE connection as the uplink WAN port.

FIGURE 286 Select WAN uplink connection mode

Q- Admin & Services v

1 system v, —
‘ IP Settings ‘ DHCP Client List | Preserve DHCP Client IPs

System Info
1P Settings

If Unleashed was assigned static network addressing, click "Manual” and make the carrect entries. If you click "DHCP", no "Manual’

enfries are needed.

System Time

Gateway Mode
Country Code 'WAN Selection v
Rol . )

oes WAN connectionf | Ethemnet (Primary) with cal v
Usere PRIYNYT. TOORWRRE W || et (Primary) with cellular failover
Cellular only
Mesh
: ‘-IT‘ .uu =

&, Services | 4
3 Administer | 2 * This image shows the WAN port and SIM slots

Cellular Radic Settings v LAN & WLAN IP Address v

3. In WAN Recovery Timer, enter a value in seconds after which failover to LTE uplink will occur.

4. In Cellular Radio Settings, enter the Access Point Name for each SIM card. The APN identifies the mobile network operator and the data
network that the client intends to connect to.

5. If the Ethernet (Primary) with cellular failover option is selected, configure the WAN IP Address for Ethernet settings:
e  Manual: Enter IP address, Netmask, Gateway and DNS addresses according to your network configuration.

o  DHCP: Automatically assign WAN IP address from a DHCP server on the network.
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6.

Configure internal WLAN and LAN IP address settings as described in Configuring Device IP Address Settings.

ﬁ' -
o

&, Services | 4 . -

FIGURE 287 M510 Cellular Radio Settings

TS VAN FECOVETy e T Seconds (103007 ‘

Mesh

3 Administer | 2 This image shows the WAN port and SIM slots
Cellular Radio Settings ¥ LAN & WLAN IP Address v
APN for SIMO [ derautizpn | Router IP | 40.10.0.1 |
APN for SIM 1| gefauliapn | Netmask | 35525500 |
WAN IP Address for Ethernet ¥ LAN & WLAN Client IP Addresses v
Manual & DHCP Starting IP | 1010.010

IP Address ‘ 192.168.0.1

Netmask ‘ 255255 255.0 Number of IPs | 21

|
Ending IP [ 10 10.0:30 |
|
|

Primary DNS Server ‘

|
|
Gateway [ 150 165.0 1 | Lease Time | Tuelve nours v
|
\

Secondary DNS Server ‘

DHCP Server

RUCKUS Unleashed provides a built-in DHCP server that you can enable to assign IP addresses to devices that are connected to the RUCKUS
Unleashed network. The internal DHCP server will only assign addresses to devices that are on its own subnet and part of the same VLAN.

NOTE

Before you can enable the built-in DHCP server, the Master AP must be assigned a manual (static) IP address. If you configured RUCKUS
Unleashed to obtain its IP address from another DHCP server on the network, the options for the built-in DHCP server will not be visible
on the IP Settings page.

Complete the following steps to configure the built-in DHCP server:
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Go to Admin & Services > System > IP Settings.

Under WAN IP Address, select Manual and enter the static IP settings (IP address, netmask, gateway and DNS settings).

In LAN and WLAN Client IP Addresses, enable the DHCP Server check box.

Starting IP: Enter the first IP address that the built-in DHCP server will allocate to DHCP clients. The starting IP address must be on the

same subnet as the IP address assigned to the Master AP. If the value that you entered is invalid, an error message appears and prompts
you to let RUCKUS Unleashed automatically correct the value. Click OK to automatically correct the entry.

Ending IP: Enter the last IP address in the range that you want to allocate to requesting clients. The built-in DHCP server can allocate up to
512 IP addresses including the one assigned to the Master AP. The default value is 200.

Lease Time: Select a time period for which IP addresses will be allocated to DHCP clients. Options range from six hours to two weeks (the

default is one week).
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7. Enter the primary and secondary DNS server addresses.

NOTE
In the gateway mode, the user can customize the DNS server setting for wireless clients. If the DNS server setting is ignored, the
WAN interface DNS server setting is used.

8. Click Apply.

NOTE
If you entered an invalid value in any of the text boxes, an error message appears and prompts you to let RUCKUS Unleashed
automatically correct the value. Click OK to automatically correct the value.

NOTE

RUCKUS recommends that you only enable the built-in DHCP server if there are no other DHCP servers on the network. If you
enable the built-in DCHP server, RUCKUS also recommends enabling rogue DHCP server detection. For more information, refer
to Rogue DHCP Server Detection on page 379.

NOTE

Make sure the DHCP address pool is routable to the internet and non-overlapping with other devices. Because RUCKUS
Unleashed in non-gateway mode does not support Network Address Translation (NAT), this is important to avoid IP address
conflicts. For example, if your router uses the 192.168.0.x subnet, you must use any subnet other than 192.168.0.x for your
RUCKUS Unleashed DHCP subnet.

FIGURE 288 DHCP Server Configuration

Q Admin & Services v

[ System

=Sy v IP Settings | Management Interface | DHCP Assigned Address | DHCP Reserved Address | Management Access Control

System Info

1P Settings

If Unieashed was assigned static network addressing, click "Manual” and make the correct entries. If you click "DHCP", no "Manual” entries are needed
System Time

’ WAN IP Address ¥ LAN & WLAN Client IP Addresses v

L IP Address || 10.75.46.181 " -

Starting IP§| 10.75 46 182
vsers Netmask || 255255 255.0 . -
Ending 1P || 10.75.46.200
Mesh
e Gateway | [ 1075.46 254
Primary DNS Server [ 10.10.10.10
)
S Services > secondary DNS Server [ 10.10.10.190 -
Primary DNS Server|| 10.10.10.10
. - Access VLAN| | 1
£ Administration > DNs server|[ 070,10 100

DHCP Client List

The Admin & Services > System > IP Settings > DHCP Client List page displays a list of IP addresses assigned to clients by the Unleashed Master AP.
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FIGURE 289 DHCP Client List

Q Admin & Services v
L1 System v ﬁ
IP Settings Management Interface ‘ DHCP Client List Preserve DHCP Client IPs
System Info
System Time 58:48:22:35:af4b 192.168.2243
Country Code 3cafi4.48:a1.90 192.168.3.98
Roles Previous | 1 Next
Users
Mesh
&, Services >
£ Administer >
Reserve DHCP Client IPs

Use this page to create a list of reserved IP addresses bound to specific MAC addresses.

To create an entry, click Create New, and enter the client's MAC Address, the IP Address you want to reserve, and optionally a Description of the

device.

A maximum of 128 reserved IP address entries can be created.
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FIGURE 290 Create New Reserved IP Address

Create New

MAC Address ‘omrm:oz:os:m:os

IP Address ‘ 192.168.0.9

Description ‘ Printer|

FIGURE 291 Reserved IP Addresses

€2 Admin & Services v
[ sSystem v ) : :
‘ IP Settings Management Interface DHCP Client List Preserve DHCP Client IPs
System Info
o MAC Address IP Address Description Actions
o 00.01:02:03:04.05 192.168.4.30 Printer Edit Clone
System Time:
Create New
Country Code
ot o
Roles
— Search terms @ Include allterms ¢ Include any of these terms
Mesh
&, Services [ 2
& Administer [ 3
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Configuring a Management Interface

The Management IP address can be configured to allow an administrator to manage the Unleashed network from a single IP address, regardless of
which Unleashed AP is currently the Unleashed Master AP.

The Management IP can be reached from anywhere on the network as long as it is routable by way of the default Gateway configured in Device IP
Settings. Then, you only have to remember one IP address.

Complete the following steps to configure a Management Interface:

1
2
3.
4
5
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Go to Admin & Services > System > Device IP Settings, and click the Management Interface tab.
Select the check box next to Enable IPv4 Management Interface.

Enter an IP Address and Netmask.

(Optional) Select Enable VLAN for Management Interface and enter Access VLAN.

(Optional) Enable the check box next to Use for RADIUS services to use this IP address for communication with a RADIUS authentication/
accounting server. If enabled, the Master AP will send RADIUS packets through this management interface, and the RADIUS server only
needs to record one IP address for the Unleashed network. Otherwise, it will record the addresses of all APs.

The Use for SNMP services check box is automatically enabled when a Management Interface is enabled, and this address will be used for
SNMP communications, if enabled.

FIGURE 292 Management Interface

&

O —
L] System v IP Settings | Management Interface ‘ Management Access Control
System Info Management Interface

Enable IPv4 Management Interface

Please set the IP address in the same subnet with the device IP address if VLAN is disabled
System Time IP Address | 192.168.30.30 |

Netmask | 255.255.255.0 |
Enable VLAN for Management Interface
Access VLAN| 193 |

Users Use for RADIUS services
Use for SNMP services
Mesh [ Apply_|

Country Code

Roles
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Configuring a Management Access Control
Management Access Control can be used to control access to the management interface of RUCKUS Unleashed.

When you create a management access control rule, all IP addresses and subnets other than those listed specifically listed are blocked from
accessing the RUCKUS Unleashed web interface. Access can be restricted by subnet, single IP address, and IP address range.

1. Go to Admin & Services > IP Settings > Management Access Control.

FIGURE 293 Management Access Control Tab

Q- Admin & Services v

= —_—m-
Ll system v IP Settings | Management Interface | Management Access Control

EFEEND This table lists the specific IP addresses which are allowed access to the Unleashed. Click Create New to add another IP address, or click Edit to make changes to an existing entry.

System Time Name IP address

Country Code No data available
Roles

0-0 of 0 shown -
Users

Mesh

2. Click Create.
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3. Inthe Create New dialog box, enter the following information:
a) Inthe Name field, enter the user name that you want to allow access to the RUCKUS Unleashed web interface.

b) For Restriction, select one of the options:

o Single
e Range
e  Subnet

c) Inthe IP Address field, enter a single IP address, a range of IP addresses, or a subnet based on your Restriction option.

FIGURE 294 Creating a New Management Access Control

Name ‘ ‘

Restriction @ Single ) Range () Subnet

IP Address | |
Current Administrator's IP address: 10.45.237.130

4. Click OK.

Configuring the System Time
Many RUCKUS Unleashed features require that the Master AP maintains the proper system time.

Maintaining the proper time relies on periodically retrieving the time from a Network Time Protocol (NTP) server on the internet. By default, the
RUCKUS Unleashed network automatically updates its system time using the Network Time Protocol (NTP), which periodically polls an NTP server
and synchronizes its time with the NTP server.

You can also sync time with your PC to manually synchronize the internal clock with the clock of your administration PC.
Complete the following steps to configure the system time:

1.  From the dashboard, go to Admin & Services > System > System Time.

2. Click Refresh to update the display (a static snapshot) from the internal clock.
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Enable the Use NTP to synchronize the Unleashed clock automatically option.

FIGURE 295 Configuring the System Time

Q- Admin & Services v

System Time

1 system v

Click Refresh to update the time displayed on this page. Click Sync Time with Your PC to manually synchronize the internal Unleashed clock
with your administrative PC clock

IP Settings Current Unleashed system time is 4/20/2020 18:40:29 Your browser's current time is 4/20/2020 13:40:29

¥ Use NTP to synchronize the Unleashed c\o|ck automatically

NTP Server* | ntp.ruckuswireless.com

System Info

Country Gode @ System defined ) User defined

Roles Select time zone for your location: ‘ (GMT) Western Europe Time, Londen, Lisbon, Casablanca "

sz « Automatically adjust clock for daylight saving changes

| Sync Time with Your PC_|[ Apply
Mesh

. )
&8, Services >

& Administration >

Configure the NTP Server: The default NTP server is maintained by RUCKUS, and is located at ntp.ruckuswireless.com. If you would like to
use a different NTP server, enter the DNS name or IP address from which Unleashed will sync its clock.

Select System defined or User defined for the time zone. By default, the system-defined time zones are listed in the Select time zone for
your location list. For information on the user-defined time zone option, refer to Configuring a User-Defined Time Zone on page 315.

From the Select time zone for your location list, select your time zone. Setting the proper time zone ensures that time stamps on log files
are in the proper time zone.

Click Sync Time with Your PC to update the internal clock with the current time settings from your administration PC if needed.

Click Apply to save the results of any re-synchronization or NTP server settings changes.

Configuring a User-Defined Time Zone

The user-defined time zone option allows the admin to customize the time zone and daylight savings time start and end times.

To configure a user-defined time zone:

1
2
3.
4

Go to Admin & Services > System > System Time.

Enable Use NTP to synchronize the Unleashed clock automatically, and select User Defined.
Select GMT Offset (hours and minutes) away from GMT.

Optionally, enable Daylight Saving Time (DST), and enter the DST Start and DST End dates.
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5. Click Apply to save your changes.

FIGURE 296 Configuring a user-defined time zone

Q- Admin & Services v

System Time
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Click Refresh to update the time displayed on this page. Click Sync Time with Your PC to manually synchronize the internal Unleashed clock
with your administrative PC clock

IP Settings Current Unleashed system time is 4/20/2020 18:40:29 Your browser's current time is 4/20/2020 13:40:29
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NTP Server* | ntp.ruckuswireless.com
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Setting the Country Code

Different countries and regions maintain different rules that govern which channels can be used for wireless communications. Setting the country
code to the proper regulatory region ensures that your RUCKUS Unleashed network does not violate local and national regulatory restrictions.
Setting the country code for the Master AP will also set the country code for all member APs under its control.

NOTE
Changes to the country code are applied to all Access Points in the RUCKUS Unleashed network.

NOTE
RUCKUS Unleashed APs sold in the United States are fixed to US country code, and cannot be changed.

Complete the following steps to set the country code to the proper location:
1.  From the dashboard, go to Admin & Services > System > Country Code.
2. Choose your location from the Country Code drop-down menu.
3. In Channel Optimization, select one of the following options:
e  Optimize for Compatibility: Allows the following channels: 36, 40, 44, 48, 149, 153, 157, 161, 165 (non-DFS channels).
e  Optimize for Interoperability: Allows all non-DFS channels plus channels 52, 56, 58, 60.
o  Optimize for Performance: Allows all DFS/non-DFS channels, including 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140.

NOTE
Note that these settings only affect RUCKUS APs that support the extended DFS channel list.
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4. Click Apply to save your settings.
FIGURE 297 Setting the Country Code
¢ Admin & Services v

L System
System Info
IP Settings

System Time

Roles
Users

Mesh

&, services

3 Administration

Country Code

Different countries have different regulations on the usage of radio channels. To ensure that Unleashed is using an authorized radio channel

select the correct country code for your location.

Country Code: United States

Channel Optimization: @ Optimize for Compatibility ) Optimize for Interoperability ) Optimize for Performance

Country Code

| 2

Channel Optimization

If your Country Code is set to "United States," an additional configuration option, Channel Optimization, is shown. Channel optimization allows you

to choose whether additional DFS (Dynamic Frequency Selection) channels in the 5 GHz band should be available for use by your APs.

The following 5-GHz channels are available for the APs:

o  Optimize for Compatibility: Non-DFS channels 36, 40, 44, 48, 149, 153, 157, 161, 165.

e  Optimize for Interoperability: Non-DFS channels and channels 52, 56, 58, 60.

e  Optimize for Performance: All DFS + non-DFS channels: 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136,

149, 153, 157, 161.

NOTE

These settings only affect RUCKUS APs that support the extended DFS channel list.

Channel optimization settings are described in the following table.

TABLE 20 Channel Optimization Settings for US Country Code

Optimize for Compatibility

DFS-capable RUCKUS Unleashed APs are limited to the
same channels as all other APs (non-DFS channels only).

You have a mixture of APs that support DFS channels and
other RUCKUS APs that do not support DFS channels in a
Smart Mesh configuration.

Optimize for Interoperability

RUCKUS Unleashed APs are limited to non-DFS channels,
plus four DFS channels supported by Centrino systems
(may not be compatible with other wireless NICs).

You have only DFS-capable APs in your network, or Smart
Mesh is not enabled, and you are confident that all wireless
clients support DFS channels.
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TABLE 20 Channel Optimization Settings for US Country Code (continued)

Setting Description Use this setting when
Optimize for Performance RUCKUS Unleashed APs can use all available DFS and You have only DFS-capable APs in your network, you are not
non-DFS channels, without regard for compatibility or concerned with DFS compatibility of client devices, and you
interoperability want to make the maximum use of all possible available
channels.
Channel Mode

The Channel Mode option allows you to configure outdoor APs to use channels regulated as indoor-only.

Some countries restrict certain 5 GHz channels to indoor use only. For instance, Germany restricts channels in the 5.15 GHz to 5.25 GHz band to
indoor use. When an Unleashed outdoor AP is set to a country code where these restrictions apply, the AP can no longer be set to an indoor-only
channel and will no longer select from amongst a channel set that includes these indoor-only channels when SmartSelect or Auto Channel selection
is used, unless the administrator configures the AP to allow use of these channels.

For instance, if the AP is installed in a challenging indoor environment such as a warehouse, the administrator may want to allow the AP to use an
indoor-only channel. These channels can be enabled for use through the web interface by configuring the Channel Mode and checking Allow
indoor channels. If you have an indoor AP functioning as a Root AP with outdoor APs functioning as Mesh APs, the mesh backhaul link must initially
use a non-indoor-only channel. Your outdoor Mesh APs may fail to join if the mesh backhaul link is using a restricted indoor-only channel.

Configuring User Roles

Unleashed provides a "Default" role that is automatically applied to all new user accounts.

This role links all users to the internal WLAN and permits access to all WLANSs by default. As an alternative, you can create additional roles that you
can assign to selected wireless network users, to limit their access to certain WLANSs, to allow them to log in with non-standard client devices, or to
grant permission to generate guest passes. (You can then edit the "default" role to disable the guest pass generation option.)

To create a new user Role:

1. Go to Admin & Services > System > Roles. The Roles page appears, displaying a Default role in the Roles table.
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2. Click Create .

FIGURE 298 Roles

e

L System v Roles

. Use these features o add new roles and apply policies. You can also update existing roles, which are listed in this table.

17 Se'tings q °

System Time Name Description
Country Gode Default Allow Access to All WLANs
1-10f 1 shown -
Users
Mesh
&, Services | 2
€2 Administration | 2

3. Enter a Name and a short Description for this role.
4. Choose the options for this role from the following:

e  Group Attributes: Fill in this field only if you are creating a user role based on Group attributes extracted from an Active Directory
server. Enter the User Group name here. Active Directory/LDAP users with the same group attributes are automatically mapped to
this user role.

e  Allow All WLANS: You have two options: (1) Allow Access to all WLANSs, or (2) Specify WLAN Access. If you select the second option,
you must specify the WLANS by clicking the check box next to each one.

o  Guest Pass: If you want users with this role to have the permission to generate guest passes, enable this option.

NOTE

When creating a guest pass generator role, you must ensure that this role is given access to the guest WLAN/s. If you
create a role and allow guest pass generation, but do not allow the role access the relevant WLANs, members of the
"Guest Pass Generator" Role will be unable to generate guest passes for the guest WLAN.

e  Administration: Enable this option to allow this user role admin privileges. Admin privileges are divided into two levels:

- Super Admin: Allows users to perform all configuration and management tasks.
- Monitoring Admin: Allows monitoring and viewing of operating status only.

5. When you finish, click OK to save your settings. This role is ready for assignment to authorized users.
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6.

If you want to create additional roles with different policies, repeat this procedure.

FIGURE 299 Creating a new user Role

Name |Ro\e 1

|
|
Group Attributes | |

Policies () Allow access to all WLANS @ Specify WLAN access

Description |

WLANs ~

Unleashed

1-10f 1 shown -

Guest Password [/ Allow guest pass generation
Administration [ Allow Unleashed Administration
Super Admin (Perform all configuration and management tasks)
Monitoring Admin (Monitoring and viewing operation status only)

Adding New Users to the Local Database

Once the wireless network is set up, you can choose to authenticate wireless users using an external authentication server (Active Directory or

RADIUS server), or to authenticate users by referring to accounts that are stored in the system's internal user database.

This section describes the procedures for managing users using the internal user database. For authentication using an external AAA server, see AAA

Servers on page 337.

To use the internal user database as the default authentication source and to create new user accounts in the internal database:

1.
2.

320

Go to Admin & Services > System > Users.
In the Internal User Database table, click Create New.
When the Create New form appears, fill in the text fields with the appropriate entries:

o  User Name: Enter a name for this user. User names must be 1-32 characters in length, using letters, numbers, underscores (_) and
periods (.). User names are case-sensitive and may not begin with a number.

o  Full Name: Enter the assigned user's first and last name. The user name can be up to 64 characters, including special characters and
spaces.

e  Password: Enter a unique password for this user, 4-32 characters in length, using a combination of letters, numbers and special
characters including characters from (!) (char 33) to (~) (char 126). Passwords are case-sensitive.

e  Confirm Password: Re-enter the same password for this user.

If you have created roles that enable non-standard client logins or that gather staff members into workgroups, select the appropriate role
for this user from the Roles drop-down menu. For more information on roles and their application, see Configuring User Roles on page
318.

Click OK to save your settings. Be sure to communicate the user name and password to the appropriate end user.
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FIGURE 300 The Users Page
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FIGURE 301 Creating a New User on the Internal Database

Create New

User Name* | bobmarley

Full Name | bob marley

Password” |sessses

Confirm Password” | sesssss|

Role | Default

Changing an Existing User Account

1. Go to Admin & Services > System > Users.
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When the Users features appear, locate the specific user account in the Internal User Database table, and then click Edit.

When the Editing [user name] form appears, make the needed changes.

If a role must be replaced, select a new Role for this user. (For more information, see Configuring User Roles on page 318.)

Click OK to save your changes. Be sure to communicate the relevant changes to the appropriate end user.

Importing Users into the Local Database using CSV File

From the dashboard, select Admin & Services > System > Users.

322

Under Internal User Database, click More > Import to import user profiles.

You can download a sample user profile using the link in To download a example of profile, click here.

FIGURE 302 Importing Users into the Local Database

Internal User Database (on Unleashed)

This table lists all current user accounts along with basic details. You can add, edit, or delete user accounts. You can click the
Print button to print out the First-time Wireless Network Caonnection Guide for the user. You also can click the Import button to
import user profiles. To download an example of profile

Users can acceess https://unleashed.ruckuswireless.com/user/user_changepass.jsp to change password.

Show QR Code |
== Create Search Q [ BN -
Username Role
1239 4 Import Default
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3. Inthe Import User List window, either drag-and-drop a file within the dotted area or click to upload the file.

FIGURE 303 Importing User List

Import User List X

Cancel

Limitations and Considerations for CSV Import
e  ACSV file can contain a maximum of 2048 accounts at one time. A maximum of 2048 accounts are stored in the local database.
e  ACSV file must use the following format: UserName,FullName,Password,RoleName.

- Password can contain only between 4 through 32 characters, and cannot contain "< >" (angle brackets).

- RoleName must be between 1 through 32 characters and cannot contain "< >" (angle brackets).

- UserName must be from 1 through 32 characters in length and can consist only of alphanumeric characters, underscore (_), and
period (.), and Chinese characters.

- FullName is not necessary.

Deleting a User Record

1. Go to Admin & Services > System > Users.

2. Review the Internal User Database table.

3. To delete one or more records, click the check boxes next to those account records, and click the Delete button.
4

When the confirmation dialog box appears, click OK to save your settings. The records are removed from the internal user database.
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FIGURE 304 Deleting a user from the internal database
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Internal User Database (on Unleashed)

This table lists all current user accounts along with basic details. You can add, edit, or delete user accounts. You can also click the Print button to print out the First-time Wireless Network Connection Guide for the

user.
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Changing User Password

Users can change their account passwords without the aid of the administrator. Syslog maintains a record of the users who have changed their
passwords, which reduces the workload of the administrator.

1. Go to https://[Master _IP]/user/user_changepass.jsp or scan the QR code to reset the password.
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2. Inthe Change your password dialog box, enter the following information:

a) For Username, enter your username.

The username must be from 1 through 32 characters in length and can consist only of alphanumeric characters, underscore (_),
period (.), and Chinese characters.

b) For Password, enter your current password.

The password must be from 4 through 32 characters in length. The usage of a pair of special characters "< >" (angle brackets) is
limited, but you can use the characters separately.

c) For New Password, enter your new password.

d) For Confirm New Password, enter your new password again.

FIGURE 305 Changing the Password for a Local Database User

Unleashed

Change your password

Username

Password

New Password

Confirm New Password

3. Click Save to save the changes.

NOTE
If the authentication failed three times within five minutes, the login is disabled for three minutes.

Mesh Networking

Overview of Smart Mesh Networking
A Smart Mesh network is a peer-to-peer, multi-hop wireless network wherein participant nodes cooperate to route packets.

In a RUCKUS Smart Mesh network, the routing nodes (that is, the access points forming the network), or "mesh nodes," form the network's
backbone. Clients connect to the mesh nodes and use the backbone to communicate with one another, and, if permitted, with nodes on the
Internet. The mesh network enables clients to reach other systems by creating a path that "hops" between nodes.
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Smart Mesh networking offers many advantages:
o  Smart Mesh networks are self-healing: If any one of the nodes fails, the nodes note the blockage and re-route data.

o  Smart Mesh networks are self-organizing: When a new node appears, it becomes assimilated into the mesh network.

In the RUCKUS Smart Mesh network, all traffic going through the mesh links is encrypted. A passphrase is shared between mesh nodes to securely
pass traffic. When deployed as a mesh network, member APs communicate with the Master AP either through a wired Ethernet connection (Root
APs) or through the wireless connection using the 2.4-GHz, 5-GHz, and 6-GHz radios (Mesh APs).

NOTE
The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The following 6G-
related options are visible but not functional in this Unleashed release 200.16 firmware:

e  Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization
option for Wi-Fi 7 APs

o  Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for Wi-Fi 7 APs
o  Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

e Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run a
background scan on the 6GHz radio every option in Background Scanning tab, respectively

o  Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field

Smart Mesh Networking Terms

Before you begin deploying your Smart Mesh network, RUCKUS recommends becoming familiar with the terms in the following table.

TABLE 21 Mesh Networking Terms

Term Definition

Mesh Node A RUCKUS Unleashed AP with mesh capability enabled.

Root AP (RAP) A mesh node that communicates with the Master AP through its Ethernet (wired) interface. The Master AP itself
must also be a Root AP.

Mesh AP (MAP) A mesh node that communicates with the Master AP through its wireless interface by way of a Root AP.

Ethernet-Linked Mesh AP (eMAP) A mesh node that is connected to its uplink AP through a wired Ethernet cable, rather than wirelessly. eMAP nodes

are used to bridge wireless LAN segments together.

Mesh Tree Each Mesh AP can have exactly one uplink to a Root AP or another Mesh AP, and each Root AP or Mesh AP can have
multiple Mesh APs connected to it, resulting in a tree-like topology. A single Master AP can manage more than one
mesh tree. There is no limit on the number of mesh trees per RUCKUS Unleashed Master AP. For example, a RUCKUS
Unleashed network can consist of 1 mesh tree of 6 APs, 2 mesh trees of 3 APs each, or 3 mesh trees of 2 APs each.

Hop The number of wireless mesh links a data packet takes from one Mesh AP to the Root AP. For example, if the Root AP
is the uplink of Mesh AP 1, then Mesh AP 1 is one hop away from the Root AP. In the same scenario, if Mesh AP 1 is
the uplink of Mesh AP 2, then Mesh AP 2 is two hops away from the Root AP. A maximum of 8 hops is supported.

Refer to Supported Mesh Topologies on page 326 for more information.

Supported Mesh Topologies

Smart Mesh networks can be deployed in three types of topologies:
e  Standard Topology
o  Wireless Bridge Topology
o  Hybrid Mesh Topology
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Standard Topology

The standard Smart Mesh topology consists of the Unleashed Master AP and a number of Root APs and Mesh APs. In this topology, the Unleashed
Master and the upstream router are connected to the same wired LAN segment. You can extend the reach of your wireless network by forming and
connecting multiple mesh trees to the wired LAN segment. In this topology, all APs connected to the wired LAN are considered "Root APs," and any
AP not connected to the wired LAN is considered a "Mesh AP."

FIGURE 306 Mesh - standard topology

Unleashed Master

B L}
|

I Root AP I Root AP

e 4 Yy
v,

1’ ‘* » *

amy s o =~y

Mesh AP ’4\' Mesh AP Mesh AP

Mesh AP

Wireless Bridge Topology

If you need to bridge isolated wired LAN segments, you can set up a mesh network using the wireless bridge topology. In this topology, the
Unleashed Master and the upstream router are on the primary wired LAN segment, and another isolated wired segment exists that needs to be
bridged to the primary LAN segment. You can bridge these two wired LAN segments by forming a wireless mesh link between the two wired
segments, as shown in the figure below.
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FIGURE 307 Mesh - wireless bridge topology
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Hybrid Mesh Topology
A third type of network topology can be configured using the Hybrid Mesh concept.

Ethernet-linked Mesh APs (eMAP) enable the extension of wireless mesh functionality to a wired LAN segment. An eMAP is a special kind of Mesh
AP that uses a wired Ethernet link as its uplink rather than wireless. An eMAP is not considered a Root AP, despite the fact that it discovers the
Unleashed Master through its Ethernet port.

Multiple eMAPs can be connected to a single Mesh AP to, for example, bridge a wired LAN segment inside a building to a wireless mesh outdoors.
In designing a mesh network, connecting an eMAP to a Mesh AP extends the Smart Mesh network without expending a wireless hop, and the eMAP

can be set on a different channel to take advantage of spectrum reuse.

NOTE
The Unleashed Master AP cannot be an eMAP.
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FIGURE 308 eMAP - Hybrid Mesh topology

Root AP Mesh AP 6
/__:--_’.7;—-;;_,} i /-‘-llllaii e / I
I —omm —om
\L
LS8 ’.
Ty

Unleashed Master

-7 o 4

Mesh AP

' _ eMAP
{Ethernet-linked

— Mesh AP)

Configuring Mesh Settings
Complete the following steps to configure the Mesh settings.
1. From the dashboard, select Admin & Services > System > Mesh.
2. Select the Enable Mesh check box.
3. Under Mesh Name (ESSID), enter a name for the Mesh network.
4. Under Mesh Passphrase, enter a passphrase, or click Generate to generate a random Mesh passphrase.

5. Under Mesh Radio Option, select 2.4GHz or 5GHz/6GHz.

NOTE
The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The
following 6G-related options are visible but not functional in this Unleashed release 200.16 firmware:

o  Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization
option for Wi-Fi 7 APs

o  Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for Wi-Fi
7 APs

o  Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

e Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run
a background scan on the 6GHz radio every option in Background Scanning tab, respectively

o  Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field

NOTE
Once you have enabled Mesh, you cannot disable it again without resetting the Master AP to factory defaults (refer to Restore to Factory
Settings on page 393).
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NOTE
If you enabled Mesh during the Setup Wizard process, you do not need to configure it again here.

NOTE
The Master AP cannot be a Mesh AP. The Master AP can only be a Root AP in a Mesh topology.

NOTE
2.4-GHz and 6-GHz Mesh radios do not support Zero Touch Mesh.

NOTE
Unleashed H320 does not support Mesh.

FIGURE 309 Configuring Mesh Settings
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Zero Touch Mesh

Zero Touch Mesh allows customers to skip the mesh configuration priming process, enabling Mesh APs already installed in their permanent
locations to auto-discover, auto-provision and auto-form a mesh network without priming.

In most installations, Unleashed APs that are destined to become Mesh APs need to first be primed prior to deployment. They are first manually
connected to the controller (Unleashed Master AP) via Ethernet to receive the provisioning parameters (Mesh SSID and PSK passphrase), and then
unplugged from Ethernet and installed at their desired location.

Once installed, Mesh APs perform network discovery and associate to another Mesh AP (RAP, MAP or eMAP) that is beaconing the provisioned
Mesh SSID.

This manual procedure can be skipped using the Zero Touch Mesh feature.

RUCKUS Unleashed 200.16 User Guide
330 Part Number: 800-73635-001 Rev A



FIGURE 310 Enabling Zero Touch Mesh

Configuring Admin & Services Settings
System Settings

T =
O System v
Mesh Settings | ARP Broadcast Filter | Mesh Topology Detection

System Info

Mesh Settings
IP Settings

IMesh capability allows you to deploy your access points without using wires
System Time
Country Code + Enable Mesh

Mesh Name (ESSID) = | Mesh-461484314409
Roles

1ZVPASIVACHeVH 4_UByW3: | | Generate

Mesh F P =
Users
[#| Zero Touch Mesh
AP serial #
Services
=i > No data available.
@ Administer | 4

Status

Approved on

0-0 0f 0 shown -

Onboarding Mesh APs with Zero Touch Mesh

To allow Unleashed Mesh APs to join the Mesh network without first connecting them via Ethernet, use the following procedure:

1. Go to Admin & Services > System > Mesh.
2. Select the check box to enable Zero Touch Mesh.

3. Click Apply.

The changes to the mesh settings will propagate through the mesh network.

4.  Go to Access Points > Summary > Show Zero Touch Mesh APs.

FIGURE 311 Show Zero Touch Mesh APs

L Access Points

Please select one of the Access Points to see specific details.

Summary (2 Access Point(s) in total) Mesh Status -Enabled

oo o

Clients Traffic

2 Access Point(s) connected, 0 Access Point(s) disconnected.

mmmP v

Show Mesh Topology p

Zero Touch Mesh Status: Enabled

RuckusAP [...37:b3:81]

Show Zero Touch Mesh Aps W

1 246
0 Client(s)
0 0o o 56 1
Clients Traffic
Mesh Client Status for last 10 mins
RuckusAP [._1b:16:f0]
2 240 5
o h o 5G
Clients Traffic 4

B Excellent Woderate @) Poor

Show Client(s) Info

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A



Configuring Admin & Services Settings
System Settings

332

When a supported AP attempts to join, it will appear in the Zero Touch Mesh AP table. Click the Approve button to approve the AP.

FIGURE 312 Waiting for connection
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FIGURE 313 Click Approve to allow the AP to join
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To pre-approve APs by serial number, go to Admin & Services > System > Mesh > Zero Touch Mesh, and locate the Pre-Approved Zero
Touch Mesh section.

In the same section, click the Add button to add a new AP to the list of pre-approved Zero Touch Mesh APs.

The Input AP Serial window appears.
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8. Enter the AP Serial Number of the AP to autoprovision, and click OK.

FIGURE 314 Add AP serial number

Input AP Serial Number

AP Serial Number. 461484314408

The AP's serial number is added to the list.
9. Repeat for additional mesh APs.
10. Click Apply.

A message box appears notifying you that the process may take several minutes for the changes to propagate through the mesh network.

11. When the listed APs in factory default state come online, they will begin performing network discovery, auto-provisioning and finally
association to another upstream AP the Unleashed network.

ARP Broadcast Filter
The ARP Broadcast Filter is used to minimize or limit the amount of broadcast ARP (Address Resolution Protocol) packets on the network.

The ARP Broadcast filter is designed to reduce IPv4 ARP broadcasts over the air. Once enabled, access points will sniff ARP responses and maintain a
table of IP addresses to MAC address entries. When the AP receives an ARP broadcast request from a known host, the AP converts the broadcast
request packet into a unicast request by replacing the broadcast address with the MAC address.

To enable ARP Broadcast Filter, select the check box and click Apply.
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FIGURE 315 ARP Broadcast Filter
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Configuring Mesh Topology Detection

The Mesh Topology Detection allows you to set the number of mesh hops and mesh downlinks after which RUCKUS Unleashed will trigger a
warning message.

For example, if you enable both options with a threshold value of 3 for each (default), RUCKUS Unleashed will trigger a warning event message
when either of the following events occurs:

e A Mesh AP with 4 or more hops from a Root AP is detected.

o A Root AP with 4 or more downlink Mesh APs connected to it is detected.
Complete the following steps to configure Mesh Topology Detection.
1. From the dashboard, select Admin & Services > System > Mesh.
2. Select the Mesh Topology Detection tab.
3. Select the Enable mesh hops count detection check box, and enter a number of hops.
4. Select the Enable mesh downlinks detection check box, and enter a number of downlinks.

5. Click Apply.
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FIGURE 316 Mesh Topology Detection
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Enabling Log Delivery to Remote Syslog Server

Unleashed's internal log files can be configured for automatic delivery to a remote syslog server.
To enable log file delivery to a remote syslog server:

1. Go to Admin & Services > System > System Info, and scroll down to the Log Settings section at the bottom of the page.
2. Enable the Remote Syslog option and enter the IP address of the syslog server in the field provided.
3. Select one of the following options to control the content of the logs:

e  All Syslog: The controller sends all syslog messages configured in the Debug Logs section of the Admin & Services > Administration >
Diagnostics > Debug Info page.

o Client Connection Logs Only: The controller sends client connection logs only to the syslog server.
o  Client Flow Data Only: The controller sends client flow data only to the syslog server.
4. Optionally, enable the Inherit remote syslog server for APs option.

Enabling this feature allows the controller to supply client association information to a third party application that can then deploy ACL
policies to a firewall based on client association information such as user name, IP, MAC address, etc. First, Unleashed retrieves client
association information, then reorganizes the information and sends it to the syslog server, from which it can be collected by the third
party software and sent to the firewall for access restrictions based on client association information.

5. Configure the Facility Name as follows:
o  Keep Original: Retain the original facility name.

o localO - local7: Specify facility name.
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6. Set the Priority Level as follows:
o All: Include all syslog messages.

e O(emerg), 1(alert), 2(crit), 3(err), 4(warning), 5(notice), 6(info), 7(debug): Lower numbers indicate higher priority. The syslog server
will only receive logs whose priority levels are the same as or higher than the configured level.

FIGURE 317 Configuring syslog settings

Password ‘ | B

API Id‘ |

From PhoneNumber‘ |

Customized Server

Melhod‘ GET .|

URL

Log Settings

Remote Syslog: ¥ Enable reporting to remote syslog server at | 10.10.1.11 (IP Address) for

All Syslog N
! Inherit remote syslog server for APs

Facility Name: | —Keep Original—- | Priority Lever: [ -ALL- v

Services

The Services pages include options for configuring system services such as Application Recognition and Control, Bonjour Gateway, DPSK, Hotspot

service and Guest Access services.

To configure system services, go to Admin & Services > Services.
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FIGURE 318 The Admin & Services > Services page
-ﬁ Admin & Services v
[
Ll System > Authentication Servers = Test Authentication Servers Settings
) - This table lists all authentication mechanisms that can be used whenever authentication is needed
< Services
=+ Create Q Fo-II -]
Name Type IP Address Port
Access Control
Ruckus AD Active Directory 192.168.40.10 389
Application Recognition & Control
Bonjour Gateway 1-1 of 1 shown -
Dynamic PSK
Guest Access Service
Hotspot Services
Radio Control
WIPS hd

AAA Servers

If you want to authenticate users against an external Authentication, Authorization and Accounting (AAA) server, you will need to first configure
your AAA server, then point Unleashed to the AAA server so that requests will be passed through Unleashed before access is granted. This section
describes the tasks that you need to perform on the Unleashed web interface to ensure your Unleashed APs can communicate with your AAA
server.

For specific instructions on AAA server configuration, refer to the documentation that is supplied with your server.

Unleashed supports two types of AAA server:
e  Microsoft Active Directory

e RADIUS

A maximum of 32 AAA server entries can be created, regardless of server type.

Configuring AAA Servers

Complete the following steps to configure RUCKUS Unleashed to authenticate users against an external Active Directory or RADIUS authentication
server:

1. Go to Admin & Services > Services > AAA Servers.
2. In Authentication Servers, click Create New.

3. Enter the name for the AAA server.
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4. Under Type, select the server type:
o  Active Directory: If you use a Microsoft AD server, configure the following settings:

- Global Catalog: Enable Global Catalog for multi-domain AD authentication. If this option is enabled, you must also enter an
Admin DN and Password so that RUCKUS Unleashed can query the Global Catalog.

- Encryption: select Enable TLS encryption if you want to encrypt all authentication traffic between the client and the Active
Directory server. The AD server must support TLS1.0, TLS1.1, or TLS1.2.

- Server Address: Enter the IP address or the domain name of the AD server.

- Port: The default port number (389, or 636 if you have enabled TLS encryption) should not be changed unless you have
configured your AD server to use a different port.

- Windows Domain Name: Enter a domain name for single domain authentication, or leave blank for multi-domain
authentication.

e  RADIUS: If your authentication server is a RADIUS server, configure the following settings:

- Encryption: If you want to enable encryption of RADIUS packets using Transport Layer Security (TLS), select the Enable TLS
encryption check box. This allows RADIUS authentication and accounting data to be passed safely across insecure networks such
as the Internet.

- Auth Method: Choose PAP or CHAP according to the authentication protocol used by your RADIUS server.

- Backup RADIUS: If a backup RADIUS or RADIUS Accounting server is available, enable the check box next to Backup RADIUS and
additional fields appear. Enter the relevant information for the backup server and click OK. When you have configured both a
primary and backup RADIUS server, an additional option is available in the Test Authentication Settings section to choose to test
against the primary or the backup RADIUS server.

- Server Address: Enter the IP address or the domain name of the RADIUS server (and backup RADIUS server, if enabled).

- Port: The default port (1812) should not be changed unless you have configured your RADIUS server to use a different port.

- Shared Secret: Enter a password for communication between RUCKUS Unleashed and the RADIUS server.

- Confirm Secret: Repeat the shared secret.

- Retry Policy: Enter a request timeout value (in seconds) and maximum number of retries value in the relevant fields.

NOTE
If Backup RADIUS is disabled, enter a value for Max Number of Consecutive Drop Packets and Reconnect Primary (in
minutes).

5. Click OK to save your AAA server entry.
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FIGURE 319 The AAA Servers Page
-]
- SyStem ’ Authentication Servers  Test Authentication Servers Settings
© . This table lists all authentication mechanisms that can be used whenever authentication is needed
w1 Services v
=+ Create Q [ - ]
Name Type IP Address Port
Access Control
RADIUS RADIUS
Application Recognition & Control
Baonjour Gateway 1-1 of 1 shown n
Dynamic PSK
Guest Access Service
Hotspot Services
Radio Control
WIPS
URL Filtering
FIGURE 320 Microsoft Active Directory Server Configuration
Name ‘ adtest
Type (® Active Directory RADIUS RADIUS Accounting
Global Catalog Enable Global Catalog support
Encryption [ | TLS
Server Address | |
Port | 389 |
Windows Domain Name | S00ga.com |
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FIGURE 321 RADIUS or RADIUS Accounting Server Configuration

Name

Type Active Directory ® RADIUS

Encryption TLS

Auth Method @ PAP

CHAP

Backup RADIUS Enable Backup RADIUS support

First Senver

Server Address |

Port | 1312

Shared Secret |

Confirm Secret |

Second Server

Server Address |

Port | 1312

Shared Secret |

Confirm Secret |

Retry Policy

Request Timeout | 3

| seconds

Max Number of Refries |2

| fimes

Max Number of |

Consecutive Drop Packets

Reconnect Primary | 3

| minutes

RADIUS Accounting

Cancel

Limitations on configuring AAA Servers

e If adomain name can be resolved to only one IP address, it is used as the primary server.

If a domain name can be resolved to more than one IP address, the first two IP addresses are used as the primary and secondary servers
when the Backup RADIUS is disabled.

e |f adomain name can resolve multiple IP addresses, only the first IP address is used as the server IP address when Backup RADIUS is
enabled. Even if the first IP addresses of two domain names are the same, the first IP address is used as the server IP address.

e |If the first two IP addresses change, the backend resolves the domain name every 2 hours and updates the AAA configuration.

e If the domain name resolution fails, the domain name is requested every 2 minutes until there is a successful resolution.
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Testing Authentication Settings

The Test Authentication Settings feature allows you to query an AAA server for a known authorized user, and return Groups associated with the
user that can be used for configuring Roles within Unleashed.

After you have configured one or more authentication servers in Unleashed, perform this task to ensure that Unleashed can connect to the
authentication server and retrieve the groups/attributes that you have configured for each user account.

To test the connection to the authentication server:

1. Go to Admin & Services > Services > AAA Servers > Test Authentication Servers Settings.

2. Select the authentication server that you want to use from the Test Against drop-down menu.

3. InUser Name and Password, enter an Active Directory or RADIUS user name and password.

4. Click Test.
If Unleashed was able to connect to the authentication server and retrieve the configured groups/attributes, the information appears at the bottom
of the page. The following is an example of the message that will appear when Unleashed authenticates successfully with the server:

Success! Groups associated with this user are “{group name}”. This user will be assigned a role of {role}.
If the test was unsuccessful, there are several possible results (other than success) that will be displayed to inform you if you have entered
information incorrectly:

e  Admininvalid

e  User name or password invalid

These results can be used to troubleshoot the reasons for failure to authenticate users to an AAA server.

FIGURE 322 Testing authentication server settings

=
L
L System > Authentication Servers ~ Test Authentication Servers Settings
‘gl Services v ‘You may test your authentication server settings by providing a user name and password here. Groups to which the user belongs will be
returned and you can use them to configure the role

Test Against ‘ Ruckus AD '|
Access Control Username ‘ useri |
Application Recognition & Control Password ‘ ““““ g |
Bonjour Gateway Test
Dynamic PSK
Guest Access Service
Hotspot Services
Radio Control
WIPS
URL Filtering =

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A 341



Configuring Admin & Services Settings
Services

Access Control

RUCKUS Unleashed provides several options for controlling access to your networks, including Layer 2/MAC address level Access Control Lists
(ACLs), Layer 3/Layer 4/IP Address ACLs, Device Access Policies to control clients by OS type, and Client Isolation Allowlists, which are necessary
when Wireless Client Isolation is enabled on a WLAN.

FIGURE 323 Configuring Access Control

-ﬂ- Admin & Services v
L] System
==Y > L2/MAC Access Contrel  L3/4/IP address Access Control  Device Access Policy  Client Isolation Allow List
) s . You can define L2/MAC access control lists and apply them to WLANs later. Set up an L2/MAC access control list to allow or deny wireless
- SErvices v devices based on their MAC addresses.
Allow
AAA Servers + Create Q [ -
Application Recognition & Control No data available
Bonjour Gateway
0-0 of 0 shown
Dynamic PSK

Guest Access Service

Hotspot Services

Radio Control

WIPS

URL Filtering

Creating a Layer 2/MAC Address Access Control List

You can define Layer 2/MAC address ACLs, which can then be applied to one or more WLANs (upon the creation or editing of a WLAN). ACLs are
either allow-only or deny-only; that is, an ACL can be set up to allow only specified clients or to deny only specified clients. MAC addresses that are
in the deny list are blocked at the AP, not necessarily at the Master AP.

Complete the following steps to configure a Layer 2/MAC ACL.

1.

2
3.
4
5

342

From the dashboard, select Admin & Services > Services > Access Control > L2/MAC Access Control.

Click Create. The Create New dialog box is displayed.

Enter a name for the ACL, and (optionally) enter a description.

Under Restriction, select either Only allow all stations listed below or Only deny all stations listed below.

Under MAC Address, enter a MAC address and description (optional), and click Add to save the address. The new MAC address is
displayed under Stations. You can enter up to 128 MAC addresses per ACL.

Click OK to save the Layer 2/MAC address-based ACL.

NOTE
You can create up to 32 Layer 2/MAC address ACL rules and each rule can contain up to 128 MAC addresses. Each WLAN can be
configured with one Layer 2 ACL.
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FIGURE 324 Creating a New Layer 2/MAC Address ACL

Create New b 4

* Name | ‘

Description : |

Restriction @ Only allow all stations listed below O Only deny all stations listed below
MAC Address | 00.07:02.03.04.05 || Description +

Stations

e

Creating a Layer 3/Layer 4/IP Address Access Control List
In addition to L2/MAC based ACLs, Unleashed also provides access control options at Layer 3 and Layer 4.
This means that you can configure the access control options based on a set of criteria, including:
e  Destination IP Address
e  Application
e  Protocol
e  Destination Port
To create an L3/L4/IP address based ACL:
Go to Admin & Services > Services > Access Control > L3/4/IP Address Access Control.
Click Create New. The ACL Create New form appears.

1.

2.

3. Type a Name for the ACL, and optionally, a Description of the ACL.

4. In Default Mode, set the default access privilege (allow all or deny all) that you want to grant all users by default.
5.

In Rules, click Create New or click Edit to edit an existing rule.
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6. Define each access policy by configuring a combination of the following:
e Type: The access privilege (allow or deny) that this policy grants.

e Destination Address: Enter an IP subnet and netmask of the network target to which you want to allow or deny access. (IP address
must be in the format A.B.C.D/M, where M is the subnet mask.) Otherwise, select Any. For example, if you enter 192.168.0.1/24, the
rule would allow or deny the entire Class C subnet. To allow/deny a single host, use /32 as the netmask.

e  Application: If you select a specific application from the menu, the Protocol and Destination Port options are automatically filled with

the relevant values and are not configurable.

e  Protocol: Enter a network protocol number (0-254), as defined by the IANA (http://www.iana.org/assignments/protocol-numbers/
protocolnumbers.xhtml) to allow or deny. Otherwise, select Any.

e  Destination Port: Enter a valid port number (1-65534) or port range (e.g., 80-443).
7. Click OK to save the ACL.

8. Repeat these steps to create up to 32 L3/L4/IP address-based access control rules.

FIGURE 325 Configuring a Layer 3/4/IP address-based ACL

L3 ACL |

Name

Description | Allow printer access L3 ACL] |

Default Mode Default Action if no rule is matched: @ Deny all by default & Allow all by default
Rules Order  Description Type Source Address
1 Allow Any
2 Allow Any
3 v| [Printer | [ Atlow v| [192.168.1013
Create New | Delete [ Advanced Options

“ cancel

In response to the ever-growing numbers of personally owned mobile devices such as smart phones and tablets being brought into the network, IT
departments are requiring more sophisticated control over how devices connect, what types of devices can connect, and what they are allowed to
do once connected.

Using the Device Access Policy settings, the Unleashed system can identify the type of client attempting to connect, and perform control actions
such as permit/deny and rate limiting based on the device type.

Once a Device Access Policy has been created, you can apply the policy to any WLANs for which you want to control access by device type. You
could, for example, allow only Apple iOS devices on one WLAN and only Linux devices on another.
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To create a Device Access Policy:

1. Go to Admin & Services > Services > Access Control > Device Access Policy.
2. Click Create New.
3. Enter a Name and optionally a Description for the access policy.
4. In Default Mode, select Deny all by default or Allow all by default.
5. InRules, you can create multiple OS-specific rules for each access policy.
e Description: Description of the rule.
e  OS/Type: Select from any of the supported client types.
e  Type: Select rule type (allow or deny).
e  Uplink/Downlink: Set rate limiting for this client type.
6. Click Save to save the rule you created. You can create up to nine rules per access policy (one for each OS/Type).

7. To change the order in which rules are implemented, click the up or down arrows in the Action column. You can also Edit or Clone rules
from the Action column.

8. To delete arule, select the box next to the rule and click Delete.

9. Click OK to save the access policy. You can create up to 32 access policies (one access policy per WLAN).

FIGURE 326 Creating a Device Access Policy

Name ‘dan}* oS |

Description ‘dan}* 03| |

Default Mode Default Action if no rule is matched: @ Deny all by default () Allow all by default
Rules Order Description OS/Type Type Per Station Uplink Per Station Downli
Apple _
1 Deny i0S . Deny Disabled Disabled
i0S

Create New Delete

“ cancel

When Wireless Client Isolation is enabled on a WLAN, all communication between clients and other local devices is blocked at the Access Point.

To prevent clients from communicating with other nodes, the AP drops all ARP packets from stations on the WLAN where client isolation is enabled
and which are destined to IP addresses that are not part of a per-WLAN allow list.

You can create exceptions to client isolation (such as allowing access to a local printer, for example) by creating Client Isolation Allow Lists.
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To create a Client Isolation Allow List:

1. Go to Admin & Services > Services > Access Control > Client Isolation Allow List.
2. Click Create New.
3. Enter a Name and optionally a description for the allowlist policy.
4.  Auto Allowlist is enabled by Default, which allows the APs to auto-discover gateway devices and add them to the isolation allowlist.
5. InRules, you can create multiple device-specific rules for each device to be allow listed.
e  Description: Description of the device.
e  MAC Address: Enter the MAC address of the device.
e  IPv4 Address: Enter the IP address of the device.
6. Click Save to save the rule you created.

7. To change the order in which rules are implemented, select the order from the drop-down menu in the Order column. You can also Edit or
Clone rules from the Action column. To delete a rule, select the box next to the rule and click Delete.

8. Click OK to save the allow list.

FIGURE 327 Creating a Client Isolation Allow List

Create New %

Name | |

Auto Allowlist B APs will auto-discover gateway devices and add them to the isolation allowlist

Description

[J  Order Description MAC Address IPv4 Address Action

Rules
Create New Delete

Application Recognition and Control

The Application Recognition and Control (ARC) features enable administrators to monitor which applications are generating the most wireless
traffic, to apply filtering policies to prevent users from accessing certain applications or to rate limit certain applications, and to enhance the built-in
application recognition capabilities with custom applications and port mappings.

Application Overview
The Application Overview page displays the top 10 applications and the top 10 clients by usage for the last 1 hour or 24 hour time period.

Use the drop-down menus at the top of the graphs to filter results by time period, AP group or SSID.
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You can also choose to display applications by their application name or by port number. Hover over a section of the pie chart to display a
breakdown of total, uplink and downlink values.

The Top 10 clients chart also shows the client's MAC address and percentage of total traffic for this client when you hover over the pie chart.

FIGURE 328 Application Overview page

]
L System > Application Overview = Application Policy  IP based User Defined Application = Port based User Defined Application
&, Services v
Top 10 applications by usage o Last 1 hour v all APs v all SsIDs T -
AAA Servers

Applications for Last 1 hour
Access Control

Type: @® Application Port

Bonjour Gateway
Dynamic PSK

Guest Access Service
Host Name

Hotspot Services . dns
I netix

Radio Control B miscellansous
I amazon_aws
B
URL Filtering B cdhep
iot.us-east-1.amazonaws.com

Roku

WIPS

¥ Administration »

FIGURE 329 Application Performance

Applications Performance for Last 1 hour

Uplink Throughput {88.92KB) ~@-
Downlink Throughput {7T0.42KE) —@-

1.5 kbps -

2 kbps -

0.9 kbps -

0.6 kbps -

0.3 kbps -

0 kbps 1 + - * T - + +
11:59  12:04 1209 1214 1219 1224 1229 1234 2:30 1244 1249 1254

Top 10 Clients by usage c w

Top 10 Clients by usage for last 1 hour
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FIGURE 330 Top 10 clients by usage

Top 10 Clients by usage

Top 10 Clients by usage for last 1 hour

@ cé3abbdb1a3e
B 70:03:8c:73:38
@ i8.dalcad85es

‘ Host Name N

Roku [}

Application Policy

Application Policies can be configured to control access to applications or to control traffic generated by applications.

NOTE

For more information on Application Policies, see Application Policies on page 192.

In addition to creating an Application Policy directly from the WLAN advanced options configuration screens, you can also create multiple policies
from the Admin & Services > Services > Application Recognition and Control > Application Policy page, and then apply them to your WLANSs one
by one from the WLAN advanced options.

To create an Application Policy:

1
2
3.
4
5

348

Go to Admin & Services > Services > Application Recognition and Control, and click the Application Policy tab.

Click Create New to create a new policy.

Enter a Name and optionally a Description for the policy.

In Rules, click Create New to create a new rule for this policy.

In Rule Type, select the type of application control policy to enforce:
o  Denial Rules: Block the application completely.

e  QoS: Apply QoS prioritization rules to the application.

e Rate Limiting: Limit traffic volume consumed by the application.
In Application Type, Select HTTP Domain Name or Port.

e  System Defined: Choose from a number of built-in categories.

e |IP Based User Defined Application: Choose from user-defined applications.

e Port Based User Defined Application: Choose from user-defined applications.
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7. Select an application to control from the Select an application field.

8. If Rate Limiting or QoS rule type is selected, configure the uplink and downlink speeds for rate limiting or the QoS marking and priority
rules for QoS rules.

9. Click Save to save the rule, and click OK to save the policy.

FIGURE 331 Application Policy

e

]
L System > Application Overview ~ Application Policy = IP based User Defined Application ~ Port based User Defined Application
- Define application policies to filter traffic by Application, then apply the policy under the WLAN Advanced configuration context
&.SEFVICES v pp P Yy AppI : PPy policy g
+Create | #Edit | [C)Clone | [ Delete Q 2 =
AAA Servers
Name Description

Access Control
Block Facebook

Bonjour Gateway 1-1 of 1 shown -

Dynamic PSK

Guest Access Service
Hotspot Services
Radio Control

WIFS

URL Filtering

FIGURE 332 Creating a new Application Policy rule

Rule Type: | Denial Rules v

Application Type: | ystem Defined v

v

Applicaticn:| Al Facebook -
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Applying an Application Policy to a WLAN

For instructions on applying an application policy to a WLAN, see Configuring Advanced WLAN Options on page 179.

User Defined Applications

When an application is unrecognized and generically (or incorrectly) categorized, you can configure an explicit application identification policy by IP
Address/Mask, Port and Protocol. Wireless traffic that matches the configured policy will be displayed using the policy's name on the Application
Overview page.

Unleashed provides two methods to create new user-defined applications:
o |P-based User Defined Applications
e  Port based User Defined Applications

Application identification policies are implemented according to the following priority order:
1. IP-based user defined applications
2. System defined applications

3. Port-based user defined applications

IP Based User Defined Applications
The following figure shows how to configure an IP-based user defined application policy to identify a corporate accounting application.
Unleashed identifies wireless traffic matching this policy as "Well Paid Accounting" and displays this name in the application recognition pie charts

and tables.

FIGURE 333 Create new IP based User Defined Application

Create New

Name * | Well Paid Accounting

IP Address * | 10.10.182.10

Netmask * | 255.255.255.0

Port* | 443

Protocol ‘ TCP
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Port Based User Defined Applications

When an application is unrecognized and generically (or incorrectly) categorized you can configure an application identification policy by IP Port and
Protocol.

Wireless traffic that matches a configured policy will be displayed using the policy's Description text in the Application Recognition pie charts. You
can create new port-to-application name mappings individually using the Port based User Defined Application tab.

This type of application categorization is the least granular in configuration and hence it has the lowest priority as a means of application
identification. If for example you configure a port-based user-defined Application for port 80/TCP, any such matching wireless traffic not identified
by either an IP-based application or the default embedded applications will be identified as belonging to this application.

FIGURE 334 Application Port Mapping

-m Admin & Services v
[ System | 2
Application Overview Application Policy IP based User Defined Application Port based User Defined Application
&, Services v

User can define application port map list and apply it to Clients later.
AAA Servers

Name Port Protocol Actions
Access Control

Create New

Bonjour Gateway

0-0 (0)er

Search terms # Include all terms Include any of these terms
Dynamic PSK

Guest Access Service

Hotspot Services

Radio Control

WIPS
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FIGURE 335 Create new port based user-defined application

The following figure shows how a port-based user-defined application policy could be used to identify all port 8081 wireless traffic as "HTTP Proxy"
traffic and display this name in application recognition pie charts and tables.

Create New

Name* [HTTP Proxy

Port 5031

Protocol | TCP

Bonjour Gateway

Bonjour is a multicast-based discovery protocol (aka mDNS) that is primarily used by Apple and Google devices such as Apple TV, Apple Printers and
Google Chromecast. As these devices advertise their services, client devices such as Apple Mac PCs and mobile devices such as iOS and Android
phones can discover them using the Bonjour protocol.

Multicast applications such as Bonjour require special consideration when being deployed over wireless networks. Bonjour only works within a
single broadcast domain, which is usually a small area. This is by design to prevent flooding a large network with multicast traffic. However, in some
situations, a user may want to offer Bonjour services from one VLAN to another.

The Bonjour Gateway feature addresses this requirement by providing an mDNS proxy service configurable from the web interface to allow
administrators to specify which types of Bonjour services can be accessed from/to which VLANs.

In order for the Bonjour Gateway to function, the following network configuration requirements must be met:
o  The target networks must be segmented into VLANSs.
e  VLANs must be mapped to different WLANSs.

o  The controller must be connected to a VLAN trunk port.

Additionally, if the VLANs to be bridged by the gateway are on separate subnets the network has to be configured to route traffic between them.
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Creating a Bonjour Gateway Service

The Bonjour Gateway service is essentially a list of rules for mapping services from one VLAN to another. Using the Bonjour Gateway feature, the
Unleashed AP serves as the proxy for forwarding Bonjour packets to the designated VLANS.

To configure rules for bridging Bonjour services across VLANs:

Go to Admin & Services > Services > Bonjour Gateway.
Enable the check box next to Enable Bonjour gateway on AP.
Click Create New to create a new Bonjour service.

Enter a Name and optionally a Description for the service.

Click Create New to create a new rule.

Al A A

In the Create New form, configure the following options:
o  Bridge Service: Select the Bonjour service from the list.

- Selecting "Other" allows you to create custom rules, for example, creating a rule for "_googlecast._tcp" would allow you to
bridge Chromecast services across VLANS.

o  From VLAN: Select the VLAN from which the Bonjour service will be advertised.
e  To VLAN: Select the VLAN to which the service should be made available.
o Notes: Add optional notes for this rule.

7. Click OK to save your changes.

8. Repeat for any additional rules.
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Click Apply to save the Bonjour Service.

FIGURE 336 Bonjour Gateway configuration

L+ Admin & Services

Ll System > Bonjour Service
. ¥ Enable Bonjour gateway on AP
&, Services v
You can add new services and rules here for AP
AAA S
AAA SEners =+ Create Q 0B
Access Control
Policy Description
Application Recognition & Control No data available
0-0 of O shown n
Dynamic PSK
Guest Access Service Apply
Hotspot Services
Radio Control
WIPS
URL Filtering -
FIGURE 337 Create new Bonjour service
Create New x
“ Name ‘BomnurSewme1 ‘
Description | Share AirPrint VLAN 20 10 30 |
Rules Order  Bridge Service From VLAN To VLAN
[ Airprint NED | [0
Create New | Delete

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A




Configuring Admin & Services Settings
Services

Deploying a Bonjour Service to an AP

Once a Bonjour Service has been created, you can select it from any Unleashed AP's configuration page to deploy the Bonjour bridging service from
that AP.

NOTE

Bonjour services can consume significant memory and CPU resources (especially when a large number of rules is created). Therefore,
RUCKUS recommends deploying the Bonjour services to an AP that is not the Unleashed Master AP.

NOTE

It is only necessary to configure Bonjour service on one AP in the Unleashed network.

1.  From the Dashboard, go to Access Points > [select an AP] > Edit > Other.
2. Enable the Choose Bonjour Gateway box, and select the service you created from the drop-down menu.

3. Click OK to save your changes.

FIGURE 338 Select Bonjour service to be deployed on an AP

Edit AP(d4:c1:9e:35:¢9:40) x

General | Radio 2.4 GHz | Radio 5.0 GHz | Network | Other |

Bonjour Gateway 4 Choose Bonjour Gateway | BonjourService ¥

Status LEDs (] Override Group Config Disable Status LEDs

PGE Operating Mode [ Override Group Config

“ Cancel

Dynamic PSK

Go to Services > Dynamic PSK to generate and manage administrator-generated DPSKs.

Only a DPSK-enabled WLAN can generate DPSKs. Refer to Enabling DPSK for a WLAN on page 182.

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A



Configuring Admin & Services Settings
Services

FIGURE 339 Dynamic PSK Page

Q- Admin & Services v
L system ’ Dynamic PSK
AAA Servers DPSK ID User Gopy Passphrase Passphrase MAC Address WLANs Configured VLAN | Created v
Show QR Code
| —— !
Actess Control 6 666 | peeie 2-< " ((PEM%SSHE . Tefcbd cd54Te 10-00 0 2022/05/24
Delete All
5 o M hquwesuaeNC2 960b'ca1092ch 1000 0 2022105724

Application Recognition & Control

EranEs e 4 444 IQWERT##5558&& 38:19:d3:34.07.95 10-00 0 2022/05/24 ~

m 2 222 Labdman1 00:00:00:00:00:00  10-00 0 2022/05/24 *

Guest Access Service
1-4 of 4 shown n

Hotspot Services

The following options are available from the Dynamic PSK page:
Generate: You can create DPSKs in one batch. For more information, refer to Generating DPSKs in Batch on page 358.
Edit: You can edit the DPSK user name using the Edit option.

1. From the DPSK table, select a DPSK entry and click Edit.

2. In the Edit dialog box, enter the new DPSK user name, and click OK.

FIGURE 340 Editing the DPSK User Name

Edit X
* User | 555
D!
DPSK ID User Passphrase MAC Address WLANs Config
6 666 "< (&M %S Tefc.6dcd 54 fe 10-00 0
5 555 #HgWWOISU&EXBNC2 96:0b:ca:10:92:cb 10-00 0

Export to CSV: Click Export to CSV to export all the generated DPSKs to a CSV file.

More: Click More to use the following options:

e  Copy Passphrase: From the DPSK table, select a DPSK entry and click More > Copy Passphrase to copy a passphrase. When the
confirmation message is displayed, click OK.
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FIGURE 341 Successful Copying of the Passphrase

Copy successfully

e Show QR Code: A WLAN-supported DPSK has the Show QR Code option to join a Wi-Fi network. From the DPSK table, select a DPSK entry
and, click More > Show QR Code to display the QR Code. Click Print to print the QR code or scan the QR code using a smartphone camera.

FIGURE 342 QR Code Page

Do you want to print the QR code for this Wi-Fi network? %

1. How to use Wi-Fi QR code?

You can print and share it to your users, and ask them to open the camera app on the smartphone and hold it over
the Code. A notification should pop up and connect them to the wireless network automatically. If this did not work.

check the smartphone setlings and make sure that the QR Code scanning feature is enabled. If it still not working,
then you may need to ask your user to download a third-party QR Code scanner from smariphone app store.

2. How can | regenerate the QR code later?

You can to to WiFi Networks page and select your WiFi, click the "More” button and then click "Show QR Code”
from the dropdown list, a QR code page should pop up
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Generating DPSKs in Batch
You can create DPSKs at once (from 1 through 50) or upload a CSV file with the custom DPSKs.
Complete the following steps to generate DPSKs.

1. Go to Admin & Services > Services > Dynamic PSK.

FIGURE 343 Dynamic PSK Page

# Admin & Services v

]

L System ’ Dynamic PSK

NATTES DPSK ID User Passphrase MAC Address WLANs Configured VLAN | Created ~

Access Control 6 666 "R ((TEM%SSHE.. TerfcBd e baTe 10-00 0 2022/05/24 *

Application Recognition & Control 5 555 #QWWWISUSHXENC2 96:0b-ca10:92ch  10-00 0 2022/05/24 *

e _— 4 444 IQWERT##$55888 38:0:d3:34:07:95 1000 0 2022/05/24
m 2 222 Lab4mant 00:00:00:00:00:00  10-00 0 2022/05/24 *

Guest Access Service

1-4 of 4 shown -
Hotspot Services

2. Click Generate.
3. Inthe Dynamic PSK Batch Generation dialog box, enter the following fields:
e  Target WLAN: Select the WLAN to which the DPSKs will be applied. (Only WLANs with the DPSK enabled are listed.)
e  Number to Create: Enter the number of DPSKs you want to generate (ranging from 1 through 50; the default value is 5).
e  Dynamic VLAN ID: Enter a valid VLAN ID, ranging from 1 through 4094 (if Dynamic VLAN ID is enabled for this WLAN).
e Upload a Profile: Refer to Uploading a Dynamic PSK Profile on page 359.
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4. Click Generate to generate the requested number of DPSKs.
FIGURE 344 Generating DPSKs Automatically
Dynamic PSK Batch Generation X

DPSK batch generation provides two facilities to create multiple Dynamic PSKs at once. You can specify the number of DPSK or upload a profile file (*.csv)
which contains information necessary to create DPSKs. Once the generation is done, a result file will be downloaded for your reference. To download an
example of profile, click here. The maximum allowable number of DPSKs is 2048

Target WLAN: | 10-00 v

Number to Create: | 5 |

Dynamic VLAN ID: | |

or Upload a Profile:

To download the latest DPSK record generated from this page, click here

You can click the click here link to download the latest DPSK record that contains the generated DPSKs.

Uploading a Dynamic PSK Profile

Use the following procedure to batch generate multiple DPSKs using a CSV file that can be edited using a spreadsheet application (such as Microsoft

Excel).

Creating a DPSK batch generation profile is useful if you want to customize the user names that are used for accessing the DPSK WLAN, as opposed

to user names such as "BatchDPSK_User_1".

1. Go to Admin & Services > Services > Dynamic PSK.
2. Click Generate.

Look for the following message: To download an example of profile, click here.
3. Click the click here link to download a sample profile.

4. Save the sample batch DPSK profile (in CSV format) to your computer.
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5. Using a spreadsheet application, open the CSV file and edit the batch dynamic PSK profile by filling out the following columns:

e  User Name: (Required) Enter the name of the user (one name per row). The length of the user name must be from 1 through 128
characters.

e  MAC Address: (Optional) If you know the MAC address of the device that the user will be using, enter it here.
e  VLAN ID: (Optional) Enter a valid VLAN ID.

e  Passphrase: The administrator can set the DPSK characters on their own. The DPSK length must be 8 through 62 characters. For DPSK
rules, refer to DPSK Rules on page 360. If the Passphrase field is left empty, the system automatically generates DPSKs.

NOTE
The administrator is not allowed to set DPSKs using the batch method.

6. Inthe Dynamic PSK Batch Generation dialog box, click the Browse button to upload the CSV file you edited.
7. Click Generate to generate the custom DPSKs that you modified.

After the DPSKs have been generated, you can download the same file (with the passphrases filled in). Click the click here link to download the
latest DPSK record generated.

FIGURE 345 Generating Batch Dynamic PSKs

DPSK batch generation provides two facilities to create multiple Dynamic PSKs at once. You can specify the number of DPSK or upload a profile file (*.csv)
which contains information necessary to create DPSKs. Once the generation is done, a result file will be downloaded for your reference. To download an
example of proﬂlehe maximum allowable number of DPSKs is 2048

Target WLAN: | 10-00 v|

Number to Create: | 5 |

Dynamic VLAN ID: | |

or Upload a Profile: | Browse

To download the latest DPSK record generated from this page

DPSK Rules
You must adhere to the following DPSK rules:

1. Multiple DPSKs are allowed in the same WLAN and unbound MAC address (when the MAC address is empty), but duplicate DPSKs are not
allowed (shared DPSKs).

2. Multiple DPSKs are allowed in the same WLAN and the same bound MAC address, but duplicate DPSKs are not allowed (because the MAC
address and the WLAN are used as an index in the DPSK hash table).

3. Multiple and duplicate (legacy device) DPSKs are allowed in the same WLAN and a different bound MAC address.

RUCKUS Unleashed 200.16 User Guide
360 Part Number: 800-73635-001 Rev A



Configuring Admin & Services Settings
Services

4. Multiple and duplicate DPSKs are allowed in a different WLAN, either for the same MAC address (bound) or an empty MAC address
(unbound).

NOTE
Inrules 1 and 2, if the DPSK CSV file includes the same passphrase that exists (for the same bound or unbound MAC address), Unleashed
returns an error message when the administrator clicks Upload to import the DPSK CSV.

FIGURE 346 Duplicate Passphrase Error

Dynamic PSK Batch Generation X

DPSK batch generation provides two facilities to create multiple Dynamic PSKs at once. You can specify the number of DPSK or upload a profile file (*.csv)
which contains information necessary to create DPSKs. Once the generation is done, a result file will be downloaded for your reference. To download an
example of profile, click here. The maximum allowable number of DPSKs is 4000.

Target WLAN: | 1666 v

Number to Create: | 5 |

Dynamic VLAN ID: | |

or Upload a Profile: The passphrase 12345678 of line 2 is duplicated with line 3. System does not allow the same passphrase if MAC address

is the same. Please modify the file and upload it again.

To download the latest DPSK record generated from this page, click here

Generate _

NOTE
If a DPSK CSV file includes the same passphrase that is existing in the same WLAN, Unleashed returns an error message when the
administrator clicks Upload to import the DPSK CSV file and clicks Generate.

FIGURE 347 Duplicate Passphrase in the Same WLAN Error

There is an error at line [2]. The passphrase "[12345678]"
is duplicated with existing passphrase. Please modify the
file and upload it again.
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Guest Access Services

The Guest Access Services pages provide options for monitoring and managing existing guest passes, customizing guest pass format and delivery
methods, and deleting admin-generated or self-service guest passes.

To configure guest access services, go to Admin & Services > Services > Guest Access Service.

For more information on guest access and configuring a guest access WLAN, see Guest WLANs on page 97 in Creating a New WLAN.

FIGURE 348 Monitoring and Configuring Guest Pass Options

O —_—
L] System . | Guest Pass Generation ‘ Guest Pass Prinfout Customization | Email | SMS
N i Guest Pass Generation

-l v Authenticated users can generate guest passes at the URL shown below.

AAA Servers Guest Pass Generation URL https://10.223.54.228/guestpass Show QR Code

Access Control Authentication Server | Local Database ~
Appr
Application Recognition & Control

Bonjour Gateway Admin Generated Guest Passes
These tables list the generated guest passes. You can review the guest passes generated for your users. You may also remove them if necessary.

Dynamic PSK.
e |efe

Guest Access Service

Guest Name Role Key Email Phone Number Remarks Create Time Expires Re-al
Hotspot Services

No data available
Radio Control

WIPS 0-0 of 0 shown -

URL Filtering

Click Show QR Code and the QR Code pop-up page is displayed. Click Print to print the QR code or scan the QR code using a smartphone camera.

FIGURE 349 QR Code Page

Do you want to print the QR code for this Wi-Fi network? %

1. How to use Wi-Fi QR code?

You can print and share it to your users, and ask them to open the camera app on the smartphone and hold it over
the Code. A notification should pop up and connect them to the wireless network automatically. If this did not work,

check the smartphone setlings and make sure ihat the QR Code scanning feature is enabled. IT it still not working,

then you may need to ask your user to download a third-party QR Code scanner from smariphone app store.

2. How can | regenerate the QR code later?

You can to to WiFi Networks page and select your WiFi, click the "More” button and then click "Show QR Code"
from the dropdown list, a QR code page should pop up

| Print

An administrator can generate guest passes from the web interface. Under Admin Generated Guest Passes, click Create. For more information,
refer Generating a Guest Pass on page 117.
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Hotspot Services
A Hotspot Service is required to deploy a Hotspot (WISPr 1.0) WLAN.

You can create a Hotspot service when creating a new WLAN (by clicking Create New after you select Hotspot Service as the WLAN type), or you can
create multiple Hotspot services from the Administration settings and then deploy them to your Hotspot WLANSs afterwards.

Additionally, you can use the Admin & Services pages to edit or reconfigure Hotspot service policy settings after WLAN creation.

Creating a Hotspot Service

The Admin & Services > Services > Hotspot Services page can be used to configure a WISPr Hotspot service to provide public access to users. In
addition to the Unleashed APs, you will need the following to deploy a Hotspot:

o  Captive Portal: A special web page, typically a login page, to which users that have associated with your Hotspot will be redirected for
authentication purposes. Users will need to enter a valid user name and password before they are allowed access to the Internet through
the Hotspot. Open source captive portal packages, such as Chillispot, are available on the Internet. For a list of open source and
commercial captive portal software, visit https://en.wikipedia.org/wiki/Captive_portal#Software_Captive_Portals, and

e  RADIUS Server: A Remote Authentication Dial-In User Service (RADIUS) server through which users can authenticate.
For installation and configuration instructions for the captive portal and RADIUS server software, refer to the documentation that was provided with

them. After completing the steps below, you will need to edit the WLAN(s) for which you want to enable Hotspot service, as described in Assighing
a WLAN to Provide Hotspot Service.

Unleashed supports up to 32 WISPr Hotspot service entries, each of which can be assigned to multiple WLANs.
To create a Hotspot service:
1. Go to Admin & Services > Services > Hotspot Service. Alternatively, you can create a new Hotspot service from the WLAN creation page
(Dashboard > Wi-Fi Networks > Create > Hotspot > Hotspot Services > Create New).
2. Click Create New. The Create New form appears.
3. From the General tab, in Name, enter a name for this Hotspot service.
4.  In WISPr Smart Client Support, select whether to allow WISPr Smart Client support:
e  None: (default).

e Enabled: Enable Smart Client support.

NOTE
The WISPr Smart Client is not provided by RUCKUS - you will need to provide Smart Client software/hardware to your users
if you select this option.

- Only WISPr Smart Client allowed: Choose this option to allow only clients that support WISPr Smart Client login to access this
Hotspot. If this option is selected, a field appears in which you can enter instructions for clients attempting to log in using the
Smart Client application.

- Smart Client HTTP Secure: If Smart Client is enabled, choose whether to authenticate users over HTTP or HTTPS.

5. InLogin Page, type the URL of the captive portal (the page where Hotspot users can log in to access the service).
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10.

Configure optional settings as preferred:

e |n Start Page, configure where users will be redirected after successful login. You could redirect them to the page that they want to
visit, or you could set a different page where users will be redirected (for example, your company website).

e In User Session, configure session timeout and grace period, both disabled by default.

- Session Timeout: Specify a time limit after which users will be disconnected and required to log in again.
- Grace Period: Allow disconnected users a grace period after disconnection, during which clients will not need to re-
authenticate. Enter a number in minutes, between 1 and 144,000.

In the Authentication tab, select the AAA server that you want to use to authenticate users from the Authentication Server drop-down

menu.
e  Options include Local Database and any AAA servers that you configured on the Configure > AAA Servers page.

e  Enable MAC authentication bypass (no redirection): Enabling this option allows users with registered MAC addresses to be
transparently authorized without having to log in. A user entry on the RADIUS server needs to be created using the client MAC
address as both the user name and password. The MAC address format can be configured in one of the formats listed in MAC
Authentication with an External RADIUS Server.

e  Accounting Server: (If you have an accounting server set up), select the server from the list and configure the frequency (in minutes)
at which accounting data will be retrieved.

e In Wireless Client Isolation: Choose whether clients connected to this Hotspot WLAN should be allowed to communicate with one
another locally. See Configuring Advanced WLAN Options on page 179 for a description of the same feature for non-Hotspot WLANSs.

e Location Information: Enter Location ID and Location Name for this location if using RUCKUS Smart Positioning location services.
On the Walled Garden and Policy tabs, configure optional settings as preferred:
e In Location Information, enter Location ID and Location Name WISPr attributes, as specified by the Wi-Fi Alliance.

e In Walled Garden, enter network destinations (URL or IP address) that users can access without going through authentication. A
Walled Garden is a limited environment to which an unauthenticated user is given access for the purpose of setting up an account.
After the account is established, the user is allowed out of the Walled Garden.

On the Policy tab, define L3/4 IP address access control rules for the Hotspot service to allow or deny wireless devices based on their IP
address, port or protocol.

Click OK to save the Hotspot settings.

The page refreshes and the Hotspot service you created appears in the list. You may now assign this Hotspot service to the WLANs that you want to

provide Hotspot Internet access, as described in Assigning a WLAN to Provide Hotspot Service on page 366.

364
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FIGURE 350 The Hotspot Services page

O cene = »

[ Access Points

Hotspot S

o | Name. ‘ Login Page ‘ Start Page ‘ WISPr Smart Client Support
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Create New
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Search terms : @ Include all terms 0 Include any of these terms
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FIGURE 351 Creating a new Hotspot service

Create New x

General I Authentication ] ‘Walled Garden l Policy }

Name | Hotspol 1] |

—Redirection

WISPr Smart Client @ None () Enabled O Only WISPr Smart Client allowed
Support
Login Page Redirect unauthenticated user to | ‘ for authentication.
Start Page After user is authenticated,
@ redirect to the URL that the user infends to visit.

B e —

~User Session

Session Timeout (Requires whitelist for gateway and other allowed hosts.)
(] Terminate user session after - minutes
Grace Period [ allow users to reconnect without re-authentication for - minutes
Intrusion Prevention (¢ Tempeorarily block Hotspot clients with repeated authentication attempts.
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Once you have created a Hotspot service, you need to specify the WLANs to which you want to deploy the Hotspot configuration.

To configure a WLAN to provide Hotspot service:

1.
2.
3.

Go to Dashboard > Wi-Fi Networks > [WLAN name] > Edit.

In Usage Type, select Hotspot Service.

In Hotspot Services, select a Hotspot service from the list if you have already created one, or click Create New to begin creating a new
Hotspot service for this WLAN. (See on page 363).

In Encryption Method, choose one of the following:

None: (Default) Hotspot login is required.
WPA2: Requires the user to enter a WPA2 password to associate with the WLAN, in addition to the Hotspot login.
WPAS: Requires the user to enter a WPA3 password to associate with the WLAN, in addition to the Hotspot login.

WPA2/WPA3-Mixed: Requires the user to enter a WPA2 or WPA3 password to associate with the WLAN, in addition to the Hotspot
login.

OWE: Does not require the user to enter an additional password (other than the Hotspot login).

Click OK to save your changes.

FIGURE 352 Assigning a Hotspot service to a Hotspot WLAN

Name: | Hotspot WLAN

Usage Type: ) Standard
Guest Access

« Hotspot Service

Authentication Method: « Open 802.1X EAP MAC Address
Encryption Method: WPA2 WPA3 WPA2/WPA3-Mixed OWE @ None
Hotspot Services: | Hotspot Service 1 MIE 3PS

Show Advanced Options p “ Cancel

The Radio Control options include settings for automatic radio channel selection using Background Scanning or ChannelFly, client Load Balancing,

Band Balancing and Radar Avoidance Pre-Scanning.
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Self Healing
RUCKUS Unleashed uses built-in network "self-healing" diagnostics and tuning tools to maximize wireless network performance.

From the RUCKUS Unleashed dashboard, select Admin & Services > Services > Radio Control > Self Healing to utilize built-in network diagnostics
and tuning tools.

Automatically Adjusting AP Radio Power

You can automatically adjust AP radio power to optimize coverage when interference is present. Automatically adjusting AP radio power is designed
to turn down the power of an AP if the following conditions are met:

e The power is set to Auto in the AP configuration.

e  The AP can hear another AP that is on the same channel and same network.

e The AP can hear the other AP at a minimum of 50 dB, which means the APs are very close to each other.

Note that the 2.4 GHz, 5 GHz, and 6 GHz radio bands are considered independently. If all conditions are met, the AP will reduce its power by half.
The other AP may or may not reduce its power simultaneously.

NOTE
The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The following 6G-
related options are visible but not functional in this Unleashed release 200.16 firmware:

e  Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization
option for Wi-Fi 7 APs

o  Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for Wi-Fi 7 APs
o  Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

e Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run a
background scan on the 6GHz radio every option in Background Scanning tab, respectively

o  Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field

NOTE

In general, RUCKUS does NOT recommend enabling automatically adjusting AP radio power because it can lead to non-optimal AP power
levels. RUCKUS general guidelines for using the BeamFlex APs are to run access points at full power to maximize the throughput and SINR
levels, therefore maximizing data rates and performance.

Automatically Adjusting 2.4 GHz, 5 GHz, and 6 GHz Radio Channels Using Background Scanning

Using background scanning, the Master AP regularly samples the activity in all APs to assess radio frequency (RF) usage, to detect rogue APs and to
determine the optimal channel for automatic channel selection.

These scans sample one channel at a time in each AP so as not to interfere with network use. You can, if you prefer, customize the automatic
scanning of RF activity, deactivate it if you feel it is not helpful, or adjust the frequency if you want scans at greater or fewer intervals (refer to
Background Scanning on page 369).

NOTE
Background scanning must be enabled to detect rogue APs on the network.
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Automatically Adjusting 2.4 GHz, 5 GHz, and 6 GHz Radio Channels Using ChannelFly

The main difference between ChannelFly and background scanning is that ChannelFly determines the optimal channel based on real-time statistical
analysis of actual throughput measurements, while background scanning uses channel measurement and other techniques to estimate the impact
of interference on Wi-Fi capacity based on progressive scans of all available channels.

NOTE
If you enable ChannelFly, background scanning can still be used for adjusting radio power and rogue AP detection while ChannelFly
manages the channel assignment. Both cannot be used at the same time for channel management.

Benefits of ChannelFly

With ChannelFly, the AP intelligently samples different channels while using them for service. ChannelFly assesses channel capacity every 15
seconds and changes channel when, based on historical data, a different channel is likely to offer higher capacity than the current channel. Each AP
makes channel decisions based on this historical data and maintains an internal log of channel performance individually.

When ChannelFly changes the channels, it utilizes 802.11h channel change announcements to seamlessly change channels with no packet loss and
minimal impact to performance. The 802.11h channel change announcements affect both wireless clients and RUCKUS mesh nodes in the 2.4 GHz
and 5 GHz bands.

Initially (in the first 30 to 60 minutes) there will be more frequent channel changes while ChannelFly learns the environment. However, once an AP
has learned about the environment and which channels are most likely to offer the best throughput potential, channel changes will occur less
frequently unless a large measured drop in throughput occurs.

ChannelFly can react to large measured drops in throughput capacity in as little as 15 seconds, while smaller drops in capacity may take longer to
react to.

Disadvantages of ChannelFly

Compared to background scanning, ChannelFly takes considerably longer for the network to settle down. If you will be adding and removing APs to
your network frequently, background scanning may be preferable. Additionally, if you have clients that do not support the 802.11h standard,
ChannelFly may cause significant connectivity issues during the initial capacity assessment stage.

You can enable or disable ChannelFly per band. If you have 2.4 GHz clients that do not support 802.11h, RUCKUS recommends disabling ChannelFly
for 2.4 GHz, but leaving it enabled for the 5 GHz or 6 GHz bands.
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FIGURE 353 Self Healing Tab

L] System

&, Services
AAA Servers

Access Control

Self Healing | Background Scanning = Client Load Balancing = Band Balancing = Radar Avoidance Pre-Scanning
Unleashed utilizes built-in network "self healing" diagnostics and tuning tools to maximize wireless network performance.
Automatically adjust AP radio power to optimize coverage when interference is present.

Two modes are available to automatically adjust AP channels for self healing and performance optimization. Background Scanning W

potential throughput and will change channels to learn, optimize throughput and avoid interference.
Application Recognition & Control

Automatically adjust 2.4GHz channels using  Background Scanning -
Bonjour Gateway
Dynamic PSK Automatically adjust 5GHz channels using  Background Scanning -
SuestAccess Sefvice Automatically adjust 6GHz channels using  ChannelFly -

- :
potSeiyices Channel Change Frequency

WIPS Optimization Period
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| ]

URL Filtering

Wi-Fi Calling

£ Administration 2

Background Scanning

Scanning intervals can be configured on the 2.4 GHz, 5 GHz, and 6 GHz radios independently.

e  Run a background scan on the 2.4 GHz radio every [ ]: Select this check box and enter the time interval (1~65535 seconds, default is 300)
that you want to set between each scan.

e  Run a background scan on the 5 GHz radio every [ ]: Select this check box and enter the time interval (1~65535 seconds, default is 300)
that you want to set between each scan.

e  Run a background scan on the 6 GHz radio every [ ]: Select this check box and enter the time interval (1~65535 seconds, default is 300)
that you want to set between each scan.

NOTE
The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The
following 6G-related options are visible but not functional in this Unleashed release 200.16 firmware:

- Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization
option for Wi-Fi 7 APs

- Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for Wi-Fi
7 APs

- Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

- Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run
a background scan on the 6GHz radio every option in Background Scanning tab, respectively

- Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field
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NOTE
If you want to disable Background Scanning, clear the check box; this should result in a minor increase in AP performance, but removes
the detection of rogue APs. You can also decrease the scan frequency, as less frequent scanning improves overall AP performance.

NOTE

You can also disable Background Scanning on a per-WLAN basis from the Dashboard > Wi-Fi Networks screen. To disable scanning for a
particular WLAN, click the Edit link next to the WLAN for which you want to disable scanning, open Advanced Options, select the Radio
Control tab, and click the check box next to Disable Background Scanning.

To see whether Background Scanning is enabled or disabled for a particular WLAN, click the click here link at the bottom of the page.

FIGURE 354 Viewing the WLANs with Background Scanning Disabled

£ system »

&, services v anned af " alloniig, 30 .
I8 Run a background scan on 2.4GHz radio every 100 seconds
12 Run a background scan on 5GHz radio every 309 seconds
I8 Run a background scan on 6GHz radic every 0 secands

Name Authentication Encryption

No data available.

Client Load Balancing

Enabling load balancing can improve WLAN performance by helping to spread the client load between nearby access points, so that one AP does
not get overloaded while another sits idle. Load balancing can be controlled from within the web interface to balance the number of clients per
radio on adjacent APs. "Adjacent APs" are determined at startup by measuring the RSSI during channel scans. After startup, RUCKUS Unleashed uses
subsequent scans to update the list of adjacent radios periodically and when a new AP sends its first scan report. When an AP leaves, RUCKUS
Unleashed immediately updates the list of adjacent radios and refreshes the client limits at each affected AP.

After RUCKUS Unleashed is aware of which APs are adjacent to each other, it begins managing the client load by sending desired client limits to the
APs. These limits are "soft values" that can be exceeded in several scenarios, including: (1) when a client's signal is so weak that it may not be able
to support a link with another AP, and (2) when a client's signal is so strong that it belongs on this AP.

The APs maintain these desired client limits and enforce them once they reach the limits by withholding probe responses and authentication
responses on any radio that has reached its limit.
Consider the following key points on load balancing:

e Load balancing does not disassociate clients already connected.

e Load balancing takes action before a client association request, reducing the chance of client misbehavior.

o The process does not require any time-critical interaction between APs.

e Load balancing provides control of adjacent AP distance with safeguards against abandoning clients.

e  Load balancing can be disabled on a per-WLAN basis; for instance, in a voice WLAN, load balancing may not be desired due to voice
roaming considerations.

e  Background scanning must be enabled on the WLAN for load balancing to work.
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ACLB and ABB

Adaptive Client Load Balancing (ACLB) and Adaptive Band Balancing (ABB) improve Wi-Fi performance by steering clients to APs with higher
available capacity and guiding clients to different radio bands for better load balancing, respectively.

Feature Overview

ACLB enhances the existing Client Load Balancing (CLB) system by incorporating throughput-based capacity metrics alongside traditional station-
count load metrics. IEEE 802.11k allows clients to request and receive information about neighboring APs. By knowing the status of neighboring
APs, clients can make more informed decisions, aiding in balancing the load. IEEE 802.11v enables APs to communicate directly with clients about
the best APs to connect to, facilitating smoother and more efficient handoffs. This helps prevent any single AP from becoming overloaded by
dynamically guiding clients to less congested APs.

When enabled, ACLB works as follows:

o Identify High-Capacity APs: Detect APs with higher available capacity within the RF neighborhood.

e  Select Target Clients: Determine which clients must be moved to less loaded, higher-capacity APs using 11k/v protocols and AP-to-AP
communication.

o Client Switch Request: Prompt target clients to switch to the identified APs, which are ranked by priority.

e Client Roaming: Clients select a target AP and roam to it, ensuring balanced load and optimal service quality across the network.

Band balancing supports client load balancing by guiding clients to different radio bands (2.4GHz, 5GHz, and 6GHz, if available). Band balancing was
originally designed to operate only at the time of client association, but the Adaptive Band Balancing (ABB) enhancement ensures load balancing by
band occurs dynamically through the duration of the client connection.

Requirements

The ACLB and ABB features have no special hardware or software requirements for feature enablement or usage.

Considerations
Consider the following with regards to the ACLB enhancement:
e  ACLB does not support non-802.11v-capable stations.

e  ACLB does not steer stations that move away from the AP within 270 seconds of association, preventing unnecessary redirection of the
station, especially if the station’s movement away from the AP is temporary or if the signal strength remains robust despite the increased
distance from the AP.

o  ACLB estimates the available capacity of neighboring APs if they do not publish this information.

Best Practices
e  Ensure all APs are running firmware that supports ACLB and IEEE 802.11k/v protocols.
o  Place APs to maximize coverage and minimize signal overlap, creating distinct RF neighborhoods for effective load balancing.

e  Enable regular background scanning (bgscan) on APs to maintain accurate data on neighboring APs and their available capacities.

Prerequisites

The following prerequisites facilitate optimal load balancing in your network:
e  Ensure all APs and controllers run firmware that supports ACLB (Unleashed 200.8 and later releases) and IEEE 802.11k/v protocols.
o Deploy a robust network infrastructure with sufficient bandwidth and low latency to support real-time load balancing.

e  Strategically place APs to maximize coverage and create distinct RF neighborhoods, minimizing signal overlap and interference.
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Enabling Load Balancing Globally

Enabling load balancing ensures that clients are evenly distributed across available access points (APs), preventing any single AP from becoming
overloaded. It reduces congestion, provides better resource utilization, and ensures seamless connectivity.

Complete the following steps to enable load balancing options globally.

1. From the dashboard, select Admin & Services > Services > Radio Control > Client Load Balancing.
2. Enable Use Load Balancing.

A warning message "Enabling Load Balancing will increase the frequency of background scanning accordingly, are you sure to continue" is
displayed. Click Yes.

3. For the Load Balancing Method, choose any one of the methods: Based on Client Count or Based on Capacity.

e Based on Client Count: Distributes clients evenly across APs by considering the number of connected devices. This is considered
basic client load balancing.

e Based on Capacity: Allocates clients to APs based on their available capacity, which includes factors such as bandwidth, data rate,
and the number of streams. This is considered adaptive client load balancing.

4. For Steering Mode, choose one of the following modes: Basic, Proactive, or Strict. Steering Mode enhances Wi-Fi efficiency by
automatically allocating devices to the optimal frequency band considering their capabilities and the prevailing network conditions.

e  Basic: Prevents overcrowding on a heavily loaded band by encouraging clients to connect to a less crowded band.
e Proactive: Actively manages and rebalances clients between bands using IEEE 802.11v BSS Transition Management.
e  Strict: Forcefully rebalances clients between bands using IEEE 802.11v BSS Transition Management.

5. Click Apply.

FIGURE 355 Client Load Balancing

£ System >

Clant Losd Balancing

Use Load Balancing (00
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Band Balancing (00

Enabling Band Balancing Globally
Band balancing attempts to balance the client load on radios by distributing clients between the 2.4 GHz, 5 GHz, and 6 GHz radios.

Band balancing is disabled by default. To balance the number of clients connecting to the radios on an AP, the AP encourages dual-band and tri-
band clients to connect to the 5 GHz band (and 6 GHz band, if available) when the configured percentage threshold is reached.
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NOTE
The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The following 6G-
related options are visible but not functional in this Unleashed release 200.16 firmware:

o  Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization
option for Wi-Fi 7 APs

o  Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for Wi-Fi 7 APs
e Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

o Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run a
background scan on the 6GHz radio every option in Background Scanning tab, respectively

o  Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field

Complete the following steps to enable and configure band balancing globally.

1.

2.

From the dashboard, select Admin & Services > Services > Radio Control > Client Load Balancing.
Toggle the Band Balancing switch to ON.

For 2.4 GHz Client load (%), drag the slider along the bar to your desired value, which denotes the threshold above which dual-band and
tri-band clients will be encouraged to connect to the 5 GHz or 6 GHz radios rather than the 2.4 GHz radio.

Click Apply.

NOTE
When enabled globally, Band Balancing is applied to all WLANSs by default. To disable Band Balancing for a specific WLAN, edit the Radio
Control Settings for the WLAN using the WLAN Advanced Options. Refer to Disabling Load and Band Balancing for a WLAN on page 374.

FIGURE 356 Band Balancing
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Disabling Load and Band Balancing for a WLAN

Load balancing can be disabled on a per-WLAN basis; for instance, in a voice WLAN, load balancing may not be desired due to voice roaming
considerations. Disabling load and band balancing on a WLAN may cause overloaded access points, increased congestion, unreliable roaming, and
inefficient network use, especially in high-traffic networks.

Complete the following steps to disable load balancing and band balancing on a per-WLAN basis.

1. In the Wi-Fi Networks component, select the WLAN for which you want to disable load balancing and band balancing, and click Edit.

2. Click Show Advanced Options > Radio Control and clear the Enable check box for Load Balancing and Band Balancing.

NOTE
The Load Balancing and Band Balancing options are separate, meaning you can disable one without disabling the other.

3. Click OK to save your changes.

FIGURE 357 Disabling Load Balancing and Band Balancing for a WLAN

WLAN Priority | Access Control | Radio Control | Others

Wireless Media Fast BSS Transition : Enable 802.11r FT Roaming
Management: Recommended to enable 80217k Neighbor-list Report for assistant.
Radio Resource Management : Enable 802.11k Neighbor-list Report

Background Scanning : Enable (All radios will perform background scanning)
Load Balancing : Enable

(Applies to this WLAN only.it may not be active on other WLANS)

Band Balancing : Enable

Applies to this WLAN only. Band Balancing might be enabled on other WLANs

802.11d:

Support for 802.11d (only applies to radios configured to operate in 2.4 GHz band)
Enable WLAN on : 2.4 GHz 5 GHz 6 GHz

Select at least one Radio to make WLAN work properly.

Data Rate Control (2.4GHz OFDM Only: Enable OFDM Only
&5GHz): ggs Min Rate: Default -
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5 GHz radio does not support CCK rates (1, 2, 5.5, 11 Mbps).

O Wi-Fi 6/7: Enable

B |
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Radar Avoidance Pre-Scanning

The Radar Avoidance Pre-Scanning (RAPS) setting allows pre-scanning of DFS channels in the 5 GHz band to ensure the channel is clear of radar
signals prior to transmitting on the channel. This setting affects select outdoor dual band 802.11n/ac AP models only and has no impact on APs that

do not support the feature. The option will also only be available if the Country Code settings are configured to allow use of DFS channels (see
Setting the Country Code on page 316).

FIGURE 358 Radar Avoidance Pre-Scanning
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WIPS
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WIPS

Unleashed provides several built-in intrusion prevention features designed to protect the wireless network from security threats such as Denial of
Service (DoS) attacks and intrusion attempts. These features, called Wireless Intrusion Prevention Services (WIPS), allow you to customize the
actions to take and the notifications you would like to receive when each of the different threat types is detected.

Denial of Service (DoS)
Two options are provided to protect the wireless network from Denial of Service attacks.
To configure the DoS protection options:

1. Go to Admin & Services > Services > WIPS > Denial of Service (DoS).

2. Configure the following settings:

e  Protect my wireless network against excessive wireless requests: If thiscapability is activated, excessive 802.11 probe request
frames and management frames launched by malicious attackers will be discarded.

e  Temporarily block wireless clients with repeated authentication failures for [ ] seconds: If this capability is activated, any clients that
repeatedly fail in attempting authentication will be temporarily blocked for a period of time (10~1200 seconds, default is 30).
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3.

Click Apply to save your changes.

FIGURE 359 Denial of Service (DoS)
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Intrusion Detection and Prevention

Intrusion detection and prevention features rely on background scanning results to detect rogue access points connected to the network and
optionally, prevent clients from connecting to malicious rogue APs.

Rogue Access Points

A "Rogue Access Point" is any access point detected by an Unleashed access point that is not part of the Unleashed network. Rogue devices are
detected during off channel scans (background scanning) and are simply other access points that are not part of the Unleashed network (e.g., an
access point at a nearby coffee shop, a neighbor's apartment or shopping mall).

Typically,

rogue access points are not a threat, however there are certain types that do pose a threat that will be automatically identified as

"malicious rogue APs." The three automatically identified malicious access point categories are as follows:

376

WLAN-Spoofing: These are rogue access points that are beaconing the same WLAN name as an Unleashed access point. They pose a
threat as someone may be attempting to use them as a honey pot to attract your clients into their network to attempt hacking or man-in-
the-middle attacks to exploit passwords and other sensitive data.

Same-Network: These are rogue access points that are detected by other access points as transmitting traffic on your internal network.
They are detected by Unleashed access points seeing packets coming from a 'similar' MAC address to one of those detected from an over
the air rogue AP. Similar MAC addresses are +-5 MAC addresses lower or higher than the detected over the air MAC address.

MAC-spoofing: These are rogue access points that are beaconing the same MAC address as an Unleashed access point. They pose a threat
as someone may be attempting to use them as a honey pot to attract your clients into their network to attempt hacking or man-in-the-
middle attacks to exploit passwords and other sensitive data.
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The Rogue Devices screen displays all currently active rogue APs that have been detected by any of the Unleashed APs on the network.

To monitor rogue devices and mark specific rogues as either "known" or "malicious" rogue APs:

1. Go to Admin & Services > Services > WIPS > Rogue Devices.

2. View the list of Currently Active Rogue Devices and take note of any rogues marked as "malicious."

3. To view which Unleashed APs are detecting this rogue AP, click the + icon next to the rogue AP to expand the display. Use this information
to help investigate where the rogue device is located in your site for removing it.

FIGURE 360 Monitoring rogue devices - expand the view to show which APs are detecting this rogue device
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4. To mark a rogue device as a "Known" device (for example, a nearby neighbor's network), click Mark As Known. This device will no longer

trigger rogue device detection alarm events on the Administration > Diagnostics pages.
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5. To mark a rogue device as "Malicious" rogue (with the goal of physically locating and removing the offending device), click Mark as
Malicious.

FIGURE 361 Marking rogue devices as known or malicious
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URL Filtering

6.  You can monitor and manage the lists of known/recognized and user-blocked rogue devices using the two tables below.

FIGURE 362 Manage known rogue devices
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Rogue AP Detection
Complete the following steps to enable or disable and configure rogue access point detection.

1. From the dashboard, select Admin & Services > Services > WIPS > Intrusion Detection and Prevention.
2. Select the Enable report rogue devices check box to include rogue device detection in logs and email alarm event notifications.
3. Select which devices to include in rogue device reports:

e Report all rogue devices: Send alerts for all rogue AP events.

e  Report only malicious rogue devices of type: Select which event types to report:

- SSID-Spoofing: A malicious rogue AP that uses the same SSID as a RUCKUS Unleashed AP, also known as an "evil-twin" AP.

- Same-Network: A malicious rogue AP that is connected to the same wired network.

- MAC-Spoofing: A malicious rogue AP that has the same BSSID (MAC address) as one of the virtual APs managed by RUCKUS
Unleashed.

- User-Blocked: A rogue AP that has been marked as malicious by the user.

4. Select the Protect the network from malicious rogue access points check box to automatically protect your network from network-
connected rogue APs, WLAN-spoofing APs, and MAC-spoofing APs. When one of these rogue APs is detected (and this check box is
enabled), the RUCKUS AP automatically begins sending broadcast de-authentication messages spoofing the rogue's BWLAN (MAC
address) to prevent wireless clients from connecting to the malicious rogue AP. This option is disabled by default.

5. Click Apply to save your changes.

FIGURE 363 Intrusion Detection and Prevention
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Rogue DHCP Server Detection

A rogue DHCP server is a DHCP server that is not under the control of network administrators and is therefore unauthorized. When a rogue DHCP
server is introduced to the network, it could start assigning invalid IP addresses, disrupting network connections or preventing client devices from
accessing network services. It could also be used by hackers to compromise network security.
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Typically, rogue DHCP servers are network devices (such as routers) with built-in DHCP server capability that has been enabled (often, unknowingly)
by users. The rogue DHCP server detection feature can help you prevent connectivity and security issues that rogue DHCP servers may cause. When
this feature is enabled, RUCKUS Unleashed scans the network every five seconds for unauthorized DHCP servers and generates an event every time
it detects a rogue DHCP server.

FIGURE 364 Rogue DHCP Server Detection
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URL Filtering

URL filtering allows administrators to manage internet usage by preventing access to inappropriate websites using a customizable combination of
blocklists and allowlists.

The RUCKUS URL filtering implementation uses a third-party web classification system that groups a wide variety of internet domains into various
levels of inappropriate content, and allows flexible control according to the deployment environment.

Each website is categorized into one of the 83 categories. To find out which category a website falls into, see the Webroot BrightCloud Server site
lookup tool (https://www.brightcloud.com/tools/url-ip-lookup.php).

To deploy URL filtering, you must create a URL filtering profile using either one of the preset category groups or a customized selection of
categories. Once a profile is created, you can apply it to one or more WLANSs.

There are four pre-defined category groups and one custom category group:

e  No adult content: No adult content or nudity.

o Clean and safe: No adult content plus no malware, spyware, phishing, botnets or spamware.

e  Child and student friendly: Clean and safe plus no alcohol, intimate apparel, dating, or weapons.
e  Strict: Child and student friendly plus no streaming media, personal storage and games.

o  Custom: Select the categories of traffic to block from the list.

Once enabled, you can view lists of the top URLs blocked by the system, top clients attempting to visit restricted domains, top allowed URLs and
content categories by traffic volume, and other useful metrics from the URL Filtering Summary tab.
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FIGURE 365 URL Filtering
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Creating a URL Filtering Profile

You must create a URL filtering profile before you can apply the profile to a WLAN or to a user role.

To create a URL filtering profile:

1. Go to Admin & Services Services > URL Filtering.

2.  Click the Profiles tab.
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3.

4.

Click Create. The Create New form appears.

FIGURE 366 Creating a URL Filtering Profile
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5. Select one of the content filtering category groups, in increasing order of strictness, or select Custom, and select any number of individual

categories.

FIGURE 367 Selecting Level of Strictness
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FIGURE 368 Blocklisting or Allowlisting a Specific URL

Click here 1o check category with URL or Domain of [P

No aduit content No adult content or nudity

+ Clean and safe No adult content plus, no malware, spyware, phishing, botnet or spamware
Child and student friendly Clean and safe plus no alcohol, intimate apparel, dating, or weapons
strict Child and student friendly plus no streaming media, personal storage and games
Custom Please chose the contents you want to block in below checkbox group

~ (25 Blocked)Blocked Categories

Blocklist & Allowlist v

Blocklist [ Order Domain Name Action

Create New

Allowlist [ Order Domain Name Action

Create New | Delete

Safe Search v

Google Safe Search [ | Enable Google Safe Search
YouTube Safe Search || Enable YouTube Safe Search

Bing Safe Search || Enable Bing Safe Search

6. Optionally, in Blocklist & Allowlist, you can add custom URLs to either block or allow. Allowlist and blocklist entries override the rules
configured above. A maximum of 16 blocklist and 16 allowlist entries can be created per profile.
7. Optionally, in Safe Search, enable or disable "Safe Search" functionality from Google, Youtube, or Bing.
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8. Click OK to save your changes. A maximum of 32 profiles can be created.

Applying a URL Filtering Policy to a WLAN
Once a URL filtering policy has been created, you can apply it to your wireless networks using the following procedure.
To apply a URL filtering policy to a WLAN:

1. Go to WiFi Networks, select the WLAN you would like to configure, and click Edit.

2. Scroll down and expand the Advanced Options section.

3. Click the Access Control tab.

4. In URL Filtering, select Enable and choose a URL Filtering Profile from the drop-down list.

Alternatively, click the + (Create New) icon to create a new profile and apply it to this WLAN.

5. Click OK to save your changes.

FIGURE 369 Enabling URL filtering for a WLAN

Hide Advanced Options W

Zero-IT & DPSK | WLAN Priority | Access Control ‘ Radio Control | Others

Call Admission Control: Enforce CAC when CAC is enabled on the radio

Rate Limit: Per STA rate limiting will not work if SSID rate limiting is enabled.

Per Station Uplink

Per Station Downlink
Enable Per SSIDUplink [0 | mbps (0.1-200.0)
Enable Per SSID Downlink [0 | mbps (0.1-200.0)

Access Control: Layer2 MAC ACL : No ACL

Y| * 4
Layer3/4 ACL : + s
Device Policy No ACL Y+ &
Application Visibility: - Enable
Apply policy group : + | &
URL Filtering: ¥ Enable
URL Filtering Profile : | Profile 1 v+ s

-

Working with URL Filtering Licenses

URL filtering service requires an active URL filtering license to function. URL filtering licenses can be purchased from RUCKUS partners and
distributors, and a temporary license is also available to allow customers to try out the service for a limited time of 90 days before purchasing.

Within 90 days, a valid URL filtering license that is greater or equal to the number of connected APs must be loaded; otherwise, URL filtering will be
disabled until a valid license is loaded.
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FIGURE 370 URL Filtering License Warning Message
A\ URL Filtering License xV
The URL filtering will be enabled for 90
days using temporary license. Within
these 90 days, a valid URL filtering
license for no less than the number of
connected AP must be loaded
Otherwise, URL filtering will be disabled
until a valid license is loaded
Complete the following steps to manage URL filtering licenses.
1. Go to Admin & Services > Services > URL Filtering.
2. Click the License tab and select one of the following options:
e Update Services By File: Import a new locally saved license file.
o Renew Services Online: Connect to the RUCKUS license server to download a license file.
o  Show Details: Select the license file from the list and click Show Details to view the license expiration details.
FIGURE 371 Working with URL Filtering Licenses
-u- Admin & Services v

L] System
=y > Summary  Profiles  License
&, services v -

X Update Services By File ¥ Renew Services Online Searc Q Fo (-
AAA Servers

Unleashed ID Number of AP Start Time Expires Status Sales Or
Access Control

un9418490011251569244593778 128 2019/09/24 10:23:48  2019M12/23 09:23:48  Active URL Filte

Application Recognition & Control

Bonjour Gateway 1-1 of 1 shown n
Dynamic PSK

Guest Access Service

Hotspot Services

Radio Control

WIPS
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Wi-Fi Calling

The RUCKUS Unleashed Wi-Fi Calling feature aims to provide better call quality by reducing latency, jitter, and roaming delays for voice calls over Wi-

Fi.

To achieve this, the RUCKUS Unleashed access point must perform identification, classification, and marking of voice calls when Wi-Fi Calling is

enabled and a call is made from a supported client device. Once a call is identified, voice packets are classified and marked to be delivered over an

Internet Protocol Security (IPsec) tunnel from the client, through the AP and the controller, and on to the mobile operator's data center.

The Wi-Fi Calling feature provides the following benefits:

Faster inter-AP roaming using RUCKUS SmartRoam along with standards-based 801.11r/k technologies minimize IPsec session timeouts or
teardowns to avoid call drops.

Voice-aware SmartCast prioritization helps maintain sustained call quality even when there are other clients generating regular Internet
packet data.

A voice call on one SSID will be prioritized in the voice queue over Internet packet data from other SSIDs.

The process consists of the following steps:

1.
2.

End user turns on Wi-Fi Calling in their smartphone menu, or turns on Wi-Fi and connects to the wireless network.

Client initiates a DNS lookup to the domain name of the Evolved Packet Data Gateway (ePDG) (for example, T-Mobile:
ss.epdg.epc.mnc260.mcc310.pub.3gppnetwork.org).

NOTE

The ePDG on an LTE network acts as an interface between the user device and the non-trusted 3rd Generation Partnership
Project (3GPP) access network (for example, Wi-Fi hostpot), providing a security mechanism through a secure IPsec tunnel that
is established with the user device.

Client initiates an Internet Key Exchange version 2 (IKEv2) handshake towards the ePDG to authenticate and set up an IPsec tunnel.
Client initiates an IPsec session towards the ePDG.
User is notified that Wi-Fi Calling is activated.

User initiates a voice call. All voice traffic is tunneled to the ePDG within the IPsec tunnel.

Creating a Wi-Fi Calling Profile

At least one Wi-Fi Calling profile must be associated to any WLAN with Wi-Fi Calling enabled. The system supports a total of ten Wi-Fi Calling
profiles. Five profiles are provided by default, and you may create up to five additional profiles.

Complete the following steps to create a Wi-Fi Calling profile.

386

1.

2.

Select Admin & Services > Services > Wi-Fi Calling and click the Profiles tab.

By default, the Profiles tab displays five preconfigued, editable carrier profiles (ATT, Verizon, TMobile, Sprint, and Others).

NOTE
The system will retain the Wi-Fi Calling profile names from earlier versions when migrating to Unleashed 200.15. If the previous
calling profile name is the same as any of the default profiles, the system will display the default profile as profile name_default.

Click Create to create a new profile.
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3. Inthe Create New dialog box, enter the following fields to create a new profile:
e Name: Enter a name for the profile.

e  Description: Optionally, enter a description of the profile.

e QoS Priority: Select a priority from the list (typically, Voice is selected for the highest QoS priority).

Services

e  Evolved Packet Data Gateway (ePDG): Click Create New to create a new ePDG entry. Enter the Domain Name and optionally the IP

Address, and click Save to save the entry. Up to five ePDG entries can be created for a Wi-Fi Calling profile.

FIGURE 372 Creating a Wi-Fi Calling Profile

General

Name |AT&T |

Description | AT&T| |

QoS Priority | Voice v |

Evolved Packet Data Gateway (ePDG)

Order Domain Name IP Address Action
internal att com 129 192.166 10 Save | Cancel
Create New | Delete

4. Click OK to save the new Wi-Fi Calling profile.

Enabling Wi-Fi Calling for a WLAN

After a Wi-Fi Calling profile has been created, you must configure each WLAN with one or more profiles to enable the feature for the WLAN.

NOTE
A WLAN can support up to five Wi-Fi Calling profiles.

Complete the following steps to enable Wi-Fi Calling for a WLAN.

1. Select the WLAN that will support Wi-Fi Calling, and click Edit.

2. Click Show Advanced Options > Access Control.
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3.

For the WiFi Calling option, click Edit to select Wi-Fi Calling profiles.

FIGURE 373 Enabling Wi-Fi Calling for a WLAN

Access Control:

Enabie Per 5510 Upink 0 DS [0 1-200.0]
Enable Per SSID Downlink [0 | mbps (0.1-200.0)

LayerzMACACL: [MNoACL  v|[+| »

Layera/id ACL : | -

Device Policy : PR

Application Visibility: [ Enable
Apply Policy Group : + -
URL Filtering: [ Enable
URL Filtering Profile : PR
WiFi Calling: ¢ Enable
& Edit
Name
AT&T

Cancel

The Select Wi-Fi Calling Profiles dialog box is displayed.
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4. Select a profile from the list of Available Profiles, click the right arrow to move it to the list of Selected Profiles, and click OK to save your

changes.

FIGURE 374 Adding Wi-Fi Calling Profiles for the WLAN

Select Wi-Fi Calling Profiles X

Available Profiles + & O Selected Profiles

Verizon

TMobile I
Sprint

Others

o [

5. Click OK to save the changes in the Advanced Options window.

Tunnel Configuration

Only WLANSs that are enabled with Tunnel mode are affected.

Refer to Configuring Advanced WLAN Options on page 179 in the WLAN configuration section for information on enabling Tunnel mode.
Complete the following steps to configure data encryption and filtering for tunneled WLANSs.

1. From the dashboard, select Admin & Services > Services.

2. Scroll down to the bottom of the page and locate the Tunnel Configuration section.
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3. Select the check boxes next to the options you want to enable.

Enable tunnel encryption for tunneled traffic: By default, when WLAN traffic is tunneled to Dedicated Master, only the control traffic
is encrypted while data traffic is unencrypted. When this option is enabled, the Access Point will decrypt 802.11 packets and use an
AES-encrypted tunnel to send them to Dedicated Master.

Block multicast traffic from network to tunnel: Prevents [all/non-well-known] multicast traffic from propagating on the tunnel.

Block broadcast traffic from network to tunnel except ARP and DHCP: Prevents all broadcast traffic other than Address Resolution
Protocol and DHCP packets.

Enable Proxy ARP of tunnel WLAN with rate limit threshold: Reduces tunnels. When Dedicated Master receives a broadcast ARP
request for a known host, it acts on behalf of the known host to send out unicast ARP replies at the rate limit it will forward it to the
tunnel to all APs according to the rate limit threshold set in the Packet Inspection Filter program (like Wireshark).

4. Click Apply in the same section to save your changes.

FIGURE 375 Setting Tunnel Configuration Parameters for all WLANs with Tunnel Mode Enabled

T
L system > Tunnel Configuration
(J Enable tunnel encryption for tunneled traffic.
g, Services v O Block | all w | multicast traffic from network to tunnel.
() Block broadcast traffic from network to tunnel except ARP and DHCR.
AAA Servers ([ Enable Proxy ARP of tunnel WLAN rate limit threshold (Range: 0 ~ 3000 pkts/sac)
ecss cons

Application Recognition & Control

Bonjour Gateway

Dynamic PSK

Guest Access Service

Hotspot Services

Radio Control

WIS

URL Filtering

Wi-Fi Caling

Administration Settings

Administration settings that can be configured from the Admin & Services > Administer page include admin name/password, system backup and

restore, upgrade, diagnostics and network management options.

Preferences

Use the Administration > Preferences page to set the user interface language and to change the Admin login name and password.

Configure the following admin preferences settings and click Apply to apply your changes:

e Language: Choose the web interface language.

e  Administrator Name/Password: Change the current admin name and password.

390

Authenticate using the admin name and password: This is the default option. Use this option for standard login using an admin
username/password.
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- Authenticate with Auth Server: Use this option to allow multiple users to perform admin functions based on Active Directory
credentials. To enable this option, a valid Microsoft Active Directory AAA server object must be created so that Unleashed can
authenticate users to the AD server. If enabled, optionally enable Fallback to admin name/password if failed to allow standard login
if the AD authentication fails.

e  Setup Password Recovery: Select this option, and enter a Security email, Security Question and Security Answer that can be used to
recover the admin password in the event that the password is lost.

FIGURE 376 Configuring administrator preferences

-a- Admin & Services v
= System ’ Language
Select the display language that you want to use on the Web interface
&, Services [ 3
Language;| English v
o Administration v Administrator Name/Password

= Authenticate using the admin name and password
Authenticate with Auth Server| Ruckus AD

Backup & Restore

"| + | &

+ Fallback to admin name/password if failed

Upgrade . -

Admin Name | admin |
Registration Current Password* ¥ |
Diagnostics New Password | Remain empty will keep current password @ |

. Confirm New Password | Remain empty will keep current password &
Cerlilicate

Network Connectivity
Setup Password Recovery

Network Management Enable Password Recovery

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A 391



Configuring Admin & Services Settings

Administration Settings

FIGURE 377 Enabling password recovery

£ Administration v
Backup & Restore

Upgrade

Registration

Diagnostics

Certificate

Network Connectivity

Network Management

Maobile App

Administrator Name/Password

« Authenticate using the admin name and password

Authenticate with Auth Server| Ruckus AD

Fallback to admin name/password if failed

Admin Name*® | admin

Current Password™

New Password | Remain empty will keep current password

Confirm New Password | Remain empty will keep current password .

Setup Password Recovery
¥ Enable Password Recovery
Security email and security question will be used to verify your identity if you forgot your password or usemame

Security Email* | example@example.com

Security

Select One v

Question®

Security Answer" | ®|

Backup and Restore

Select Administration > Backup & Restore to configure options for backing up your current configuration, restoring the configuration from a

previous backup file, or restoring the Master AP to factory settings.

NOTE

The backup is a small encrypted file with a .bak extension saved to the location of your choosing.

Complete the following steps to restore settings from a backup file.

1. Click Browse to select your backup file and click Open.

2. After the .bak file has been uploaded to RUCKUS Unleashed, select one of the three restore options for your RUCKUS Unleashed network:

o  Restore everything

o  Restore everything except system name and IP address settings

o Restore only WLAN settings, access control lists, roles, users, country code and system time

o  Restore ICX Switches List
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FIGURE 378 Configuring Backup and Restore Options

'a Admin & Services v

L] System > Back Up Configuration

Click Back Up to save an archive file of your current Unleashed configuration. This archive will simplify system recovery if needed.

a Administration v Restore Configuration

If you need to restore the system configuration, click Browse, and then select the backup file that contains the settings that you want to

&, Services p

Preferences
restore

Backup & Restore
Upgrade
Registration Restore to Factory Settings
oi " If needed, you can restore Unleashed to its factory seftings, which will delete all settings that you have configured. You will need to manually
iagnostics
set up Unleashed again. For more information, see the online help
Certificate
Restore to Factory Settings
Metwork Connectivity
Network Management

FIGURE 379 Choosing a Restore Type

[ Syst
= System ’ Back Up Configuration

Click Back Up to save an archive file of your current Unleashed configuration. This archive will simplify system recovery if needed.
& Services | 4 Back up |

Restore Configuration

a Administration v If you need to restore the system configuration, click Browse, and then select the backup file that contains the settings that you want to restore.

Preferences Ruckus-lab_db_010424_10_04_200_15_6_12_302.bak (577420 bytes). Choose a restore type:
@ Restore everything.

) Restore everything, except system name and IP address settings (for failover deployment at the same site).

) Restore only WLAN settings, access control list, roles, users, country code and system time (use this as a template for different

hdLae sites).

Diagnostics ) Restore ICX Switches List.

Restore | Cancel
Certificate

Restore to Factory Settings

In certain extreme conditions, you may want to re-initialize your Master AP and reset it to the factory default state. Once the Master has been reset
to factory default state, all AP logs, client logs, application data and other records, wireless networks, user accounts, and any other configuration
settings must be reconfigured.

Complete the following steps to reset your Master AP to factory default settings:
1. Go to Admin & Services > Administer > Backup & Restore.
2. Click Restore to Factory Settings.

3. Click OK to confirm.
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The Restoring Unleashed to factory settings progress screen appears. Wait for this progress screen to finish before attempting to login
again.

4. Repeat the initial setup and configuration procedures as described in Setting Up an Unleashed Wi-Fi Network on page 35.

FIGURE 380 Restore Factory Settings Progress Screen

Restoring Unleashed to factory settings...
Unleashed is being restored to factory settings. Please watt at least one munute before using UPnP to discover 1t.
If Unleashed does not detect a DHCP server on the networlk. it will assign itself the IP address 192.168.0.1/255.255.255.0

Alternate Factory Default Reset Method

If you are unable to complete the software-based resetting of RUCKUS Unleashed to factory default, you can use the following "hard restore"

method.

NOTE
Do not disconnect the Master AP from its power source until this procedure is complete.

1. Locate the Reset pin hole on the rear panel of the Master AP.
2. Insert a straightened paper clip in the hole and press for at least 6 seconds.

After the reset is complete, the PWR LED will initially be solid red, indicating bootup is in process. The LED then blinks green, indicating
that the system is in the factory default state.

After you complete the Setup Wizard, the PWR LED will be steady green.

Rediscovering the Unleashed AP on the Network
If you do not know the IP address, you can rediscover an Unleashed AP on the network using UPnP or Bonjour service discovery.

To discover an Unleashed AP using UPnP (Windows clients only), go to the Network section of Windows Explorer (Start > Network or Start >
Computer > Network). Locate the Unleashed device in the Network Infrastructure section. Double-click the icon to launch the web Ul, or right-click
and select View device webpage, or type the address displayed into your browser's navigation bar.
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FIGURE 381 Discovering Unleashed using UPnP in Windows
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Additionally, Unleashed also supports Bonjour service discovery. Bonjour discovery allows devices running operating systems other than Windows
(such as iOS and Android) to discover the Unleashed Master AP. This allows mobile clients to manage the system using the Unleashed Mobile App in

addition to via web browser.

Upgrade

The Upgrade page displays the current firmware version and provides an Upgrade button which can be used to download the latest firmware and
perform an upgrade of the entire Unleashed network.
Unleashed provides two methods of upgrading the firmware:

e  Online Upgrade on page 395

e |ocal Upgrade on page 399

Online Upgrade
Use the online upgrade method to upgrade your RUCKUS Unleashed network with the latest firmware available from the RUCKUS Unleashed

firmware server.
Complete the following steps to upgrade the Master AP and all connected member APs using the online upgrade method:

1. Goto Admin & Services > Administer > Upgrade.

2. Select Online Upgrade.
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3. Under Select Firmware Version, select one of the available firmware versions.

NOTE

You can rollback to the previous image version and restore the configuration of the previous version. The roll back syncs
automatically to all member APs. If the old Master AP reboot fails and a member AP becomes the Master AP, then the new
Master AP can still roll back to the previous version with the corresponding configuration.

NOTE

Optionally, select Auto reboot the system to automatically reboot each AP after the firmware has been deployed to the AP. By
default, this option is enabled. You may want to disable this option if you prefer to wait until all APs have the new firmware
before rebooting them all at once. That is, if you have multiple Unleashed AP models that require different firmware image
files, you can either select the Auto reboot the system option and wait until all the APs have finished downloading the
firmware and the entire Unleashed network is automatically rebooted, or you could choose to wait until all the APs have
finished downloading the firmware and click Reboot to reboot the entire Unleashed network.
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4. Click Upgrade to begin upgrading the APs shown in the list.

FIGURE 382 Configuring Online Upgrade

[ ctens >

- Access Points PN ... | >

° Admin & Services v
[ system .
=Sy > Firmware Upgrade Current firmware version: 200.2.9.13.156
&, Services >

select upgrade method:
@ Administer v ® Online Upgrade Local Upgrade

(Download firmware from Ruckus Wireless, Upload firmware from local PC

Preferences

Backup & Restore Select firmware version:

E.
Regisiration Upgrade

Diagnostics @ Auto reboot the system

Certficate

AP Role Name Mac Model Upgrade Progress
Network Connectvity Master RuckusAP  f0:b0:52:1b:f0:40 R500
T Member RUCKUSAP  f0:b0:52:1c:12:c0 R500

The Upgrade Progress column displays the progress for each AP. Once completed, the column will display "Success 100%" next to each AP
for which the upgrade was successful.
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5.

6.

FIGURE 383 Successful Online Upgrade

[} 1
O system >
&, services >
@ Administer v
Preferences

Backup & Restore

Regisiration
Diagnostics
Cerficate

Network Connectivity

Network Management

Firmware Upgrade  curent imuare version: 200.29.10.156

Select upgrade method:

Online Upgrade Local Upgrade

Select image file(s) & Upgrade

Warning: Leave this page will resetthe local upgrade process
Model RS00 (2 APS)
AP Role Name Mac Model Upgrade Progress
Master RuckusAP f0:b0: 0:40 RS00 ess 100%
Member RuckusAP f0:b0:52:1¢:12:c0 R500 s 100%

T T

=P »

=P »

When all of the APs in the list display "Success 100%" in the Upgrade Progress column, click Reboot. The Rebuilding the Unleashed

Network progress screen appears.

FIGURE 384 Rebuilding the Unleashed Network Progress Screen

Rebuilding the Unleashed Network. It may take a few minutes.

After the process is completed, you are redirected to the login page.

Log in and go to Admin & Services > System > System Info to confirm the new software build number.
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Local Upgrade
Use the Local Upgrade method to upgrade the network using firmware files that you have downloaded from the RUCKUS Support site.
To upgrade the Master AP and all connected member APs using the Local Upgrade method, use the following procedure:

1. Go to Admin & Services > Administer > Upgrade.

FIGURE 385 The Upgrade Page

O clents e D I
¢ Admin & Services v
O system | 2 .
Firmware Upgrade  curent imuare version: 200.29.1.156
8, Services >
Select upgrade method:
Q& Administer v @ Online Upgrade Local Upgrade
(Download firmware from Ruckus Wireless, Upload frmware from local PC

Preferences

Backup & Restore Select firmware version:
E.

Registration Upgrade

s = @ Auto reboot the system

Cerificate AP Role Name Mac Model Upgrade Progress

Network Connectivity Master RuckusAP f0:b0:52:1b:f0:40 RS00

T Member RuckusAP 0°D0'52:1C:12:c0 RE00

2. Select Local Upgrade as the upgrade method.
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3. Click Browse to locate the firmware image file on your local computer.

RUCKUS Unleashed will perform a check to make sure it is the proper image for the AP model before proceeding.

NOTE

Each AP model has a different firmware image file that must be loaded onto the Master and then distributed to all member APs
of that model. So, for example, if you have a mix of RUCKUS Unleashed R510 and R610 APs, you could upgrade all of the R510s
first and then the R610s, or the other way around, but you cannot upgrade both models at once.

NOTE

While the upgrade process will check to make sure you do not try to upgrade an RUCKUS Unleashed AP with the incorrect
model firmware, there is no check to ensure that you do not upgrade/downgrade an RUCKUS Unleashed AP to a RUCKUS Solo
AP (standalone) firmware image. If you do this, the AP will no longer function as an RUCKUS Unleashed AP until RUCKUS
Unleashed firmware is re-loaded onto it.

FIGURE 386 Local Upgrade

b >
o >

[ system » )

Y Firmware U pg rade  curentfrmware version: 200.2.9.13.158
&, Services >
Select upgrade method:

&) (oI N oniine Upgrade ® Local Upgrade

Preferences

e, Select image file(s) & Upgrade

Warning: Leave this page will reset the local upgrade process.
Model R500 (2 APs)
Registrafion Browse |
Diagnostics AP Role Name Mac Model Upgrade Progress

Certficate Master RuckusAP 0:b0:52:1b:0:40  R500

Network Connectivity Member RuckusAP

Network Management

4. Click Upgrade to begin upgrading the APs shown in the list.
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5. The Upgrade Progress column displays the progress for each AP. Once completed, the column will display "Success 100%" next to each AP

for which the upgrade was successful.

FIGURE 387 Upgrade successful, click Reboot to reboot the APs and apply the new firmware

D Clients

L I Access Points

0 Admin & Services

1 System »
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Backup & Restore
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Diagnostics
Certficate
Network Connectivity
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Firmware U pgrad ©  Current firmware version: 200.2.9.13.158

Select upgrade method:

Online Upgrade Local Upgrade

(Download firmware from Ruckus Wireless Upload firmuare from local PC
Select image file(s) & Upgrade

Upgrade one model ata time. Waming: Leave this page will resetthe local upgrade process.
Model R500 (2 APs)

Filename: rcks_fw bI7 (20690940 bytes), Version: 200.2.9.13.146

AP Role Name Mac Model Upgrade Progress
Master RuckusAP  f0:b0:52:10:10:40 R500 Success 100%
Member RuckusAP  f0:b0:52:1c112:c0 RS00 Success 100%

e

Total 0

Total 2

=0 e >

s [l s S

6. Repeat steps 3-5 for any additional AP models.
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7.  When all of the APs in the list are displayed as "Success 100%" in the Upgrade Progress column, click Reboot. A "Rebuilding the Network"
progress screen appears. Wait until the process completes.

FIGURE 388 "Rebuilding the Network" Progress Screen

Rebuilding the Unleashed Network. It may take a few minutes.

8. Once complete, you will be redirected to the login page.

9. Loginand go to Admin & Services > System > System Info to confirm the new software build number.
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Diagnostics

The Diagnostics pages provide options for troubleshooting and diagnostics, including configuration settings for alarms, viewing system event log
messages, configuring which debug information is to be collected in log files, and saving the current logs to your local computer.

FIGURE 389 Configuring Diagnostics Options

ﬁ Admin & Services L

1 system | 4

All Alarms | Events | Debuginfo | Logs | SpeedFlex Service | Client Troubleshooting | Packet Capture
&, Services > Alarms

This workspace lists all uncleared alarms. If all listed alarms have been cleared or are no longer valid, click Clear All
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Registration 2020/04/20 13:53:05 High A new Same-Network Rogue[b4:79:c8:14:26:4c] with £

2020/04/20 13:53:04  High A new Same-Network Rogue[bd:79:c8:14:26:48] with £

Certificate 2020/04/20 134754 High A new Same-Network Rogue[44:1e:98:1b:f0:dc] with S
Network Connectivity 2020/04/20 134753 High A new Same-Metwork Rogue[44:1e:98:1b:f0:d8] with S
R TR = 2020/04/20 134551 High A new Same-Network Rogue[f0:b0:52:1¢:12:cc] with S

Viewing Alarms

The All Alarms page displays a list of all recent alarms. Alarms include important events such as when an AP loses contact with the Master AP, a
rogue AP is detected, an authentication server becomes unreachable, or when a Master/Member role change is detected.

To view and clear recent alarm messages:

1. Go to Admin & Services > Administration > Diagnostics > All Alarms.

2. To delete an alarm event from the list, select it and click Clear.
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3.

Click Clear All to clear all alarm events from the list.

FIGURE 390 Viewing a List of Alarm Event Messages

0 Admin & Services

Preferences

Backup & Restore
Upgrade
Registration
Certificate

Network Connectivity

Network Management

L1 System | 4
&, Services b e
£ Administration v

AllAlarms | Evenis | DebugInfo | Logs | SpeedFlex Service | Client Troubleshooting | Packet Capture

Clear All

2020/04/20 14:00:08

2020/04/20 14:00:07

2020/04/20 13:53:05

2020/04/20 13:53:04

2020/04/20 13:47:54

2020/04/20 13:47:53

2020/04/20 13:45:51

This workspace lists all uncleared alarms. If all listed alarms have been cleared or are no longer valid, click Clear All.

High
High
High
High
High
High

High

Search Q All~ LRIE:)

A new Same-Network Rogue[f0:b0:52:1b:f0:4c] with S¢
A new Same-Network Rogue[f0:b0:52:1b:f0:48] with St
A new Same-Network Rogue[b4:79:c8:14:26:4c] with £
A new Same-Network Rogue[b4:79.c8:14:26:48] with £
A new Same-Network Rogue[44:1e:98:1b:f0:dc] with S
A new Same-Network Rogue[44:1e:98:1b:10:d8] with S

A new Same-Network Rogue[f0:b0:52:1c:12:cc] with S

Viewing System Event Messages

The Diagnostics > Events page displays the most recent records in the Master AP's internal log file.

Compared to Alarms, Event messages include less critical messages - such as when an AP changes channel, a configuration sync is performed, a new

client joins the network, etc.

You can customize the level of events to display in the Events list using the Event Log Level setting, as follows:

404

Any: All event log levels will be displayed.

Critical & Warning: Only events whose log level is "critical" or "warning" level appear.

Critical Only: Only events whose log level is "critical" will appear.
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FIGURE 391 The Events Page

Q- Admin & Services \ 4
[ system | 2
AllAlarms | Events | Debuginfo | Logs = SpeedFlex Service | Client Troubleshooting | Packet Capture
o )
<m Services 4 Events Settings
Select severity level of events to be shown in next Events section
£ Administration v

Event Log Level: () Any () Critical & Waming @ Critical Only

Preferences

Backup & Restore
Events

Upgrade This workspace displays the most recent records in Unleashed's internal log file. (For information on saving this information to a syslog
server, see the Online Help.)
Registration

Search Q All~ Fo -
B
Certificate

2020/04/20 14:00:08 High A new Same-Network Rogue[f0:b0:52:1b:f0:4c] with S¢
Networlk Connectivity

2020/04/20 14:00:07 High A new Same-Network Rogue[f0:b0:52:1b:f0: 48] with S!
Networl Management

2020/04/20 13:53:05 High A new Same-Network Rogue]b4:79:c8:14:26:4c¢] with &

Configuring Debug Logs
You can use the Diagnostics > Debug Info page to configure which debug components to include in log files and on the Events page.

NOTE
Check the box Debug log per APs or clients MAC address and enter AP/Client info to filter debug output for a specific AP or client.

You can also save the log files using the Save Debug Info button. If you request assistance from RUCKUS technical support, you may be asked to
supply detailed debug information from RUCKUS Unleashed.

Click the Save Debug Info button, and then save the file to your computer. You can then email this file to RUCKUS Support to assist with
troubleshooting.

NOTE
The Master AP's log files also contain all of the member APs' support info.

You can also allow the Master AP to automatically save log files to a specified FTP or TFTP server in the event of a controller process failure. By
default, this feature is disabled. When enabled, the Master will send the core, dump, and debug files to an FTP/TFTP server before restart. This
information can be very useful in debugging controller reboot issues. To enable this feature, select the check box next to Enable upload debug logs
to remote server, select FTP or TFTP, and enter the server address only (for TFTP) or Host, Port, Username and Password (for FTP).
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FIGURE 392 The Debug Info Page

-a Admin & Services v
1 system | 2 - i
AllAlarms | Events | Debuginfo | Logs | SpeedFlex Senvice | Client Troubleshooting | Packet Capture | Network Connectivity
&, services > Debug Logs
Debug Components
£ Administration v System Management Web Authentication
RADIUS Access Foints
Preferences
RF Management Hotspot Services
Sk & Rectore Web Server Auto Election
Upgrade Client Association Network Management (ICX)
Smart Redundancy (O Web Pages

Certficate:
[ Debug log per AP's or client's mac address

Network Management
(e g aatbbccdd-eet
Mobile App Apply

Technical Support

Save Debug Info

Saving System Logs to Your Computer

The Logs tab provides an option to view the current system logs of the AP. Click Save System Log to save the current log file as a .tar file to a local
computer.

FIGURE 393 Logs Tab
Q Admin & Services v
[ System | 2
AllAlarms | Evenis | Debuginfo | Logs | SpeedFlex Service | Client Troubleshooting | Packet Capture
o .
< Services 4 System Logs
To show current system logs, click here.
X Administration v
Preferences

Backup & Restore
Upgrade
Registration
Certificate

Metwork Connectivity

Network Management

SpeedFlex Service
SpeedFlex service (enabled by default) can be disabled to prevent mobile or web clients from performing a SpeedFlex performance test.

For more information on the SpeedFlex performance testing tool, see Running a Speed Performance Test on a Wireless Client on page 283.
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To disable SpeedFlex, clear the Enable SpeedFlex Service option and click Apply.

FIGURE 394 Enabling or Disabling SpeedFlex Service

Q Admin & Services v
[ System | 2
AllAlarms | Events | Debuginfo | Logs | SpeedFlex Service | Client Troubleshooting | Packet Capture
© )
< Services 4 SpeadFlex Service
Enable SpeedFlex tool on the system, user can test SpeedFlex from webUl or IMobile App.
X Administration v

« Enable SpeedFlex Service

Preferences

Backup & Restore
Upgrade
Registration
Certificate

Network Connectivity

Metwork Management

Client Connection Troubleshooting

The client connectivity trace feature is designed to help customers diagnose wireless client connection issues to determine why a client fails to
connect to the wireless network.

To perform a client connectivity trace:

1. Open the Clients section, and select the problematic client from the list.

NOTE
Alternatively, go to Admin & Services > Administration > Diagnostics > Client Troubleshooting, and locate the Client
Connection Logs section.

NOTE
As of release 200.8, client connection traces can be performed on clients connected to the following WLAN types:

e WPA2
e  Web Auth
e Hotspot

° Guest Access
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2.  Click Troubleshooting.

FIGURE 395 Click Troubleshooting to perform client connectivity trace

D Clients - Total 2 Connected 2 Disconnected0| W

Clients
2 clients connected, 0 clients disconnected.
Wired Clients 0 wired clients connected >
Wireless Clients 2 wireless clients connected v

Show details ' Mark Favorite Truubleshuonng More =

10:03:8C::73:38 192.168.0.2 Unleashed Unleashed

04:b1:67:47-c4:20 192.168.0.11 * RuckusAP Unleashed E

1-2 of 2 shown n

] § Access Points Total 3 Disconnscted 0| 4

The Troubleshooting screen appears.
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3. In Connectivity Trace, click the Start button to begin. The association trace begins. The page refreshes to display detailed results.

FIGURE 396 Click Start to begin connectivity trace

Troubleshooting

“Client MAC Address 3c:adf4:48:af90

Please connect your client manually after start troubleshooting, if the client is connected, it will be disconnected firstly and then connect

X Import E 3

FIGURE 397 Connectivity trace in progress

Connectivity Trace » Start W Stop W Clear L Import & Export

Access Points hearing client's probe requests:

Name Radio Client SNR (dBm) Latency (ms) Connection Failure (%)  Airtime Utilization (%)
Ruckus-Unleashed 5GHz (38) 58 0 000 0
RuckusAP 5GHz (36) 39 0 0.00 0
RuckusAP 2.4GHz (1) ar 0 0.00 12
Ruckus-Unleashed 2.4GHz (11) 92 0 0.00 3

1-4 of 4 shown n

v 802 11 Disassociation 9:56:46
AP: RuckusAP(f0'b0°52:1c:12:c0) SSID: Unleashed Radio: 5GHz Time:9:56:46

v 802 11 Authentication Request 9:56:46

|seapeoig

133G YWY

aalnaq e

v 802 11 Authentication Request 9:56:46

payses|up)
1aaisg 4OHA
[enod anide

802.11 Authentication Response9.56.:46

4 <%

802.11 Association Request ~ 9:56:46

(09/21:91'2G/09:0) 1o 85990y

v 802 11 Association Request 9:56:46

4. Examine the results to isolate the problematic step in the process.

5. If needed, you can download the client connectivity data to a file, which can later be imported for analysis. Click Export to download the
data file and save it to your local computer. Click Import to import a previously exported file back into Unleashed.
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Saving Client Connection Logs
Saving client connection logs may be helpful in troubleshooting client connectivity issues.

RUCKUS Unleashed provides two options for saving client connection logs - download the current log file immediately from the web interface, or
configure RUCKUS Unleashed to send the logs to a syslog server automatically. For information on delivering logs to syslog, see Customizing the
Current Log Settings.

To download and save current client connection logs:

1. Go to Admin & Services > Administration > Diagnostics > Client Troubleshooting, and locate the Client Connection Logs section.
2. In"To save client connection logs. click here," click the click here link.

3. Save the file to your local computer.

FIGURE 398 Saving Client Connection Logs to a Local Computer

£k  Admin & Services v
[ system | 2
AllAlarms | Evenis | Debug Info | Logs | SpeedFlex Service | Client Troubleshooting | Packel Capiure
- )
==l Services ’ Client Troubleshooting
To start client troubleshooting, click here
£3 Administration \ 4

Client Connection Logs

Preferences
To save client connection logs. click here

Backup & Restore

Upgrade
Registration
Certificate

Network Connectivity

Network Management

Capturing Remote Packets

Remote packet capture puts one or more APs into packet sniffer mode, allowing them to capture the wireless packets. The packets are either saved
to local files or streamed to packet inspection program such as Wireshark for later analysis.

1. Go to Admin & Services > Administration > Diagnostics > Packet Capture.
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2. Under Currently Managed APs, select APs from the list and click Add to Capture APs.

FIGURE 399 Adding Currently Managed APs to Capture APs

a Admin 8 Services v
L system > 3 | Pucket capturs | Mt
& services >
) ar
© Administration v

The selected currently managed APs are moved to the Capture APs table.

3. For Radio, select 2.4 GHz or 5 GHz/6GHz.

NOTE
The Unleashed release 200.16 user interface may contain options under development to support RUCKUS tri-band APs. The
following 6G-related options are visible but not functional in this Unleashed release 200.16 firmware:

o  Access Points > Edit AP and Edit AP Group: Radio 6 GHz and Radio (6G) tabs, respectively, and the 320 MHz channelization
option for Wi-Fi 7 APs

o  Wi-Fi Networks > Show Advanced Options > Radio Control: Enable WLAN on 6 GHz option and Wi-Fi 6/7 option for Wi-Fi
7 APs

e Admin & Services > System > Mesh > Mesh Settings: 6GHz option in Mesh Radio Option field

e Admin & Services > Services > Radio Control: Automatically adjust 6GHz channel using option in Self Healing tab and Run
a background scan on the 6GHz radio every option in Background Scanning tab, respectively

o  Admin & Services > Administration > Diagnostics > Packet Capture: 6GHz option in Radio field
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4. Select Local Mode or Streaming Mode as the capture mode.

e To capture a limited snapshot on each AP, select Local Mode.
a. Click Start to begin capturing packets.
b. Click Stop to end the capture.
c. Click Save to save the packet capture to a local file.

e To stream the captured packets to Wireshark, select Streaming Mode.
a.  Click Start to launch Wireshark.
b. Select Capture Options. Under Capture: Interface, select Remote. A Remote Interface dialog box is displayed.

c.  Under Host, enter the IP address of the AP you want to view. Leave the Port field empty and click OK.

The remote host interface list on the right side is updated.

d. Select wifi0, wifil, or wifi2 from the list, depending on whether you are streaming on the 2.4-GHz, 5-GHz, or 6-GHz radio.

FIGURE 400 Selecting the Capture Mode

a Admin & Services v

1]
L systen > ANl parms | Events | Debug Info | Logs | Client Troubleshooting | Packet Capture | Network Connectivity
&, services >

jess packets duting ROrMal OPEration and save them in local files or stream ther
© Administration v '

Sackain & Festose @ | MAC Address ~ IP Address Device Name | Descripti @ | MAC Address ~ | IP Address Device Name | Descriptid

Mode O Local Mode

[Capture a limited snapshot on each AP, then Stop and Save to file)

Filter {Packets to/from one IP or MAL address|

Working with SSL Certificates

SSL certificates enable device or user identification, as well as secure communications.
Unleashed captive portal services and the web Ul use an SSL certificate when establishing HTTPS connections.

The default SSL certificate that is installed on the Unleashed AP is self-signed and therefore not trusted by any web browser. This is the reason why
the SSL security warnings appear when establishing an HTTPS connection to the Unleashed web interface.

To eliminate the security warnings, administrators may purchase a trusted SSL certificate from a public Certificate Authority (CA) and install it on the
Unleashed Master AP.

The basic certificate installation process is as follows:

1. Generate a Certificate Signing Request (CSR) with the required requester information.
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2.  Submit the CSR to a public CA for signing.
3. Receive a signed certificate from the CA.

4. Import the signed certificate into Unleashed.

Generating a Certificate Signing Request

If you do not have an existing SSL certificate, you will need to create a certificate signing request (CSR) file and send it to a certificate authority (CA)
to purchase an SSL certificate.

The Unleashed web interface provides a form that you can use to create the CSR file. Fields with an asterisk (*) are required entries. Those without
an asterisk are optional.

The Admin & Services > Administer > Certificate pages allow you to perform the following actions:
o  Generate a certificate signing request.
e Import a signed certificate.
o View the currently installed certificate.
e  Advanced Options link displays additional options
e  Restore the default private key and certificate.
e  Backup private key and certificate.

e  Generate a new private key.

FIGURE 401 SSL certificate screens

=~ WiFi Networks Ho Traffic Total 2 Working 2 Disabiod T S -
D Clients Mo Clients Total 0 Connected 0 Blocked 0 »
o Admin & Services v
01 system | 2 I

Generate a request | Import Signed Certificate | Advanced Options
&, Services 4 Generate a request

Create a new certificate request. For more information, click here

@ Administer v Common Name* ‘MyCumpany |
F— Subject Alternative Name | 1P v ‘ ‘

Organization* ‘ IT Department
Backup & Restore

Organization Unit ‘

Upgrade Locality/ City* \ Sunnyvale

Registration State/ Province* ‘ California
Country* | United States v
Diagnostics

EZ

Network Connectivity

Network Management
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Creating a Certificate Request File

To create a certificate request file (CSR):

414

1.
2.

Go to Admin & Services > Administer > Certificate.

In the Generate a Request form, complete the following options:

Common Name*: Enter your company's Fully Qualified Domain Name (FQDN). Typically, this will be "unleashed.[your
company].com". You can also enter the Master AP's IP address (e.g., "192.168.0.2"), or a familiar name by which the web Ul will be
accessed in your browser (e.g., by device name such as "unleashed").

NOTE
RUCKUS recommends using the FQDN as the Common Name if possible. If your network does not have a DNS server, you
may use the Master AP’s IP address instead. However, note that some CA’s may not allow this.

- If you wish to access the web Ul from a public network via the internet you must use a Fully Qualified Domain Name (FQDN).

- Inall cases when using a familiar name there must be an appropriate private or public DNS entry to resolve the familiar name to
the AP's IP address.

- If you use a familiar name, this name will be shown in the browser's URL whenever accessing the web interfaces (i.e.,
administrator interface, standard captive portal and guest access captive portal).

Subject Alternative Name: (Optional) Select either IP or DNS from the menu and enter either alternative IP addresses or alternate
DNS names.

Organization™*: Type the complete legal name of your organization. Do not abbreviate your organization name.
Organization Unit: Division or department of the organization (for example, Network Management).
Locality/City*: Type the city where your organization is legally located (for example, Sunnyvale).

State/Province*: Type the state or province where your organization is legally located (for example, California). Do not abbreviate
the state or province name.

Country*: Select your country or region from the pull-down menu.

Click Apply. A dialog box appears and prompts you to save the CSR file (myreq.csr) that you have just created.
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4. Save the file to your computer.

FIGURE 402 Generating a CSR File

7= WiFi Networks NoTraiic Total 2 Working 2 Disabled N S 4
[ crens wo | T N >
¢ Admin & Services v
0O system | 2 -
Generate a request ‘ Import Signed Certificate | Advanced Options
&, Services 4 Generate a request
Create a new certificate request. For more information, click here
@ Administer v Common Name* | \yCompany The fully qualified domain name for your web server. This must be an exact match. e.g. www.ruckuswireless.com
Pretorences Subject Altemative The subject atternative name extension allows various literal values to be included in the configuration file. These include DNS (type your domain
Name : name). IP (type your IP address).

Backup & Restore

Organization* | IT Department The exact legal name of your organization. Do not abbreviate your organization name. e.g. Ruckus Wireless, Inc.
Upgrade Organization Unit \:l Division or department of the e.g. Network Managemen
Registration Locality/ City* The city where your organization is legally located. e.g. Sunnyvale
T State/ Province” The state or province where your organization is legally located. Gan not be abbreviated. e.g. CA

Country* | United States -
Apply

Network Connectivity
Network Management

5. Go to a certificate authority's web site and follow the instructions for purchasing an SSL certificate.

6.  When you are prompted for the certificate signing request, copy and paste the content of the text file that you saved to your local
computer, and then complete the certificate purchase.

After the certificate authority approves your CSR, you will receive the SSL certificate via email. The following is an example of a signed
certificate that you will receive from a certificate authority:

MIIFVJjCCBD6gAWIBAgIQLfaGugKukMumiWhbVf5v4vDANBgkghkiG9wO0OB
AQUFADCBsDELMAkKGALUEBhMCVVMxFzAVBgNVBAOTD1Z1lcmlTaWduLCBJ
PmMuMR8wHQYDVQQLBgEFBQCBAQRtMGSwWJIAY IKwYBBQUHMAGGGGhOJHAG
Ly9vY3NwLnZlcmlzaWduLmNvbTBDBggrBgEFBQcwAOY3aHROcDovL1INW
UIN1Y3VyZSlhaWEudmVyaXNpZ24uY29tLINWUIN1Y3VyZTIwMDUtYWlh
LmN1cjBuBggrBgEFBQcBDARIMGChXgBcMFOowWDBWEglpbWFNZS9naWyw
ITAfMAcCGBSsOAwIaBBRLa7kolgYMu9BSOJsprEsHi1yEFGDAMFiRodHRwW
018vbGI9nby527ZXJpc21lnbi5jb20vdnNsb2dvMS5naWYwDQYJKoZIhvcN
AQEFBQADggEBAI/S2dmm/kgPeVAlsIHmx~
751040g8+fwehRDBmQDaKiBvVXGZ5ZMnoc3DMyDjx0SrI91kPsn223CV
3UVBZ0385g1lT4iKwXgcQ7WF6QcUYOE6HK+4ZGcHermF£3£fv3Cl -
FoCjg+zEu82boUf3fWbGprGRA+MR/dDI1dTPtSUGT/zWjX055C//
OpykS1dW/g8hg08kg30S8JzCwkqrXJfQO050N4ATItgb/
YC4gwH3BuB9wqgpRjUahTiK1V1-
JU9bHB+PFKMWIIMIXc1JIs62JC1lWzwFgaGUS2DLE8xICQ3wUlez8RUPGN
WSXAYtZ2N7zDxYDP2tEi05j2¢cXY708mR3ni0C30=

7. Copy the content of the signed certificate, and then paste it into a text file. Save the file.

You may now import the signed certificate into RUCKUS Unleashed. Refer to Importing an SSL Certificate on page 416 for instructions.

RUCKUS Unleashed 200.16 User Guide
Part Number: 800-73635-001 Rev A 415



Configuring Admin & Services Settings
Administration Settings

Importing an SSL Certificate
After you receive the signed certificate from the certificate authority, you must import it into RUCKUS Unleashed.
Complete the following steps to import a signed certificate.

1. Click the Browse button and select the file that contains the certificate (in PEM, CRT, or CER format) to upload it.
FIGURE 403 Import Signed Certificate Tab

Q- Admin & Services v

O —_—
- Sysmm ’ Generate a request | Import Signed Certificate | Advanced Options

& Services 4 Import Signed Certificate
To show current certificate information, click here.

o Administration v Import a signed certificate file to replace the current certificate, or import the backup certificate file from another Unleashed
Preferences

Backup & Restore

Upgrade

Diagnostics

E=S
Network Management

Mobile App

Technical Support
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2. If there are no intermediate CA certificates, click the Import button to install the uploaded certificate.

NOTE
If the certificate does not match the currently installed private key, you are prompted to upload the correct private key.

NOTE
Beginning with Unleashed 200.13, the Elliptic Curve Cryptography (ECC) certificate is supported. The recommended encryption

algorithm is Prime256v1.

NOTE
Currently, the dual-certificate mode is not supported on an Unleashed AP. If an Elliptic Curve Cryptography certificate is used,
the browser of the earlier version may fail to log in to the Unleashed web interface.

FIGURE 404 Installing a Private Key

Generate a request | Import Signed Certificate | Advanced Options

Import Signed Certificate

To show current certificate information, click here.

Import a signed certificate file to replace the current certificate, or import the backup certificate file from another Unleashed
2brother.com.crt (1082 bytes). The uploaded certificate file does not match Unleashed's private key| Import | Cancel
(O Discard this certificate and then re-install a correct certificate which matches Unleashed's private key.

@ Accept this certificate and then install a private key to match your certificate.
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3. If the certificate was issued by an intermediate CA, you must also import the intermediate CA certificate (as well as all other intermediate
CA certificates in the path to the root CA). In this event, you would receive intermediate CA certificate download instructions from the
certificate vendor. Complete the following steps to import an intermediate CA certificate.

a) After selecting the end certificate, click the intermediate certificate import option.
b) Click the Import button to display the Import Intermediate Certificates form.
c) Click the Browse button and select the file containing the intermediate certificate (PEM, CRT, or CER format) to upload it.

d) If there are no additional intermediate certificates, click the Import button to install the uploaded certificate.

FIGURE 405 Installing the Certificate

Generate arequest | Import Signed Certificate | Advanced Options

Import Signed Certificate
To show current certificate information, click here.

Signed Certificate has been imported. Please import private key to match your certificate.
rsaserver.key (1708 bytes). Choose an import type:| Import |Cancel
@ Install this certificate and then reboot.

O Install this certificate and additional intermediate certificates.

Alternatively, you can simplify this process by appending the intermediate CA certificates to the RUCKUS Unleashed certificate file. Then,
you only need to import a single file. The intermediate certificates will be imported automatically. In this case, you will see multiple ---
BEGIN CERTIFICATE--- and ---END CERTIFICATE--- pairs in the file.

SSL Certificate Advanced Options
The Advanced Options section allows you to perform additional certificate management functions.

These include the following:

o Restore to Default Certificate/Private Key: This deletes any certificate and private key that has been imported, and restores the factory

default certificate/private key after restore and reboot.

NOTE
Restoring Unleashed to factory default state does not remove imported SSL certificates. Use this option to remove any
imported certificates and revert to the factory default state.

e  Back Up Private Key: Back up the current private key by downloading it for disaster recovery or for use on another Unleashed AP. If your
Unleashed AP is replaced due to an RMA, you will need to restore the private key if you have installed a public certificate. Ensure that the
private key is kept secure because the security of your SSL communications depends on it.

e  Back up certificates for Smart Redundancy: If you have more than one Unleashed AP, you can install the same SSL certificate/private key
pair on both devices. In this way, you can access the shared virtual management interface advertised in DNS for the same FQDN without
seeing the security warning.

e  Back Up Trusted CA Information: Use this option to apply the same trusted CA from this Unleashed AP to peer Unleashed APs. The file is
output as a .tar.gz file containing all trusted Certificate Authoritiy information currently installed on this Unleashed AP. This compressed
file must be decompressed and the files imported into the peer Unleashed AP using the Add a Trusted CA feature described below.
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o Re-Generate Private Key of a Specific Key Length: Use this option if your previous private key has been compromised or you need to use a

stronger key (either

1024 or 2048 bits). Note that a new certificate must be generated and installed afterwards.

e Add a Trusted CA: Use this option to import CA information. Click the Click Here link to display all of the current trusted CA information,
with each trusted CA separated by a string of number symbols (“#######"). Options include:

o Add a new trusted CA: Import a single CA file.

e  Cover all trusted CA: Use the new trusted CA file to cover all existing trusted CA files

FIGURE 406 SSL Certificate Ad

vanced Options

LX  Admin & Services

Generate a request | Import Signed Certificate | Advanced Options

O system 4
&, Services >
¢ Administer v
Preferences

Backup & Restore
Upgrade
Registration
Diagnostics
Network Connectivity

Network Management

Restore to Default Certificate/Private Key

If needed. you can discard the imported certificate and private key. Unleashed will use factory default certificate/key after restore and reboot

Back Up Private Key
It you want to apply the same certificate from this Unleashed to other Unleasheds. please back up the private key from this Unleashed and then apply it to other Unleasheds for certificate key pairing.

Back Up Private Key

Back Up Certificates for Smart Redundancy

If you want to apply the same certificate and private key from this Unleashed to peer Unleasheds, please back up the certificate from this Unleashed and then apply it to peer Unleasheds.
Back Up Certificate

Back Up trusted CA information

It you want to apply the same trusted CA from this Unleashed to peer Unleasheds, please back up the trusted CA from this Unleashed and then apply it to peer Unleasheds.

Back Up trusted CA

Re-generate private key of a specific key length
Re-generate a new private key of a specific key length. This function is only needed when your certificate vendor only accepts 2048 key length instead of 1024 key length. Warning: The Unleashed will be rebooted after re-

generating a new private key.
rivate key length © 10240 2048

|

Add a frusted CA
To show all trusted CA click here.
Import a trusted CA to Unleashed. When Unleashed received a server's certificate, Unleashed will match the server's CA against the Unleashed's list of trusted CA. If there is not match, Unleashed will send a error.
@ Add a new trusted CA
Cover all trusted CA

| Choose File | No file chosen

Testing Network

The Unleashed web interface provides two common tools used to diagnose connectivity issues. The Network Connectivity tools - Ping and

Connectivity

Traceroute - can be accessed from the Admin & Services > Administer > Network Connectivity page.
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FIGURE 407 Using Ping and Traceroute to test network connectivity

Tratfic: 038 MB

0 — >
Client: 1
i ] Disconnected N 3
O System | 2 Network Connectivity
. Troubleshoot your network connectivity.
&, Services 4
Network Address* | [ Ping_| [ Trace Route
¢ Administer v

Clear |
Network Connectivity E—

Network Management

Network Management

RUCKUS Unleashed provides support for Simple Network Management Protocol (SNMP v2 and SNMP v3), which allows you to query system
information such as system status, AP status, AP Ethernet port status, and so on.

You can also enable SNMP traps to receive immediate notifications for possible AP and client issues.

NOTE

By default, all traps are disabled, If you need to enable a trap, you can do so using an SNMP SET command under the scalar MIB nodes:
ruckusUnleashedEventTrapSwitchCmd.

The procedure for enabling the internal SNMP agent depends on whether your network is using SNMPv2 or SNMPv3. SNMPv3 mainly provides
security enhancements over the earlier version, and therefore requires you to enter authorization passwords and encryption settings instead of
simple clear text community strings.

Both SNMPv2 and SNMPv3 can be enabled at the same time. The SNMPv3 framework provides backward compatibility for SNMPv1 and SNMPv2c
management applications so that existing management applications can still be used to manage Unleashed with SNMPv3 enabled.

NOTE

For a list of the MIB variables that you can get and set using SNMP, check the related SNMP documentation on the RUCKUS Support
website at http://support.ruckuswireless.com/documents.

SNMPv2
Complete the following steps if your network uses SNMPv2.

1.  From the RUCKUS Unleashed dashboard, select Admin & Services > Administer > Network Management.

RUCKUS Unleashed 200.16 User Guide
420 Part Number: 800-73635-001 Rev A




Configuring Admin & Services Settings
Administration Settings

2.  Onthe SNMPv2 Agent tab, select the Enable SNMP Agent check box and enter the information in the following fields.
e  System Contact: Type your email address (optional).
e  System Location: Type the location of the ZoneDirector device (optional).

e  SNMP RO community (required): Set the read-only community string. Applications that send SNMP Get-Requests to RUCKUS
Unleashed (to retrieve information) will need to send this string along with the request before they will be allowed access. The
default value is public.

e  SNMP RW community (required): Set the read-write community string. Applications that send SNMP Set-Requests to RUCKUS
Unleashed (to set certain SNMP MIB variables) will need to send this string along with the request before they will be allowed access.
The default value is private.

3. Click Apply to save your changes.

FIGURE 408 SNMPv2 Agent
= >
L >
[ pe—0 »
e v
L1 System >

SNMPv2 Agent | SNMPv3 Agent | SNMP Trap

o )
& Services 4 SNMPvZ Agent  [# Enable SNMP Agent
L. System Contact* support@nuckuswireless.com
¢ Administer v 4 ‘”—l
System Location” [ 830 West Maude Avenue, Suite 101, |

Preference:

SNMP RO community® | public |
Backup & Restore

SNMP RW community* | private |
Upgrade

Apply

Registration
Diagnost
Certi t
Network Connactivity
Network Management

Complete the following steps if your network uses SNMPv3.

1. From the RUCKUS Unleashed dashboard, select Admin & Services > Administer > Network Management.

2.  Onthe SNMPv3 Agent tab, select the Enable SNMPv3 Agent check box.
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3. Enter the following information for both the Read Only and Read/Write privileges:

o  User: Enter a user name between 1 and 31 characters.

o  Authentication: Select one from the following authentication methods:

- MD5 (Message-Digest algorithm 5): Message hash function with 128-bit output (Default).
- SHA (Secure Hash Algorithm): Message hash function with 160-bit output.

o  Auth Pass Phrase: Enter a passphrase between 8 and 32 characters in length.

o  Privacy: Select one from the following options: DES, AES, or None.

- DES (Data Encryption Standard) uses data block cipher.

- AES (Advanced Encryption Standard) uses data block cipher.
- None: No privacy passphrase is required.

- Privacy Phrase: If DES or AES is selected, enter a privacy phrase between 8 and 32 characters in length.

4. Click Apply to save your changes.

FIGURE 409 SNMPv3 Agent
= T
0 >
. 0
[ >
o v
O System | 2 -
SNMPv2 Agent | SNMPY3 Agent | SNMP Trap
&, Services 4
@ Enable SNMPY3 Agent
¢ Administer v

Preferences

Backup & Restore

Upgrade

Registration

Network Connectivity

Network Management

Privilege User Authentication Auth Pass Phrase

Privacy

Privacy Phrase

Read Only | public | [ mos v | [ passphrase

| [ pes

v | [ passphrase

Read/Write | private | [ mos v | [ passphrase

| [es

* | [ passphrase

Apply

Enabling SNMP Trap Notifications

If you have an SNMP trap receiver on the network, you can configure Unleashed to send SNMP trap notifications to the server.

Enable this feature if you want to automatically receive notifications for AP and client events that indicate possible network issues.

To enable SNMP trap notifications:

1. Goto Admin & Services > Administer > Network Management.

2. Onthe SNMP Trap tab, select the Enable SNMP Trap check box.
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3. In SNMP Trap format, select either SNMPv2 or SNMPv3. You can select only one type of trap receiver. If you select SNMPv2, you only
need to enter the IP addresses of up to four SNMP trap receivers on your network. If you select SNMPv3, enter up to four trap receiver IP
addresses along with authentication method passphrase and privacy (encryption) settings.

4. Click Apply to save your changes.

FIGURE 410 SNMP Trap

Traffic: 0.19 MB s
0 >
Client: 1

i i Disconnected N S

O system 4 S

SNMPv2 Agent | SNMPv3 Agent | SNMP Trap
© .
&, Services > SNMP Trap Enable SNMP Trap
. SNMP Trap Format | SHuPv2 v
¢ Administer v [ETT

SNMP Community [ public
Trap Server 1P |

Trap Server2 IP

\
Trap Server3IP |
Trap Server4 P |

Apply

Network Connectivity

Network Management

Enabling Management via Unleashed Multi-Site Manager

If you have a RUCKUS Unleashed Multi-Site Manager (UMM) server installed on the network, you can enable Unleashed Multi-Site Manager
management to centralize monitoring and administration of your remote Unleashed deployments.

The Unleashed Multi-Site Manager allows customers to manage up to 300 Unleashed networks from a central location, enabling remote
administration of multiple Unleashed deployments using a single admin user name and password.

The Unleashed Multi-Site Manager provides the following critical centralized network management functions:

e  Monitoring: Provides the ability to view the overall health status of all Unleashed networks, events and alarms, placement of APs on a
world map, and connected client information from the dashboard.

e  Reporting: Detailed statistics reports are available including device inventories, client associations, resource monitoring, throughput
capacity, etc.

e  Management: Enables several management activities from a central location, including scheduled software upgrades, backup and restore
tasks, and the ability to create cookie-cutter configuration templates for deployment at multiple sites.

To enable Unleashed Multi-Site Manager administration:

1. Go to Admin & Services > Administer > Network Management, and click the Unleashed Multi-Site Manager Management tab.

2. Under Unleashed Multi-Site Manager Management, select the Enable management by Unleashed Multi-Site Manager check box.
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In URL, type the Unleashed Multi-Site Manager DNS host name or IP address of the Unleashed Multi-Site Manager server.

In Interval, type the time interval (in minutes) at which Unleashed will send status updates to the Unleashed Multi-Site Manager server.
The default interval is 15 minutes.

Click Apply. The message Setting Applied appears. You have completed enabling Unleashed Multi-Site Manager management. For more
information on how to configure and manage your Unleashed deployment from the Unleashed Multi-Site Manager web interface, refer to
the Unleashed Multi-Site Manager documentation.

FIGURE 411 Enabling Unleashed Multi-Site Manager management

g v

O System >

SNMPv2 Agent | SNMPv3 Agent | SNMP Trap | Unleashed Multi-Site Manager | Alarm Notification

8, Services | 2 Unleashed Multi-Site Manager

Enter the Unleashed Multi-Site Manager server URL and set the lime interval at which Unleashed will send status updates to Unleashed
0 Administer v Multi-Site Manager.

Unleashed Multi-Site Manager ¥ Enable management by Unleashed Multi-Site Manager
Preferences

URL* nltps:f."| 192 168.40.10 fintune/server
Backup & Restore
Interval* |15 (minutes)
Upgrade
Last successful contact (Never)
Registration
Apply

Diagnostics

Certificale

Network Connectivity

Mobile App

Configuring Alarm Event Notification Settings

The web interface allows you to customize the content and delivery for a wide range of alarm events. When a matching event occurs, admins can be
notified either through email or the mobile app.

To configure alarm event notifications and email/mobile app delivery:

1
2
3.
4
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Go to Admin & Services > Administer > Network Management > Alarm Notification.
In Alarm Event, select/deselect the event categories for which notifications will be delivered.
Click Apply to save your changes.

In Email Address, enable the check box and enter the destination address for alarm notifications. An email server must first have been
configured from the System > System Info screen.
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FIGURE 412 Alarm Notification Settings

Click Test to test email delivery. Click Apply to save your changes.
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Alarm Notification

SNMPv2 Agent | SNMPv3 Agent | SNMP Trap | Unleashed Multi-Site Manager

Alarm Notification

[J Alarm Notification AP Has Hardware Problem
AP Has Joined
AP Lost Contact
() AP Radio Off
() AP Radio On O
Config Invalid O
Config Mismatch O
External Gateway status change O
) ICX Urgent Message O
MAC-spoofing AP Detected O
Master AP Change O
RADIUS Accounting Server Unavailable [)

RADIUS Authentication Server Unavailable
Rogue DHCP Server Detected
8SID-spoofing AP Detected
Same-Network Rogue AP Detected
Survivability entries reach maximum
URL Filtering is diabled

URL Filtering license expired

URL Filtering license file download fail
URL Filtering license will expire

SIM Card Remove

Favorite Client Disconnect

Favorite Client Connect

Apply

Enabling Remote Management

The RUCKUS Unleashed mobile app provides another way to manage your RUCKUS Unleashed network when using an Android or iOS client.

Complete the following steps to enable remote management.

1.
Notification.

app or remote portal, and click Apply.

The Enable Remote Management option is disabled by default.
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From the dashboard, select Admin & Services > Administration > Remote Management > Remote Management & Mobile App

Under Remote Management, select Enable Remote Management check box to manage RUCKUS Unleashed remotely using the mobile
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3. Under Mobile App Notification, select the Send an app notification when an alarm is triggered check box to send a notification to the

app when an alarm is triggered. Click Test to send a test notification, and click Apply to save your changes.

FIGURE 413 Enabling Remote Management

a Admin & Services v

N
E S\JSIGI’! ’ Remote Man:gemlnl & Mobile lpp Netification Remote User Control
&, Services > Remote Management

Conpection Status. Connecled
€2 Administration v When remote management is enabled, this Unkashed network can be accessed remately hrough e mobile app o the remote portal withot having to alter firewall settings. If you do not have mobile app
instaied, please folow these links 4 & to download of search for Ruckus Unieashed” in Google Play Store for Androld and Apple Siore for i0S.
Fretetences You can kgin 1 the 1 and navigate 1o "Acmin -> Bind Nebvork” page to acd this Unkeashed network for remote 20Cess. You may need your Unieashed ID: un272 102006503 1700468404500
Bachxp & Restore
Usgrade Apply |
Dsagrostics Maobile App Notification
Cetticats This feature sends notification to your mobilie device when an alarm is triggered by the Unleashed system. If you do not have mablle app nstalied, please follow these inks 4 # 1o Gownioad or search for “Ruckus
Unieashed™ in Google Play Store for Android and Apple Store for 105
Nagwork Management
I Send an app notfication when an alarm is nggered l
P o PPN |
Tectrical Support
4. Click Remote User Control tab to view remote connections and block or unblock remote clients.
FIGURE 414 Remote User Control Tab

¢ Admin & Services v

[ System 1 4

Remote Management & Mobiie App Notification | Remote User Control

&4 Services 3 The data in this fable may not be up-io-date and we recommend using Lno manage remole users

@ Unbiock | [ Dwiate
¢ Administration v

Name State Create On
Preferences

blocked 202311729 14:57.51
Backup & Restore
Upgrade
Diagnostics.
Cortfcate
Netwerk Managemant

Technical Support

LastLogin

202311129 150043

1-1 of 1 shown -

5. Click remote portal. You are redirected to the remote portal to manage remote clients. Refer to Remote Portal Overview on page 429 for

more information.
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Technical Support

You can request technical support to troubleshoot your Unleashed technical issues.
Complete the following steps to request technical support.

1. Select Admin & Services > Administration > Technical Support.

FIGURE 415 Requesting Technical Support

Certificate

Network Management

a Admin & Services v
]
K system > Technical Support
Ticket Timeout on 2021/11/16 15:04:43
© ;
< Services > The technical issue submitted by you on 2021/11/16 15:00:43, took toa long to connect to the remote server. Please check your intemet connectivity. Click "Submit” button to try again.
R Email Address | example@example.com

€2 Administration v [exampie@esam |

Phone Number | +6616611111111 |
Preferences
T — Company Name [ example |
o— Problem Category | Client Connectivity -]
Diagnostics Please describe the problem | example

Mabile App

Technical Support I have read, understood and accepted the terms & conditions
Submit

Enter your email address.
(Optional) Enter your phone number and company name.
From the Problem Category list, select a problem type.

Enter a description about your technical problem.

Sl A T o

Select the | have read, understood and accepted the terms & conditions check box and click Submit.

NOTE
When you enable technical support, Unleashed disconnects from its registered UMM and connects to the RUCKUS remote
UMM. After the requested technical support is completed, Unleashed registers back to UMM.
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Remote Portal Overview

The RUCKUS remote portal is a free cloud portal that allows the network administrators to manage the RUCKUS Unleashed network remotely using
the remote services.

You can access the remote portal from the RUCKUS Unleashed web interface. Likewise, you can remotely access the RUCKUS Unleashed web
interface and command line interface (CLI) from the remote portal. The remote portal is capable of providing desktop features to the mobile app
(MA) users. You can log in to the remote portal with a MA account and gain full remote access to the web interface and CLI. The remote portal
shares the same account system with the MA and the information between the remote portal and MA is synchronized. You can manage your APs on
the remote portal as well as on the MA.

As a prerequisite, enable Remote Management from the RUCKUS Unleashed web interface (Admin & Services > Administration > Remote
Management > Remote Management & Mobile App Notification).

When Remote Management is enabled, as a Device Owner, you can manage your network from either the remote portal or the mobile app.

Registering on the Remote Portal

You can log in to the remote portal by registering your email account on the remote portal.

As a prerequisite to login as a local account, you must register your email account on the remote portal by clicking Sign up. A verification code is
sent to the registered email address to complete the registration process.
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Complete the following steps to log in to the remote portal.

1. Signin to the remote portal using the local login credentials.

FIGURE 416 Logging in to the Remote Portal Using Local Login Credentials

Log In with your soc L Log In witl

’ . g Contin th Apple
H RUCKUS o s

Continue with Google

Our Networked Future

We are evolving today's communications n Continue with Facebook
a to meet challenges and explore
v Opportunities
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2. From the remote portal's home page, enter the registered email and password, and click Log in.

A confirmation dialog box is displayed to use the registered email address for multi-factor authentication (MFA) and account recovery.

NOTE
Only local remote portal or mobile app (MA) accounts support MFA. Whenever a local user logs in to the remote portal, an

email validation is sent for the first login everyday. Optionally, the user can choose to perform MFA every 7 days or 30 days
depending on the browser. The user can also disable the MFA from the Account Settings > Security Setting screen.

FIGURE 417 Enabling Multi-Factor Authentication

For security reasons, the Unleashed portal login will enable multi-factor
authentication every time you log in. The system will send an email to you to

confirm your attempt to login to the portal. Do you want to use [ NN
as your multi-factor authentication email address? (You can change this email

setting in the future)

Yes, | want to use for MFA confirmation.

No, | want to use another email address.

« Switch Account

3. Click Yes. Enter the verification code and click Confirm.
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4. (Optional) Click No, | want to use another email address and enter another email address, CAPTCHA code, and click Send.

FIGURE 418 Choosing Another Email Address

Security Email

CAPTCHA

« Switch Account

A verification email is sent to the email account. In the dialog box that appears, enter the verification code and click Confirm.

To use the remote portal dashboard components, refer to Navigating the Remote Portal Dashboard on page 446.

Configuring Security Settings

Using the security settings, you can configure multi-factor authentication (MFA) for your local remote and mobile app (MA) accounts. You can also
change the security email address of your local remote account and social media account.

Complete the following steps to configure the security settings.

1. Login to the remote portal using the remote portal or MA credentials.
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2. Click on the account settings and select Security Setting.

FIGURE 419 Configuring Security Setting

] Network Name Tags Status Actions

No data available.

0-0 of 0 shown u

The Security Setting page is displayed.

FIGURE 420 Configuring Multi-Factor Authentication (MFA)

Security Setting

@ MFA Status: & Enabled

Multi-factor authentication email address has been set to ] ‘@commscope.com.

Change Security Email Address

. . a A, -
To change your security email gddress from{ y@commscope.com Reset Email
to a new one, click "Reset Email" and then enter your new email address. Go to your new

MFA email box to verify the new email address.

Disable MFA

Disabling MFA means you will no longer be asked to multi-factor authenticate when you Disable MFA
log in to the portal.

If MFA is active for the local account, the MFA Status shows as Enabled.

NOTE
Multi-factor authentication (MFA) is not available for social media logins.
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3. (Optional) For Change Security Email Address, click Reset Email to change your security email address.

The Reset Email dialog box is displayed.

FIGURE 421 Changing Security Email Address

Reset Emall

Security Email

CAPTCHA

a) Enter the security email address, CAPTCHA code, and click Send.

A verification email is sent to the email account. When a user logs into the local account, the first-login attempt automatically raises
an email validation. When entering the verification code, the local user can choose to do MFA every 7 or 30 days. This setting is
based on the browser used.

b) Inthe dialog box, enter the verification code and click Confirm.

4. (Optional) Click Disable MFA to log in to the remote portal without MFA.

Deleting a Registered Account
Using the Delete Account option, an administrator can delete a registered account.
Complete the following steps to delete a registered account.

1. Login to the remote portal. Click on the account settings and select Delete Account.

RUCKUS Unleashed 200.16 User Guide
434 Part Number: 800-73635-001 Rev A



Remote Portal Support
Registering on the Remote Portal

FIGURE 422 Account Settings Menu

= Network Name Tags Status Actions

No data available.

0-0 of 0 shown n

The Delete Account dialog box appears.

FIGURE 423 Delete a Registered Account

Delete Account b4

Please note that all personal information will be
erased after deleting your account.

Please input your email ( ‘@commscope.com) to
confirm deletion.

2. Enter your email address and click Delete.
A Success dialog box is displayed.
3. Click OK.

You are logged out of the remote portal within 10 seconds after you delete the account.
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Logging in Using Social Media Accounts

You can log in to the remote portal using your social media accounts. The remote portal supports Apple, Google, and Facebook social media
accounts. For any social media login, multi-factor authentication (MFA) is not required.

From the Log In with your social account section of the remote portal home page, log in with your credentials using any of the following options:
e  Continue with Apple
e  Continue with Google

e  Continue with Facebook

Logging In Using Your Apple Account
Complete the following steps to log in to the remote portal using your Apple account.
1.  From the Log In with your social account section of the remote portal home page, click Continue with Apple.

The Apple ID login screen is displayed.

FIGURE 424 Logging in Using Apple Credentials

Apple D Signir

Use your Apple ID to sign in to Unleashed.

@gmail.com

Password
| -

Forgot password? »

‘ Email or Phone Number ‘

[

In setting up Sign in with Apple, information about your
interactions with Apple and this device may be used by
Apple to help prevent fraud. See how your data is

managed...

2. Enter the email address or phone number associated with your Apple ID, and click the right-arrow button.
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3. Enter the password and click the right-arrow button.

Upon successful login, the access permission dialog box is displayed.

FIGURE 425 Access Permission Dialog Box

Apple ID

Create an account for Unleashed using your Apple ID “

NAME

EMAIL
Share My Email
@gmail.com

© Hide My Email
Forward To: @gmail.com

Remote Portal Support

Logging in Using Social Media Accounts

4. (Optional) Click Edit to edit your name.

5.  If you wish to share your email address, select Share My Email or else select Hide My Email.
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6. Click Continue.

A confirmation dialog box is displayed to confirm the security email address.

FIGURE 426 Confirmation Dialog Box

Do you want to use ' ~_.appleid.com as your security email
address? Which may be used to recover your account in the future. (You can change

this email setting in the future)

Yes, | want to user s mmmps: memmswsmmy appleid.com as my security email ...

No, | want to use another email address.

« Switch Account

7. Click Yes to confirm.

You are successfully logged into the remote portal.

FIGURE 427 Remote Portal

“ Q Tag Fil s e
= Network Name Tags Status Actions
No data available.
0-0 of 0 shown n
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Complete the following steps to log in to the remote portal using your Google account.

1. From the Log In with your social account section of the remote portal home page, log in with your Google credentials.

The Google login screen is displayed.

FIGURE 428 Logging in Using Google Account

Google
Signin

to continue to Gmail

Email or phone

Forgot email?

Not your computer? Use a private browsing window to sign

in. Learn more

Create account

English (United States)

Help Privacy Terms

2. Enter the email address or phone number associated with your Google ID, and click Next.
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3. Enter the password and click Next.

You are successfully logged into the remote portal using your Google credentials.

FIGURE 429 Remote Portal

@gmailcom @ @

BRI Remote Control @G

Status Actions

@ Logs Network Name Tags

No data available.

0-0 of 0 shown n

To use the remote portal dashboard components, refer to Navigating the Remote Portal Dashboard on page 446.

Logging In Using Your Facebook Account

Complete the following steps to log in to the remote portal using your Facebook account.

1. From the Log In with your social account section of the remote portal home page, log in with your Facebook credentials.

FIGURE 430 Logging in Using Facebook Account

Log Into Facebook

daceword
Password

LogIn

() Keep me logged in to Ruckus Unleashed

Forgot account? - Sign up for Facebook

Not now
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2. Enter your email address or phone number associated with your Facebook ID, and password. Click Log In.

Upon successful login, the access permission dialog box is displayed.

FIGURE 431 Access Permission Dialog Box

R

Ruckus Unleashed is requesting access to:
Your name and profile picture and email address.

Edit access

Continue as Kaa Cancel

By continuing, Ruckus Unleashed will receive ongoing access to the information you share and Facebook will
record when Ruckus Unleashed accesses it. Learn more about this sharing and the settings you have.

Ruckus Unleashed’s Privacy Policy
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442

Click Edit access if you wish to edit the requested access.

The Edit requested access pop-up window is displayed.

FIGURE 432 Edit Requested Access Pop-up Window

Edit requested access

Name and profile picture

Email address

@gmail.com

(Optional) Click the Email address toggle switch to ON to enable sharing or else toggle OFF to disable sharing.
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5. Close the pop-up window and click Continue.

A confirmation dialog box is displayed to use the registered email address as the security email address.

FIGURE 433 Confirmation Dialog Box

Do you want to use @gmail.com as your security email address? Which
may be used to recover your account in the future. (You can change this email
setting in the future)

Yes, | want to use ks sl BS@gmail.com as my security email address.

No, | want to use another email address.

« Switch Account

6. Click Yes to confirm.

You are successfully logged into the remote portal.

FIGURE 434 Remote Portal

@pmailcen @ @

B Remote Control @G

B Log Network Name Tags Status Actions

No data available.

0-0 of & shown n

To use the remote portal dashboard components, refer to Navigating the Remote Portal Dashboard on page 446.
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Recovering Your Social Media Account

If you forget your social account credentials, or your social account login fails for some other reason, you can recover the account information and

apply it to a new account.
Complete the following procedure to recover your social media account.

1. From the social media account login section of the login screen, click Recovery.

FIGURE 435 Remote Portal Login Screen

Log In with you C Log In witl

’ . g Continue Apple
¥P RUCKUS ¢

Continue with Google

Our Networked Future
B continue with Facebook
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2. Enter the registered security email address and click Confirm.

A recovery account link is sent to your security email account.

FIGURE 436 Entering the Recovery Security Email Address

I . Enter your security email below and we will
!’ { RUCI(US send a link to recover your account.

Our Networked Future

We are evolving today's communications
landscape to meet challenges and explore
exciting new opportunities

A pop-up appears as a confirmation message.

FIGURE 437 Recovery Mail Sent Confirmation Message

Recovery link is sent to the security email!

3. Click OK.
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4. Open the remote services security email and click the recovery link encoded in the email.

FIGURE 438 Account Recovery Email

RUCKUS

COMMSCOPE

Hello,

We have received a request to recover your Account at your email address
2 =g = , Please click on the link and register a new account for
recovery by clicking https://unleashed.ursdev.net/?recovery_key=c032b265-05df-45cf-
11- lee7.

This link will expire in 3 days. If it has expired, you can request a new link to be sent.

If you didn't request this action, someone else may be trying to recover the following
account: Emmsiell Sl E— . Please do not forward or provide this link to
anyone.

Powered by ol

RUCKUS'

You are redirected to the remote portal login screen to register a new account for recovery.

Navigating the Remote Portal Dashboard

The RUCKUS remote portal dashboard is the graphical user interface (GUI) that remotely monitors and manages your RUCKUS Unleashed network.
You can log in to the remote portal or MA using your social media account or registered email account credentials .
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FIGURE 439 Remote Portal Dashboard

YU Remote Control @6

min . — .
Logs Network Name Togs o e
Mo data available,
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TABLE 22 Remote Portal Dashboard Components

Number Component Description

1 Menu The following menu options are available.

° Remote Control: Lists all the networks that are remotely connected to the remote portal. Refer to
Monitoring Your Network on page 448 for more information.

. Admin: Provides access to the admin configuration options used to manage your network. Refer to
Administrator Settings on page 449 for more information.

. Logs: Displays the remote portal logs. Refer to Viewing the Logs on page 454 for more information.

2 Content Area Click on a menu item to view the related information and configuration options. By default, Remote Control is
displayed.
3 Account Settings Displays the login email address with the following account settings.

° Security Setting: Resets security email address and configures multi-factor authentication (MFA)
for your remote portal and MA accounts. Refer to Configuring Security Settings on page 432 for
more information.

NOTE
Multi-Factor Authentication (MFA) setting is not available for social media logins.

° Delete Account: Deletes your account from the remote portal. Refer to Deleting a Registered
Account on page 434 for more information.

. Log Out: Logs out from the remote portal.

4 Online Help Click to view the online documentation for the remote portal.

Structured Administration Account to Manage Networks

A structured administration account can assign permissions to authorized remote portal and mobile app (MA) accounts. Account permissions
include the following:

e Login to the remote portal or MA using social media or registered email local account credentials.

e Invite another administrator to manage a selected network as either an Administrator or a Read-Only Web Ul role.
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Within the remote portal and MA account systems there are two roles:
e  Device Owner:

- Can associate devices with its account and is regarded as the owner of the associated devices.
- Caninvite another remote portal or MA account as device administrator to manage selected devices.

e  Device Administrator: Can manage selected devices, but cannot share devices to others

Refer to the following table for a complete list of permissions per role.

TABLE 23 Roles and Permissions

Associate or disassociate devices.

Manage devices remotely.

. Invite another account to manage selected devices.
Device Owner

Remove administrator permission from selected devices.

List invited administrator accounts.

Remove permissions of invited administrator accounts.

Manage devices remotely.

Administrator Remove accounts of admin permission from selected devices.

Device Administrator - -
Remove devices from own management list.

Read-Only View and monitor the devices remotely.

Monitoring Your Network

The Remote Control table lists all the devices owned by the Device Owner including administrator-managed devices. You can manage up to 10
networks. The numbers in the two bubbles (blue and white) show the number of connected and disconnected networks, respectively.

You can view the following information and options from the Remote Control content area:

Network Name Name of the network.

Tags Customized tags used for the network.

Status Status of the network connection (connected, disconnected).

Actions Remote access to RUCKUS Unleashed web interface and CLI.

Show Map View the map.

Search Search the table by Network Name, Tags, and Status.

Tag Filter Sort the table using the tags from the list. The list is populated as and when a tag is added to a network.
Refresh Refresh the dashboard.

Table Settings Sort the dashboard using the following criteria:

Rows: Search the dashboard using key words. Enter the number of rows to be displayed for Show entries per page.

Columns: Select the columns to be displayed. Click any column header to sort the table by that column.

RUCKUS Unleashed 200.16 User Guide
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FIGURE 440 Remote Control Screen

Remote Portal Support
Administrator Settings

Remote Control @@

Network Name

Ruckus-Unleashed-12

Tags

R&50, Shenzhen

Tag Filter ~ Z -]
Status Actions
Connected =R R

1-1 of 1 shown n

Administrator Settings

The Admin screen lists only the devices owned by the Device Owner.

You can view the following information and options in the Admin content area:

Network Name Name of the network.

Tags

Status

Admin Users
Firmware Version
Last Seen

MAC Address

Unleashed ID
Search

Admin Filter

Refresh
Table Settings

FIGURE 441 Admin Screen

Customized tags used for the network.

Status of the network connection (connected, disconnected).
Administrator users associated with each network.

Version of AP firmware.

The date and time that the administrator was last connected with the AP.

The unique media access control (MAC) address, also called physical address, network interface of the AP. This is a
sortable field.

Unique identifier for each Unleashed network. You can obtain the ID from Admin & Services > System > System Info.
Search the dashboard by Network Name, Tags, and Status.

Sort the table based on admin users from the list. The list gets populated as and when any administrator is invited to
manage the network.

Refresh the dashboard.

Sort the dashboard using the following criteria:
Rows: Search the dashboard using key words. Enter the number of rows to be displayed for Show entries per page.

Columns: Select the columns to be displayed. You can sort the columns by clicking on the column headers.

Admin
+ Bind N - te A Q Admin Filter = Fad ]
Network Name Status Admin Users Firmware Version Last Seen
Ruckus-Unleashed-12 RE50, Shenzhen Connected wcom 200.15.6.12.303 2024/01/09 14:56:54

1-1 of 1 shown -
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From the Admin menu option, you can perform the following actions as an administrator. Refer to Managing Your Network on page 450 for more
information.

e  Associate (bind) or disassociate (unbind) a network as a device owner.

e Invite a remote portal or mobile app (MA) account to manage selected networks devices as a remote administrator who has the privilege

of managing the networks, but cannot invite another administrator.

o Delete a remote administrator.

Managing Your Network
When Remote Management is enabled, as a Device Owner, you can manage your network from either the remote portal or the mobile app (MA).

As a prerequisite, enable Remote Management from the RUCKUS Unleashed web interface (Admin & Services > Administration > Remote
Management > Remote Management & Mobile App Notification).

Complete the following steps to bind your network to the remote portal account.

1. From the menu, click Admin.

FIGURE 442 Admin Menu

Admin
+ Bind Network » T NOT = t . e A Q Admin Filter - = o
Network Name Tags Status Admin Users Firmware Version  Last Seen
Ruckus-Unleashed-12 R650, Shenzhen Connected wcom 200.15.6.12.303 2024/01/09 14:56:54

1-1 of 1 shown -
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2. Inthe Admin dashboard, click Bind Network.

The Bind Network dialog box is displayed.

FIGURE 443 Binding the Network

Remote Portal Support
Administrator Settings

Unleashed ID:

Username:

Password:

Cancel

3. Enter the Unleashed ID, user name, password, and click OK to bind your network.

NOTE

The MA or remote portal account associates with the AP using the Unleashed ID by providing the admin user and password. If
an Unleashed ID is already bound to another account, the remote portal rejects the association of the network. You can reset

the AP system ID and associate the network again.

NOTE

In the event of a factory reset of an AP, the Unleashed ID will change and you need to repeat this procedure again to bind the

new Unleashed ID of the AP to the remote portal.

4. Click Unbind Network to disassociate the network.

NOTE

You can reset the system ID of an AP to disassociate the network.
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5. Toinvite an administrator to manage a network remotely, select a network name from the Admin table and click Invite Admin.

The Invite Admin dialog box is displayed.

FIGURE 444 Inviting an Administrator

Invite Admin %

Invite a new admin user to manage selected network.

Email: |ngme@example.com

Role for WEB Ul: ® Administrator (O Read-Only

6. Enter the email address of the admin user.
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Administrator Settings

7. For Role for WEB UlI, select the required role and click OK.
o  Administrator: Can remotely manage and control the network using both the Unleashed web interface and the CLI.

o  Read-Only: Can only view the Unleashed web interface remotely and cannot access the CLI remotely. Such a network is displayed
with a Read-Only label in the Remote Control table.

FIGURE 445 Network With Read-Only Admin Permission

Remote Control @G

Network Name Tags Status Actions

CETD) Ruckus Connected =i - |

The invitee receives an email notification with a link to log in to the remote portal.

FIGURE 446 Email Notification

Powered by

o Ruckus

You have been invited to manage a Ruckus Unleashed Network by

Please go to the cloud portal to accept the invitation. If you are the first time visitor of the cloud portal, please login with your social media
login associated with this email address, or create a new log in password with a new registration by click on the Sign up.

Sign In with your social account Sign In with your email and password

@ Continue with Apple Email

Continue with Google Password

or

l'i Continue with Facebook

Click this link to start onboarding

This invited will expire in 3 days. Please request a new invitation from the network manager if the link is expired.

© 2023 Ruckus Wireless, Inc., a CommScope Company, 350 West Java Dr. Sunnyvale, CA 94089 USA
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To remove the permissions for a remote administrator, select a network name from the Admin table and click Delete Admin.

FIGURE 447 Removing Admin Permissions

Admin

+ Bind N * Unbind Network | & Invite Admin Q Admin Filter ~ c o
Network Name Tags Status Admin Users Firmware Version  LastSeen
l Ruckus-l.tn1eashed-12| R650, Shenzhen Connected .com 200.15.6.12.303 2024/01/09 14:56:54

1-1 of 1 shown n

NOTE
The remote portal displays the administrator permissions based on the AP.

NOTE
You must remove the administrator permissions one at a time. Batch operation is not supported.

Viewing the Logs

From the menu, click Logs to view the user log activities on the remote portal. The Logs content area displays the following information and options:

Detail Log activity details of the users.
Severity (High, Normal, Low) Severity of a log activity.
Create Time The date and time when the log activity occurred.
Search Search the dashboard by Detail, Severity, and Create Time.
Log Type Filter Sort the table based on log type.
Severity Filter Sort the table based on severity level.
Refresh Refresh the dashboard.
Table Settings Sort the dashboard using the following criteria:
Rows: Search the dashboard using key words. Enter the number of rows to be displayed
for Show entries per page.
Columns: Select the columns to be displayed. You can sort the columns by clicking on the
column headers.
RUCKUS Unleashed 200.16 User Guide
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FIGURE 448 Viewing the Logs

4 BAm ot cor Logs
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User |
User |
User | Marmal
User Mormal
Uszer | MNaormal
User § Mormal
User | Normal
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Unleashed Access Point Power Supply

Considerations
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e  Power Limitations by PoE Mode and AP Model

AP Power Warnings

Beginning with release 200.8, the RUCKUS Unleashed dashboard displays warning icons when an AP is operating in reduced power mode.

FIGURE 449 Warning icons indicate an AP is operating in reduced-power mode

D Clients -

Clients

| Access Points

Total

Total

3 Disconnected 0 >

1 Working 1 Disconnected 0 v

Data duration: | 1 hours v

Summary - Total 1 Access Points

o0 wm P

Clients Traffic

R610 - M..[...35:c9.40]
1 o | o . -

Clients Traffic

Summary

Maximun 50 APs support

1 Access Points connected. 0 Access Points disconnected

j 3 Clients
Q Events

Client Status forlact 1 hour

Show Clients Info

Show Events b

If a warning icon appears, click Show AP Info and locate the Power Consumption Mode entry. Refer to Power Limitations by PoE Mode and AP

Model to see what limitations are in effect.
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AP Power Warnings

FIGURE 450 Showing AP Power Consumption Mode
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IP Address

External IP:Port
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Current Channel(802.11b/g/n)

Power Consumption Mode
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Hide AP Info w
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192.168.0.3
192.168.0.3:12225
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941848001125

System Default

Disabled
149

6

802.3at PoE

Max Clients 100

Version 200.8.10.3.173
Role Fixed no

Download Logs Loags -‘ﬂl

If power supply deficiency is caused by incorrect power level negotiation between the AP and the switch/PoE injector, you can enforce the AP
Power Level on the AP's configuration page. Go to Access Points > [AP] > Edit > Other > PoE Operating Mode. Enable Override Group Config and
select a power mode from the menu.

FIGURE 451 Override PoE Operating Mode

Edit AP(d4:c1:9e:35:¢9:40)

General | Radio 2.4 GHz | Radio 5.0 GHz | Network | Other |

Bonjour Gateway
Status LEDs

PoE Operating Mode

Choose Bonjour Gateway E

Override Group Config Disable Status LEDs

# Override Group Config | 802.3at PoE ¥

Cancel
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Power Limitations by PoE Mode and AP Model

The following tables list the Power over Ethernet (PoE) operating modes for each AP model, along with the performance and feature limitations

when the AP is in any of the supported reduced power modes.

Power Limitations by PoE Mode and AP Model

R850 T750

R750 T750SE

R650 T350c

R550 T350d

H550 T350SE
R850
TABLE 24 R850 PoE Modes

LLDP Power Ask 2.4G Tx/Rx 5G Tx/Rx 5Gbps Eth 1Gbps Eth USB Comments
DC 4/4 8/8 Enabled Enabled Enabled
802.3af 1/4 1/8 Enabled Disabled Disabled Not supported in
operation mode
802.3at 25W 4/4 4/8 Enabled Enabled Enabled (0.5W)
802.3bt/class5 35W 4/4 8/8 Enabled Enabled Enabled
PoE injector (Model 4/4 4/8 Enabled Enabled Enabled Force to 802.3bt/
480125A) 60W class5 from SZ GUI
R750
TABLE 25 R750 PoE Modes
LLDP Power Ask 2.4G Tx/Rx 5G Tx/Rx 2.5Gbps Eth 1Gbps Eth uUsB
DC 4/4 4/4 Enabled Enabled Enabled
802.3af 2/4 2/4 Enabled Disabled Disabled
802.3at 25W 4/4 4/4 Enabled Enabled Enabled
PoE injector (Model 4/4 4/4 Enabled (1Gbps speed) Enabled Enabled
480125A) 60W
R650
TABLE 26 R650 PoE Modes
LLDP Power Ask 2.4G Tx/Rx 5G Tx/Rx 2.5Gbps Eth(PoE) 1Gbps Eth uUsB

DC 2/2 4/4 Enabled Enabled Enabled
802.3af 2/2 2/4 Enabled Disabled Disabled
802.3at 25W 2/2 4/4 Enabled Enabled Enabled
PoE Injector (Model 2/2 4/4 Enabled (1Gbps speed) Enabled Enabled

480125A)
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Power Limitations by PoE Mode and AP Model

TABLE 27 R550 PoE Modes
LLDP Power Ask 2.4G Tx/Rx 5G Tx/Rx 1bps Eth(PoE) 1Gbps Eth USB
DC 2/2 (22 dBm) 2/2 (22 dBm) Enabled Enabled Enabled
802.3af 2/2 (10 dBm) 2/2 (18 dBm) Enabled Disabled Disabled
802.3at 25W 2/2 (22 dBm) 2/2 (22 dBm) Enabled Enabled Enabled
PoE Injector (Model 2/2 (22 dBm) 2/2 (22 dBm) Enabled Enabled Enabled
480125A)
TABLE 28 H550 PoE Modes
LLDP Power 2.4G Tx/ 5G Tx/ 1Gbps Eth UsB PSE
Ask Rx(16dBm) Rx(19dBm) POE_Out Power @ PD | Maximum
Cable Length
DC 2/2 2/2 Enabled Enabled Enabled
802.3af 12.95W 2/2 2/2 Enabled Disabled Disabled NA NA
802.3at/ 25W 2/2 2/2 Enabled Enabled Disabled NA NA
injector Enabled Enabled 8.4W 20m
Disabled Enabled 12.4W 20m
802.3bt, uPoE, 40W 2/2 2/2 Enabled Enabled Enabled 12.95W 100m
PoH
TABLE 29 T750 PoE Modes
LLDP Power 2.4G Tx/Rx 5G Tx/Rx 2.5Gbps Eth 1Gbps Eth USB PSE Comment
Ask
DC 4/4 4/4 Enabled Enabled Enabled Enabled
802.3af 1/4 1/4 Enabled Disabled Disabled Disabled Not supported
operation
mode
802.3at w/o 25W 4/4 4/4 Enabled Enabled Disabled Disabled
UsSB
802.3at w/ USB | 25W 2/4 4/4 Enabled Disabled Enabled Disabled Alt AT mode
config by AP CLI
802.3bt/Class 5 | 35W 4/4 4/4 Enabled Enabled Enabled Disabled
803.3bt/Class 6 4/4 4/4 Enabled Enabled Enabled Disabled 51W by H/W
negotiation
802.3bt/Class 7 4/4 4/4 Enabled Enabled Enabled Enabled 62W by H/W
negotiation
PoE injector 4/4 4/4 Enabled (1Gbps | Enabled Enabled Disabled Force to
(Model speed) 802.3bt/Class 5
480125A)
PoE injector 4/4 4/4 Enabled Enabled Enabled Enabled Force to
802.3bt/Class 7
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Power Limitations by PoOE Mode and AP Model

TABLE 30 T750SE PoE Modes
LLDP Power 2.4G Tx/Rx 5G Tx/Rx 2.5Gbps Eth 1Gbps Eth USB PSE Comment
Ask
DC 4/4 4/4 Enabled Enabled Enabled Enabled
802.3af 1/4 1/4 Enabled Disabled Disabled Disabled Not supported
operation
mode
802.3at w/o 25W 4/4 4/4 Enabled Enabled Disabled Disabled
uUsB
802.3at w/ USB | 25W 2/4 4/4 Enabled Disabled Enabled Disabled Alt AT mode
config by AP CLI
802.3bt/Class 5 | 35W 4/4 4/4 Enabled Enabled Enabled Disabled
803.3bt/Class 6 4/4 4/4 Enabled Enabled Enabled Disabled 51W by H/W
negotiation
802.3bt/Class 7 4/4 4/4 Enabled Enabled Enabled Enabled 62W by H/W
negotiation
PoE injector 4/4 4/4 Enabled (1Gbps | Enabled Enabled Disabled Force to
(Model speed) 802.3bt/Class 5
480125A)
PoE injector 4/4 4/4 Enabled Enabled Enabled Enabled Force to
802.3bt/Class 7
T350c
TABLE 31 T350c PoE Modes
LLDP Power Ask 2.4G Tx/Rx 5G Tx/Rx 1Gbps Eth
802.3af 2/2 (19dBm) 2/2 (18dBm) Enabled
802.3at/PoE injector 25W 2/2 2/2 Enabled
TABLE 32 T350d PoE Modes
LLDP Power Ask 2.4G Tx/Rx 5G Tx/Rx 1Gbps Eth uUsB
DC 2/2 2/2 Enabled Enabled
802.3af 2/2 (19dBm) 2/2 (18dBm) Enabled Disabled
802.3at/PoE injector 25W 2/2 2/2 Enabled Enabled
TABLE 33 T350SE PoE Modes
LLDP Power Ask 2.4G Tx/Rx 5G Tx/Rx 1Gbps Eth USB
DC/PoE injector 2/2 2/2 Enabled Enabled
802.3at 25W 2/2 2/2 Enabled Enabled
802.3af 2/2 (16dBm) 2/2 (16dBm) Enabled Disabled
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